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H #37
Within Domain Security Overview, whatGoalincorporates all risks into one security assessment report?

Ef#:

Rt an

A. AD Hygiene
B. Pen Testing

C. Reduce Attack Surface
D. Privileged User Management

C

Within the Domain Security Overview,Goalsare used to tailor how identity risks are grouped, evaluated, and reported. TheReduce
Attack Surfacegoal is the only option thatincorporates all identity risks into a single, comprehensive security assessiment.

The CCIS curriculum explains that Reduce Attack Surface provides a holistic view of identity exposure by aggregating risks related
to authentication paths, account hygiene, privileges, misconfigurations, and legacy identity weaknesses. This goal is designed for
organizations seeking an overall understanding of their identity security posture rather than focusing on a specific domain such as
privileged users or directory hygiene.

Other goals are more specialized:

* AD Hygienefocuses on directory configuration issues.

* Privileged User Managementconcentrates on high-privilege identities.

* Pen Testingaligns more with adversarial simulation than continuous risk assessment.




Reduce Attack Surface aligns directly withZero Trust principles, helping organizations identify and eliminate unnecessary identity
access paths. Therefore,Option Cis the correct and verified answer.

HH #38
‘Which menu option isSNOTincluded in Falcon Identity Threat Detection (ITD)?

A. Settings
B. Privileged Identities

C. Event Analysis
D. Policy Rules

Ef#: D
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Falcon Identity Threat Detection (ITD) providesvisibility, analytics, and detectionof identity-based threats but doesnot include
enforcement capabilities. According to the CCIS curriculum, ITD customers have access to investigative and analytical features such
asEvent Analysis,Privileged Identities, and relevant Settingsfor visibility and monitoring,

Policy Rules, however, are part ofldentity Threat Protection (ITP)and reside in theEnforcesection of the Falcon console. Policy
Rules enable automated responses and enforcement actions, such as blocking access or enforcing MF A, which are not available
under ITD-only subscriptions.

This distinction is critical in the CCIS material:

* ITD = Detect and analyze identity threats

* TP = Detect + enforce policy actions

Because ITD does not include enforcement fimctionality, Policy Rules are not available, makingOption Dthe correct answer.

B #39
What trigger will cause a Falcon Fusion Workflow to activate from Falcon Identity Protection?

A. New endpoint detection

B. Spotlight user action > Host
C. New incident

D. Alert > Identity detection

IEf#: D
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Falcon Fusion workflows integrate directly with Falcon Identity Protection throughidentity-based triggers, allowing automated
responses to identity threats. The correct trigger that activates a Falcon Fusion workflow from Identity Protection isAlert > Identity
detection.

Identity detections are generated when Falcon observes suspicious or malicious identity behavior, such as credential abuse,
abnormal authentication patterns, lateral movement attempts, or policy violations related to identity risk. These detections are distinct
from endpoint-only detections or incidents and are specifically designed to representidentity-based attack activity.

WhileNew incidentandNew endpoint detectionare valid Falcon Fusion triggers in other Falcon modules, they are not the primary
triggers for identity-focused automation. Similarly,Spotlight user action> Host relates to vulnerability management workflows rather
than identity analytics.

The CCIS curriculum emphasizes that Falcon Fusion enablesautormated identity response, such as notifying security teams, disabling
accounts, enforcing MFA, or triggering SOAR actions, based onidentity detections.

Therefore, workflows tied toAlert > Identity detectionallow organizations to respond quickly and consistently to identity threats,
makingOption Cthe correct answer.

HH #40
Which of the following statements isNOTtrue as it relates to Identity Events, Detections, and Incidents?

A. A detection can become an element of an incident that preceded it in time

B. Not all events are security events that become elements of detections

C. Events related to an incident that occur after the incident is marked In Progress will create a new incident
D. An event can becomre an element of a detection that preceded it in time



IEf: C
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Falcon Identity Protection follows acorrelation and enrichment modelwhere events, detections, and incidents are dynamically linked
over time. According to the CCIS curriculumevents that occur after an incident is marked In Progress do not autormatically create a
new incident. Instead, related events and detections are typicallyadded to the existing incident, provided they fall within the incident's
correlation and suppression window.

This behavior allows Falcon to present asingle evolving incident, showing the full progression of an identity attack rather than
fragmenting activity into mutltiple incidents. Therefore, statementA is not true.

The other statements are correct:

* Detections can be retroactively associated with incidents that occurred earlier if correlation logic determines relevance.

* Events can be linked to detections even if the detection is created after the event occurred.

* Not all events are security-relevant; many remain informational and never become detections.

This adaptive correlation model is a core concept in CCIS training and supports efficient investigation and incident lifecycle
management. Hence,Option Ais the correct answer.

HRE#41
When creating an API key, which scope should be selected to retrieve Identity Protection detection and incident information?

¢ A Identity Protection Detections
¢ B. Identity Protection Data

e C. Identity Protection Incidents

¢ D. Identity Protection Assessment

Ef: A
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To retrieve identity-based detections and incident-related data using the CrowdStrike APIs, the API key must include the
correctpermission scope. According to the CCIS curriculum, theldentity Protection Detections scope is required to access identity-
based detection and incident information through GraphQL.

This scope allows API queries to retrieve:

* Identity-based detections

* Associated incident metadata

* Detection attributes such as severity, status, and related entities

Incident data in Falcon Identity Protection isderived from detections, making the Detections scope the authoritative permission set
for this information. Without this scope, GraphQL queries related to identity detections and incidents will fail authorization.

The other scopes are either too narrow or unrelated to detection retrieval. Therefore,Option Ais the correct and verified answer.
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