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¢ Managing an NC2 on AWS Environment: This exam component tests your understanding of node and
bEY 71 cluster management tasks, along with your ability to oversee cluster and cloud resource health.

e Prepare the AWS cloud environment: This exam segment evaluates your ability to set up the AWS cloud
NEy 22 environment, initiate NC2 service subscription, establish implementation criteria, and recognize networking
prerequisites.

¢ Deploying an NC2 on AWS Environment: This portion assesses your knowledge of cloud cluster
FEy 23 deployment, cloud provider network configuration, and your skills in addressing cluster deployment
challenges.

¢ Configuring an NC2 on AWS Environment: This section examines your proficiency in setting up cloud
ey 74 networking and security measures, as well as addressing connectivity issues.
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HH #14
When selecting the NC2 subscription plan from the Nutanix Billing portal, which options are available.

A. Pay-as-you-Go (PayG), Cloud Provider Credits, Bring your own License (BYOL)
B. Reserved Instances, Cloud Provider Credits, Bring your own License (BYOL)

C. Pay-as-you-Go (PayG), Bring your own License (BYOL)

D. Reserved Instances, Bring your own License (BYOL)

IEf: C

R -

When selecting the NC2 subscription plan from the Nutanix Billing portal, the available options include:

Pay-as-you-Go (PayG): A flexible payment option where users are billed based on their actual usage, providing cost efficiency for
variable workloads.

Bring your own License (BYOL): Allows users to utilize existing Nutanix licenses they have purchased, offering a cost-effective way
to leverage existing investments in Nutanix software.

Reference:

Refer to the Nutanix billing and subscription documentation for detailed descriptions of subscription plans and their benefits.

HE#15

An administrator needs to allow wide open access to one particular NC2 AWS cluster from an on-premises subnet of
10.19.160.0/24.

What is the proper Custom Security Group formatting to satisfy this task?

° A
e B
o C
e D
Ef#: C
R

To allow wide open access to a particular NC2 AWS cluster from an on-premises subnet (10.19.160.0/24), the proper Custom
Security Group formatting needs to include the necessary tags that specify the external cluster UUID and the networks allowed.
Custom Security Group Configuration:

The configuration should include tags to identify the cluster and the networks that should be granted access.

Key: nutanix:clusters

Key: nutanix:clusters:external

Value: <cluster-uuid>

Explanation of Choice:



Option B includes the necessary tags and values, ensuring that the specific cluster UUID is recognized and the on-premises subnet
(10.19.160.0/24) can comnmunicate with the NC2 cluster.

Security Group Tags:

nutanix:.clusters:external - Identifies the cluster as external.

nutanix:clusters:external:cluster-uuid - Specifies the unique identifier for the cluster, enabling proper traffic routing and access.
Reference:

Nutanix Cloud Clusters on AWS Administration Guide

AWS Security Group Documentation

Nutanix Best Practices for Custom Security Group Configuration

HM #16
Which NC2 user role will allow full access to clusters created within an organization?

¢ A Cluster Super Admin

¢ B. Organization Administrator

¢ C. Organization Security Administrator
¢ D. Cluster Administrator

Ef#: B

fEEHL -

In Nutanix Cloud Integration with AWS, specifically version 6.7, the role that allows full access to clusters created within an
organization is the Organization Administrator.

The Organization Admnistrator role has the highest level of privileges within an organization, enabling the user to manage all aspects
of the clusters, including creation, modification, and deletion.

This role is designed to oversee and control the entire organization's resources, ensuring comprehensive management capabilities
over all clusters and associated resources.

Reference:

Refer to the Nutanix documentation on roles and permissions for NC2 on AWS for further details.

R #17

An administrator is attempting to deploy an NC2 cluster.
The cluster configuration is as follows:

* Name - Cluster-1

* Nodes of type éi.metal

* Replication Factor 2

* Existing VPC resources

*VPC - 10.0.0.0/16

* Subnets:

* Bare metal hosts: 10.0.1.0/24

* User VMs:10.0.2.0/24

* Public: 10.0.3.0/24

During the deployment process, the administrator notices the following alert:

‘What should the administrator do to ensure the cluster deployment does not fail?

A. Create a new VPC and modify the cluster configuration to use the new VPC.
B. Ensure an outbound Internet connection exists from 10.0.1.0/24.

C. Check AWS VPC and subnet quotas for the cloud account.

D. Modify the administrator's RBAC permissions in the NC2 console.

EfE: B

AR :

The alert indicates a potential issue with the VPC/Subnet settings, preventing the cluster nodes from contacting Nutanix services.

To resolve this, the administrator needs to ensure that the subnet 10.0.1.0/24, which is assigned for Bare metal hosts, has an
outbound Internet connection.

This connection is necessary for the cluster nodes to communicate with external Nutanix services for updates, license validation, and
other essential operations.

Verify that there are appropriate route tables and security group rules allowing outbound traffic to the Internet from the 10.0.1.0/24



subnet.

Ensure that there is either an Internet Gateway (IGW) attached to the VPC or a NAT Gateway configured if using private subnets.
Reference:

Refer to the Nutanix documentation and AWS VPC configuration guides to ensure proper Internet connectivity and routing setups.

ER#18

An administrator is investigating reports of network congestion on their NC2 deployment.

As part of the investigation, a packet capture is taken froma group of user VM. During the analysis of the packet capture, it is
observed that user VM are receiving multicast traffic unexpectedly.

‘What action should the administrator take to resolve the issue?

e A. Enable IGMP snooping on the AHV hosts
¢ B. Disable DHCP snooping on the upstream network
e C. Disable IGMP snooping on the AHV hosts
e D. Enable DHCP snooping on the upstream network

IEf#E: A

Rt :

Enable IGMP snooping on the AHV hosts:

IGMP (Internet Group Management Protocol) snooping is a feature that listens to IGMP traffic between hosts and routers. By
enabling IGMP snooping on the AHV (Acropolis Hypervisor) hosts, the switch can intelligently forward muilticast traffic only to the
ports that have requested it.

This reduces unnecessary muilticast traffic on the network and prevents congestion by ensuring that multicast packets are only
delivered to the appropriate endpoints.

Reference:

Refer to the Nutanix documentation on network configuration and best practices for managing multicast traffic.
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