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R #41
‘Which DREAD category is based on how easily a threat exploit can be found?

A. Damage Potential
B. Affected Users
C. Reproducibility
D. Discoverability

IEf#: D

H #42
‘Which type of security analysis is performed using automated software tools while an application is running and is most commonly
executed during the testing phase of the SDLC?

¢ A Static analysis

¢ B. Dynamic analysis
e C. Manual code review

¢ D. Fuzz testing
Ef&: B
A :

Dynamic analysis is a security testing method that involves analyzing the behavior of software while it is running or in execution. It is
most commonly executed during the testing phase of the Software Development Life Cycle (SDLC). This type of analysis is used to
detect issues that might not be visible in the code's static state, such as runtime errors and memory leaks. Automated tools are
employed to perform dynamic analysis, which can simulate attacks on the application and identify vulnerabilities that could be
exploited by malicious actors.

: The nformation provided here is verified by multiple sources that discuss security automation in the SDLC and the role of dynamic
analysis during the testing phase123.
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HP #43
What is the last slop of the SDLOSDL code review process?

A. Identify security code review objectives

B. Review code for security issues

C. Perform preliminary scan

D. Review for security issues unique to the architecture

IEf#: B

TR

The last step of the SDLC code review process is to review the code for security issues. This involves a detailed examination of the
code to identify any potential security vulnerabilities that could be exploited. It's a critical phase where the focus is on ensuring that
the code adheres to security best practices and does not contain any flaws that could compromise the security of the application or
system. The process typically includes manual inspection as well as automated tools to scan for common security issues. The goal is
to ensure that the software is as secure as possible before it is deployed. References: Mastering the Code Review Process,
Understanding the SDLC, How Code Reviews Improve Software Quality in SDLC - LinkedIn.

H #44
Which software control test examines an application from a user perspective by providing a wide variety of input scenarios and

inspecting the output?

A. Static

B. Dynamic
C. Black box
D. White box

Ef#: C

L2

The software control test that examines an application from a user perspective by providing a wide variety of mput scenarios and
inspecting the output is known as black box testing, This testing method focuses on the finctionality of the application rather than its
internal structures or workings. Testers provide nputs and examine outputs without knowing how and where the mputs are worked
upon. It's designed to test the system s external behavior.

* Black box testing is used to verify that the system meets the requirements and behaves as expected in various scenarios, including
edge cases and incorrect input data. It helps in identifying discrepancies between the systent's actual functionality and its specified
requirenments.

* This type of testing is applicable across various levels of software testing, including unit, integration, system, and acceptance
testing, It is particularly useful for validating user stories and use cases during the software development process.

* Since black box testing treats the software as a "black box", it does not require the tester to have knowledge of the programming
languages or the system's implementation. This allows testers to objectively test the software's behavior and performance.

: The concept of black box testing is well-documented and is a standard practice in secure software design, as outlined by sources
such as LambdaTest1 and other industry best practices.

HR #45
In which step of the PASTA threat modeling methodology will the team capture infrastructure, application, and software
dependencies?

A. Risk and impact analysis
B. Define objectives

C. Attack modeling

D. Define technical scope

IEf#: D

A -

The step of the PASTA threat modeling methodology where the team will capture infrastructure, application, and software
dependencies is the Define technical scope step. This step involves detailing the technical elements of the project, which includes
understanding and documenting the infrastructure, applications, and software dependencies that are critical to the system's operation



and security.
: The PASTA (Process for Attack Simulation and Threat Analysis) threat modeling methodology is a seven- step process that

includes defining the technical scope as a critical step for capturing the necessary technical details of the system being analyzed123.
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