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As a responsible company with great reputation among the market, we trained our staff and employees with strict beliefs to help you
with any problems about our SAP-C02 Learning materials 24/7. Even you have finished buying activity with us, we still be around
you with considerate services on the SAP-C02 Exam Questions. And we will update our SAP-C02 training guide from time to time,
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Amazon SAP-C02 Exam is a professional level certification that tests the skills and expertise of an individual in designing and
deploying AWS solutions. AWS Certified Solutions Architect - Professional (SAP-C02) certification is designed for professionals
who are already certified as AWS Certified Solutions Architect – Associate and have hands-on experience in designing and
deploying scalable, fault-tolerant, and highly available systems on AWS.

Amazon AWS Certified Solutions Architect - Professional (SAP-C02) Sample
Questions (Q514-Q519):
NEW QUESTION # 514 
A company is deploying a new web-based application and needs a storage solution for the Linux application servers. The company
wants to create a single location for updates to application data for all instances. The active dataset will be up to 100 GB in size. A
solutions architect has determined that peak operations will occur for 3 hours daily and will require a total of 225 MiBps of read
throughput.
The solutions architect must design a Multi-AZ solution that makes a copy of the data available in another AWS Region for disaster
recovery (DR). The DR copy has an RPO of less than 1 hour.
Which solution will meet these requirements?

A. Deploy an Amazon FSx for OpenZFS file system in both the production Region and the DR Region.
Create an AWS DataSync scheduled task to replicate the data from the production file system to the DR file system every 10
minutes.
B. Deploy a General Purpose SSD (gp3) Amazon Elastic Block Store (Amazon EBS) volume with 225 MiBps of throughput.
Enable Multi-Attach for the EBS volume. Use AWS Elastic Disaster Recovery to replicate the EBS volume to the DR
Region.
C. Deploy a new Amazon Elastic File System (Amazon EFS) Multi-AZ file system. Configure the file system for 75 MiBps of
provisioned throughput. Implement replication to a file system in the DR Region.
D. Deploy a new Amazon FSx for Lustre file system. Configure Bursting Throughput mode for the file system. Use AWS
Backup to back up the file system to the DR Region.

Answer: C

Explanation:
The company should deploy a new Amazon Elastic File System (Amazon EFS) Multi-AZ file system. The company should configure
the file system for 75 MiBps of provisioned throughput. The company should implement replication to a file system in the DR
Region. This solution will meet the requirements because Amazon EFS is a serverless, fully elastic file storage service that lets you
share file data without provisioning or managing storage capacity and performance. Amazon EFS is built to scale on demand to
petabytes without disrupting applications, growing and shrinking automatically as you add and remove files1. By deploying a new
Amazon EFS Multi-AZ file system, the company can create a single location for updates to application data for all instances. A
Multi-AZ file system replicates data across multiple Availability Zones (AZs) within a Region, providing high availability and
durability2. By configuring the file system for 75 MiBps of provisioned throughput, the company can ensure that it meets the peak
operations requirement of 225 MiBps of read throughput. Provisioned throughput is a feature that enables you to specify a level of
throughput that the file system can drive independent of the file system's size or burst credit balance3. By implementing replication to
a file system in the DR Region, the company can make a copy of the data available in another AWS Region for disaster recovery.
Replication is a feature that enables you to replicate data from one EFS file system to another EFS file system across AWS Regions.
The replication process has an RPO of less than 1 hour.
The other options are not correct because:
Deploying a new Amazon FSx for Lustre file system would not provide a single location for updates to application data for all
instances. Amazon FSx for Lustre is a fully managed service that provides cost-effective, high-performance storage for compute
workloads. However, it does not support concurrent write access from multiple instances. Using AWS Backup to back up the file
system to the DR Region would not provide real-time replication of data. AWS Backup is a service that enables you to centralize
and automate data protection across AWS services. However, it does not support continuous data replication or cross-Region
disaster recovery.
Deploying a General Purpose SSD (gp3) Amazon Elastic Block Store (Amazon EBS) volume with 225 MiBps of throughput would
not provide a single location for updates to application data for all instances. Amazon EBS is a service that provides persistent block
storage volumes for use with Amazon EC2 instances. However, it does not support concurrent access from multiple instances,
unless Multi-Attach is enabled. Enabling Multi-Attach for the EBS volume would not provide Multi-AZ resilience or cross-Region
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replication. Multi-Attach is a feature that enables you to attach an EBS volume to multiple EC2 instances within the same Availability
Zone. Using AWS Elastic Disaster Recovery to replicate the EBS volume to the DR Region would not provide real-time replication
of data.
AWS Elastic Disaster Recovery (AWS DRS) is a service that enables you to orchestrate and automate disaster recovery workflows
across AWS Regions. However, it does not support continuous data replication or sub-hour RPOs.
Deploying an Amazon FSx for OpenZFS file system in both the production Region and the DR Region would not be as simple or
cost-effective as using Amazon EFS. Amazon FSx for OpenZFS is a fully managed service that provides high-performance storage
with strong data consistency and advanced data management features for Linux workloads. However, it requires more configuration
and management than Amazon EFS, which is serverless and fully elastic. Creating an AWS DataSync scheduled task to replicate the
data from the production file system to the DR file system every 10 minutes would not provide real-time replication of data. AWS
DataSync is a service that enables you to transfer data between on-premises storage and AWS services, or between AWS services.
However, it does not support continuous data replication or sub-minute RPOs.
References:
https://aws.amazon.com/efs/
https://docs.aws.amazon.com/efs/latest/ug/how-it-works.html#how-it-works-azs
https://docs.aws.amazon.com/efs/latest/ug/performance.html#provisioned-throughput
https://docs.aws.amazon.com/efs/latest/ug/replication.html
https://aws.amazon.com/fsx/lustre/
https://aws.amazon.com/backup/
https://aws.amazon.com/ebs/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-volumes-multi.html

NEW QUESTION # 515 
A company has multiple AWS accounts. The company recently had a security audit that revealed many unencrypted Amazon Elastic
Block Store (Amazon EBS) volumes attached to Amazon EC2 instances.
A solutions architect must encrypt the unencrypted volumes and ensure that unencrypted volumes will be detected automatically in
the future. Additionally, the company wants a solution that can centrally manage multiple AWS accounts with a focus on compliance
and security.
Which combination of steps should the solutions architect take to meet these requirements? (Choose two.)

A. Create an organization in AWS Organizations. Set up AWS Control Tower, and turn on the mandatory guardrails. Join all
accounts to the organization. Categorize the AWS accounts into OUs.
B. Create an organization in AWS Organizations. Set up AWS Control Tower, and turn on the strongly recommended
guardrails. Join all accounts to the organization. Categorize the AWS accounts into OUs.
C. Create a snapshot of each unencrypted volume. Create a new encrypted volume from the unencrypted snapshot. Detach
the existing volume, and replace it with the encrypted volume.
D. Turn on AWS CloudTrail. Configure an Amazon EventBridge (Amazon CloudWatch Events) rule to detect and
automatically encrypt unencrypted volumes.
E. Use the AWS CLI to list all the unencrypted volumes in all the AWS accounts. Run a script to encrypt all the unencrypted
volumes in place.

Answer: B,C

Explanation:
Explanation
(https://docs.aws.amazon.com/controltower/latest/userguide/strongly-recommended-guardrails.html)

NEW QUESTION # 516 
A startup company recently migrated a large ecommerce website to AWS The website has experienced a 70% increase in sales.
Software engineers are using a private GitHub repository to manage code. The develops team is using Jenkins for builds and unit
testing.
The engineers need to receive notifications for bad builds and zero downtime during deployments.
The engineers also need to ensure any changes to production are seamless for users and can be rolled back in the event of a major
issue.
The software engineers have decided to use AWS CodePipeline to manage their build and deployment process.
Which solution will meet these requirements?

A. Use GitHub websockets to trigger the CodePipeline pipeline.



Use AWS X-Ray for unit testing and static code analysis.
Send alerts to an Amazon SNS topic for any bad builds.
Deploy in a blue/green deployment using AWS CodeDeploy
B. Use GitHub websockets to trigger the CodePipeline pipeline.
Use AWS X-Ray for unit testing and static code analysis.
Deploy in an in-place, all-at-once deployment configuration using AWS CodeDeploy
C. Use GitHub webhooks to trigger the CodePipeline pipeline.
Use the Jenkins plugin for AWS Code
Build to conduct unit testing. Deploy in a blue/green deployment using AWS CodeDeploy.
D. Use GitHub websockets to trigger the CodePipeline pipeline.
Use the Jenkins plugin for AWS Code
Build to conduct unit testing. Send alerts to an Amazon SNS topic for any bad builds.
Deploy in an in-place all-at-once deployment configuration using AWS CodeDeploy.

Answer: C

Explanation:
Use GitHub webhooks to trigger the CodePipeline pipeline. Use the Jenkins plugin for AWS CodeBuild to conduct unit testing.
Send alerts to an Amazon SNS topic for any bad builds.
Deploy in a blue/green deployment using AWS CodeDeploy.

NEW QUESTION # 517 
A financial services company in North America plans to release a new online web application to its customers on AWS . The
company will launch the application in the us-east-1 Region on Amazon EC2 instances. The application must be highly available and
must dynamically scale to meet user traffic. The company also wants to implement a disaster recovery environment for the
application in the us-west-1 Region by using active-passive failover.
Which solution will meet these requirements?

A. Create a VPC in us-east-1 and a VPC in us-west-1. In the us-east-1 VPC. create an Application Load Balancer (ALB)
that extends across multiple Availability Zones in that VPC. Create an Auto Scaling group that deploys the EC2 instances
across the multiple Availability Zones in the us-east-1 VPC Place the Auto Scaling group behind the ALB Set up the same
configuration in the us-west-1 VPC. Create an Amazon Route 53 hosted zone Create separate records for each ALB Enable
health checks to ensure high availability between Regions.
B. Create a VPC in us-east-1 and a VPC in us-west-1 Configure VPC peering In the us-east-1 VPC. create an Application
Load Balancer (ALB) that extends across multiple Availability Zones in Create an Auto Scaling group that deploys the EC2
instances across the multiple Availability Zones in both VPCs Place the Auto Scaling group behind the ALB Create an
Amazon Route 53 host.. Create a record for the ALB.
C. Create a VPC in us-east-1 and a VPC in us-west-1 In the us-east-1 VPC. create an Application Load Balancer (ALB)
that extends across multiple Availability Zones in that VPC Create an Auto Scaling group that deploys the EC2 instances
across the multiple Availability Zones in the us-east-1 VPC Place the Auto Scaling group behind the ALB Set up the same
configuration in the us-west-1 VPC Create an Amazon Route 53 hosted zone. Create separate records for each ALB Enable
health checks and configure a failover routing policy for each record.
D. Create a VPC in us-east-1 and a VPC in us-west-1 Configure VPC peering In the us-east-1 VPC. create an Application
Load Balancer (ALB) that extends across multiple Availability Zones in both VPCs Create an Auto Scaling group that
deploys the EC2 instances across the multiple Availability Zones in both VPCs Place the Auto Scaling group behind the ALB.

Answer: C

Explanation:
This solution meets the requirement of high availability and dynamic scaling by creating an Application Load Balancer (ALB) that
spans multiple availability zones in both us-east-1 and us-west-1 regions. This ensures that traffic is distributed across multiple
instances in different availability zones, providing redundancy in case of an instance failure. The Auto Scaling group ensures that
additional instances are added or removed based on user traffic. The disaster recovery environment is achieved by creating an
active-passive failover setup with Amazon Route 53. You can create separate records for each ALB and enable health checks to
ensure high availability between regions. You can also configure a failover routing policy for each record, so that traffic is
automatically routed to the secondary region in case of a failure in the primary region.
Reference:
https://aws.amazon.com/route53/
https://aws.amazon.com/route53/health-checks/
https://aws.amazon.com/route53/routing-policy/



https://aws.amazon.com/elasticloadbalancing/
https://aws.amazon.com/autoscaling/

NEW QUESTION # 518 
A finance company is storing financial records in an Amazon S3 bucket. The company persists a record for every financial
transaction. According to regulatory requirements, the records cannot be modified for at least 1 year after they are written. The
records are read on a regular basis and must be immediately accessible.
Which solution will meet these requirements?

A. Create an S3 Lifecycle rule to immediately transfer new objects to the S3 Glacier storage tier Create an S3 Glacier Vault
Lock policy that has a retention period of 1 year.
B. Create an S3 bucket policy with a Deny action for PutObject operations with a condition where the s3:x-amz-object-
retention header is not equal to 1 year.
C. Create an S3 Lifecycle rule to immediately transfer new objects to the S3 Intelligent-Tiering storage tier. Set a retention
period of 1 year.
D. Create a new S3 bucket. Turn on S3 Object Lock, set a default retention period of 1 year, and set the retention mode to
compliance mode. Store all records in the new S3 bucket.

Answer: D

NEW QUESTION # 519
......
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