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Z| &l Isaca Certification AAISM F 2 MEZE2X| (Q133-Q138):

HAE #133
An organization implementing a large language model (LLM) application notices significant and unexpected cost increases due to
excessive computational resource usage. Which vulnerability is MOST likely in need of mitigation?

A. Excessive agency

B. System prompt leakage

C. Unbounded consumption

D. Sensitive information disclosure

HE: C

MY

AAISM highlights unbounded consumption (token/payment exhaustion, unmetered tool calls, prompt bombs) as a key LLM risk
affecting cost and availability. Controls include request quotas, max tokens, rate- limits, budget guards, circuit breakers, and cost-
aware routing. Excessive agency (A) relates to unsupervised actions; sensitive disclosure (B) and prompt leakage (C) are
confidentiality risks, not primary drivers of runaway compute spend.

References: Al Security Management (AAISM) Body of Knowledge - LLM Risk Taxonomy (Abuse & Cost Risks); Guardrails:
Rate-Limiting, Quotas, and Budget Controls; Resilience and Cost-Containment Patterns.

HE #134
Which of the following BEST describes the role of model cards in Al solutions?

A. They provide a standardized way to document the training data and Al model use cases

B. They help developers create synthetic data and train Al models

C. They are primarily used to visualize the performance of Al models

D. They are used to automatically fine-tune Al models by adjusting hyperparameters based on user feedback

3

m

: A

MH.

AAISM positions model cards as standardized documentation artifacts that record intended use and out-of- scope use,
training/evaluation data characteristics, performance metrics across groups, limitations/risks, and governance controls/owners. Their
purpose is transparency and assurance, not automated tuning or synthetic data generation. Visualization (A) may appear within a
card, but the core role is structured documentation for governance, risk, and compliance.

References: Al Security Management™ (AAISM) Body of Knowledge - Documentation & Transparency Artifacts; Model Cards
for Governance, Risk, and Assurance; Intended Use, Limitations, and Performance Disclosure.

EEZ #135
Which of'the following reviews MUST be conducted as part of an Al impact assessment?

A. Security control self-assessment (CSA)

B. Testing, evaluation, validation, and verification

C. Identification of environmental and societal consequences
D. Evaluation of model reproducibility

He: C

=R

The AAISM material frames an Al impact assessment as broader than a technical model review. It emphasizes that governance of
Al includes assessing societal, environmental, and human-rights impacts in addition to organizational risk. The official guidance notes
that high-level impact assessments must explicitly consider "potential consequences for individuals, commumnities, and the
environment" as part of responsible Al governance. Activities such as testing/validation (A) and reproducibility (B) are critical in the
development lifecycle but are not, by thenselves, sufficient to constitute an impact assessment. A CSA (C) is focused on security
controls, which is narrower than overall impact. The mandatory element that differentiates an Al impact assessment is the assessment
of environmental and societal consequences, making option D the correct answer in alignment with governance expectations.
References: Al Security Management™ (AAISM) Study Guide - Al Governance and Impact Assessments; Responsible and
Trustworthy Al Section.



HEE #136
A financial organization relies on Al-based identity verification and fraud detection services. Which of the following BEST integrates
Al security risk into the business continuity plan (BCP)?

A. Duplicating Al microservices across multiple availability zones

B. Using explainable Al to document decision paths

C. Periodic retraining using pre-labeled data

D. Including Al model supporting infrastructure in disaster recovery scenarios

HE: D

MY

AAISM stresses that Al systems and their supporting infrastructure must be explicitly included in disaster recovery and continuity
planning, since disruptions to models, feature stores, or pipelines can halt critical business finctions.

Explainability (A) and retraining (B) are operational improvements, not continuity mechanisis. Multi-zone redundancy (D) improves
availability but does not represent complete BCP integration.

References: AAISM Study Guide - Al Business Continuity and Resilience Requirements.

HE #137
Which of'the following is a key risk indicator (KRI) for an Al systemused for threat detection?

A. Number of layers in the neural network

B. Training time of the model

C. Number of system overrides by cyber analysts
D. Number of training epochs

e, C

MH.

AAISM materials emphasize that in operational Al systens, key risk indicators (KRIs) must reflect risks to performance and
reliability rather than technical design factors alone. In the case of threat detection, the most relevant KRI is the frequency of system
overrides by human analysts, as this indicates a lack of trust, frequent false positives, or poor detection accuracy. Training epochs,
model depth, and training time are technical metrics but do not directly measure operational risk. Analyst overrides represent a
practical measure of system effectiveness and risk.

References:

AAISM Study Guide - Al Risk Management (Operational KRIs for Al Systems) ISACA Al Security Management - Monitoring Al
Effectiveness
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