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[ (Q42-Q47):

HA #42
In the context of the SSH (Secure Shell) public-private key authentication mechanism, which key is uploaded to the server and
which key is used by the end-user for authentication?

e A. The private key is uploaded to the server and the public key is used by the end user for authentication.
e B. The public key is uploaded to the server and the private key is used by the end user for authentication.

IEf#: B

A -

SSH (Secure Shell), per RFC 4251, uses asymmetric cryptography (e.g., RSA, ECDSA) for secure authentication:
Key Pair:

Public Key: Freely shareable, used to encrypt or verify.
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Private Key: Secret, used to decrypt or sign.

Process:

User generates a key pair (e.g, ssh-keygen -t rsa -b 4096).

Public Key is uploaded to the server, appended to ~/.sslvauthorized keys (e.g., via ssh-copy-id).

Private Key (e.g., ~/.ssh/id_rsa) stays on the user's machine.

Authentication: Client signs a challenge with the private key; server verifies it with the public key.

Technical Details:

Protocol: SSH-2 (RFC 4253) uses a Diffie-Hellman key exchange, then public-key auth.

Files: authorized keys (server, 0644 perns), private key (client, 0600 perms).

Security: Private key exposure compromises all systems trusting the public key.

Security Implications: CNSP likely stresses key management (e.g., passphrases, rotation) and server-side authorized keys
hardening (e.g., PermitRootLogin no).

Why other options are incorrect:

B: Uploading the private key reverses the model, breaking security-anyone with the server's copy could authenticate as the user.
Asymmetric crypto relies on the private key remaining secret.

Real-World Context: GitHub uses SSH public keys for repository access, with private keys on user devices.

H #43
‘Which command will performa DNS zone transfer of the domain "victim com'" from the nameserver at 10.0.0.1?

A. dig @10.0.0.1 victim.com axfr
B. dig @10.0.0.1 victim.com afxr
C. dig@10.0.0.1 victim.com axrft
D. dig @10.0.0.1 victim.com arfxr

EM: A
R

A DNS zone transfer replicates an entire DNS zone (a collection of DNS records for a domain) from a primary nameserver to a
secondary one, typically for redundancy or load balancing. The AXFR (Authoritative Full Zone Transfer) query type, defined in
RFC 1035, facilitates this process. The dig (Domain Information Groper) tool, a staple in Linux/Unix environments, is used to query
DNS servers. The correct syntax is:

dig @<nameserver> <domain> axfr

Here, dig @10.0.0.1 victim.com axft instructs dig to request a zone transfer for "victim.com'' from the nameserver at 10.0.0.1. The
(@ symbol specifies the target server, overriding the system's default resolver.

Technical Details:

The AXFR query is sent over TCP (port 53), not UDP, due to the potentially large size of zone data, which exceeds UDP's typical
512-byte limit (pre-EDNSO0).

Successful execution requires the nameserver to permit zone transfers from the querying IP, often restricted to trusted secondaries
via Access Control Lists (ACLs) for security. If restricted, the server responds with a "REFUSED" error.

Security Implications: Zone transfers expose all DNS records (e.g., A, MX, NS), making them a reconnaissance goldmine for
attackers if misconfigured. CNSP likely emphasizes securing DNS servers against unauthorized AXFR requests, using tools like dig
to test vulnerabilities.

Why other options are incorrect:

A . dig @10.0.0.1 victim.com axrf: "axrfi" is a typographical error. The correct query type is "axfr." Executing this would result in a
syntax error or an unrecognized query type response from dig,

B. dig @10.0.0.1 victim.com afxr: "afkr" is another typo, not a valid DNS query type per RFC 1035. dig would fail to interpret this,
likely outputting an error like "unknown query type." C . dig @10.0.0.1 victim.com arfxr: "arfkr" is also mvalid, a jumbled version of
"axfr." It holds no meaning in DNS protocol standards and would fail similarly.

Real-World Context: Penetration testers use dig ... axfr to identify misconfigured DNS servers. For example, dig
@ns1.example.com example.com axfi- might reveal subdomains or internal IPs if not locked down.

HH #44
‘Which of the following represents a valid Windows Registry key?

e A HKEY LOCAL USER
e B.HKEY LOCAL MACHINE
e C.HKEY ROOT CLASSES



e D.HKEY INTERNAL CONFIG
Ef#: B

R -

The Windows Registry is a hierarchical database storing system and application settings, organized into predefined root keys (hives).
Only specific names are valid as top-level keys.

Why A is correct: HKEY LOCAL MACHINE (HKLM) is a standard root key containing hardware and system-wide
configuration data. CNSP references it for security settings analysis (e.g., auditing policies).

Why other options are incorrect:

B: HKEY INTERNAL CONFIG is not a valid key; no such hive exists.

C:HKEY ROOT CLASSES is a misspelling; the correct key is HKEY CLASSES ROOT (HKCR).

D: HKEY LOCAL USER is incorrect; the valid key is HKEY CURRENT USER (HKCU).

HM #45
What is the response froma closed TCP port which is not behind a firewall?

¢ A. ASYN and an ACK packet

¢ B. AFIN and an ACK packet

e C. ICMP message showing Port Unreachable
e D. ARST and an ACK packet

Ef: D

R :

TCP uses a structured handshake, and its response to a connection attempt on a closed port follows a specific protocol when
unobstructed by a firewall.

Why C is correct: A closed TCP port responds with a RST (Reset) and ACK (Acknowledgment) packet to terminate the
comnection attempt immediately. CNSP highlights this as a key scanning indicator.

Why other options are incorrect:

A:ICMP Port Unreachable is for UDP, not TCP.

B: FIN/ACK s for closing active connections, not rejecting new ones.

D: SYN/ACK indicates an open port during the TCP handshake.

B #46
What is the response froma closed TCP port which is behind a firewall?

A. RST and an ACK packet

B. ASYN and an ACK packet
C. No response

D. AFIN and an ACK packet

EfE: C

B #47
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