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=8 #1316
‘Which of the following is an operating system security architecture that provides flexible support for security policies?

A. OSKit
B. LOMAC
C. Flask

D. SE Linux

E&R:. C

it B B -

Flask is an operating system security architecture that provides flexible support for security policies. The architecture was prototyped
in the Fluke research operating system. Several of the Flask interfaces and components were then ported from the Fluke prototype
to the OSKit. The Flask architecture is now being implemented in the Linux operating system (Security-Enhanced Linux) to transfer
the technology to a larger developer and user community.

IR #1317
What does a Synchronous (SYN) flood attack do?

A. Enmpties the queue of pending Transmission Control Protocol /Internet Protocol (TCP/IP) requests
B. Exceeds the limits for new Transmission Control Protocol /Internet Protocol (TCP/IP) connections
C. Establishes many new Transmission Control Protocol / Internet Protocol (TCP/IP) connections

D. Forces Transmission Control Protocol /Internet Protocol (TCP/IP) connections into a reset state

ZR: C

fE AR -
Section: Communication and Network Security

8 #1318
Which of the following is NOT a part of a risk analysis?

A. Identify risks

B. Provide an economic balance between the impact of the risk and the cost of the associated countermeasure
C. Quantify the impact of potential threats

D. Choose the best countermeasure

ZE: D

fERE LB«

Explanation/Reference:

Explanation:

Risk assessment is a method of identifying vulnerabilities and threats and assessing the possible impacts to determine where to
implement security controls. A risk assessment is carried out, and the results are analyzed. Risk analysis is used to ensure that
security is cost-effective, relevant, timely, and responsive to threats. Security can be quite complex, even for well-versed security
professionals, and it is easy to apply too much security, not enough security, or the wrong security controls, and to spend too much
money in the process without attaining the necessary objectives. Risk analysis helps companies prioritize their risks and shows
management the amount of resources that should be applied to protecting against those risks i a sensible manner.

A risk analysis has four main goals:

Identify assets and their value to the organization.

Identify vulnerabilities and threats.
Quantify the probability and business impact of these potential threats.
Provide an economic balance between the impact of the threat and the cost of the countermeasure.

Choosing the best countermeasure is not part of risk analysis. Choosing the best countermeasure would be part of risk mitigation.
Incorrect Answers:
A: Identifying risks is part of risk analysis.



B: Quantifying the impact of potential threats is part of risk analysis.

C: Providing an economic balance between the impact of the risk and the cost of the associated countermeasure is part of risk
analysis.

References:

Harris, Shon, All In One CISSP Exam Guide, 6th Edition, McGraw-Hill, New York, 2013, p. 74

=8 #1319
The following is not true:

A. Human guard is an inefficient and sometimes ineffective method of protecting resources.

B. There has never been of problem of lost keys.

C. The addition of a PIN keypad to the card reader was a solution to unreported card or lost card problem
D. Since the early days of mankind humans have struggled with the problens of protecting assets.

EX: B

R B B -

This is absolutely false, this problem can be seen almost anywhere. There have always been trouble with the lost of keys. Some of
those looses are more important than others, its not the same to lost the key of the company safe box, that lost the key of you locker
with that contains your shoes.

This is obviously an incorrect staterment, answer C is the one in here.

"Unfortunately, using security guards is not a perfect solution. There are numerous disadvantages to deploying, maintaining, and
relying upon security guards. Not all environments and facilities support security guards. This may be due actual human
incompatibility with the layout, design, location, and construction of the facility. Not all security guards are thermselves reliable.
Prescreening, bonding, and training does not guarantee that you won't end up with an ineffective and unreliable security guard.” Pg
646

Tittel: CISSP Guide.

iR #1320
In non-discretionary access control using Role Based Access Control (RBAC), a central authority determines what subjects can
have access to certain objects based on the organizational security policy. The access controls may be based on:

¢ A. The group-dynamics as they relate to the master-slave role in the organization
¢ B. The individual's role in the organization

e C. The group-dynamics as they relate to the individual's role in the organization
e D. The societies role in the organization

E%: B

fRRERR A

In Non-Discretionary Access Control, when Role Based Access Control is being used, a central authority determines what subjects
can have access to certain objects based on the organizational security policy. The access controls may be based on the individual's
role in the organization.

Reference(S) used for this question: KRUTZ, Ronald L. & VINES, Russel D., The CISSP Prep Guide: Mastering the Ten Domains
of Computer Security, 2001, John Wiley & Sons, Page 33
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