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Refer to the exhibit.
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FortiManager .Iog

Executing time

Starting log (Run on device)

Local-FortiGate $ config user local
Local-FortiGate (local) § edit student
Local-FortiGate (student) § set type ldap
Local-FortiGate (student) § set status enable
Local-FortiGate (student) $ next
Attribute ‘Idap-server’ MUST be set
Command fail. Return code 1
Local-FortiGate (local) § end
Local-FortiGate $ config firewall poligy'
Local-FortiGate (policy) $ edit 2
Local-FortiGate (2) $ set srgintFport3
Local-FortiGate (2] $ sgtdstntf port1
Local-FortiGateg 2@ ™rcaddr all
Local-FortiGarcelif § set dstaddr all
Local-ForeiC3i® (2) $ set action accept

- ERTHAE T § st schedule always
tochi-FortiGate (2) $ set service ALL
Loeal-FortiGate (2) § set users student
entry not found in datasource

value parse error before 'student
Command fail. Return code -3
Local-FortiGate (2} § set nat enable
Local-FortiGate (2} $ next
Local-FortiGate (policy) $ end
Local-FortiGate $

What can you conclude from the failed installation log shown in the exhibit?

A. Policy ID 2 is installed in the disabled state.

B. Policy ID 2 is installed without the remote user student.
C. Policy ID 2 is installed without a source address.

D. Policy ID 2 will not be installed.

Answer: B

Explanation:

From the log provided in the exhibit, several conclusions can be drawn regarding the installation of Policy ID
2:
* The installation process fails when attempting to set theLDAP user "student". The log shows:

* "Attribute 'ldap-server' MUST be set.": This error indicates that when setting up the LDAP user configuration, a mandatory field
(Idap-server) is missing. As a result, the configuration could not be completed for the user.



* "entry not found in datasource"and"value parse error before 'student’": These errors confirm that the user "student” could not be
properly added due to a configuration issue (such as the missing LDAP server).

Because of these errors, while other configuration elements (such as source and destination interfaces, actions, and services) are
properly set, the user configuration for''student"isnot applied.

Evaluation of the answer options:

* A. Policy ID 2 is installed in the disabled state.

* This isfalse. There is no indication in the log that Policy ID 2 is disabled.

* B. Policy ID 2 is installed without the remote user student.

* This istrue. Due to the failure in setting the''student"user (as indicated by the errors), the policy will be installedwithoutthat user
being properly configured.

* C. Policy ID 2 will not be installed.

* This isfalse. The policy is installed, but the user configuration failed. The rest of the policy configuration appears to have proceeded
without critical errors that would prevent the installation.

* D. Policy ID 2 is installed without a source address.

* This isfalse. The log shows that the source address is properly set to "all" (set srcaddr all), so this is not the cause of the issue.
From the log exhibit, we see errors related to the "ldap-server" attribute not being set and an error with the entry "student” not being
found in the datasource. This indicates that Policy ID 2 will not be installed due to missing or incorrect data required for successful
installation. The "Command fail. Return code -3" confirms the installation failure, so the correct answer is C.

Options A, B, and D are incorrect because:

* A suggests the policy is installed in a disabled state, which isn't supported by the log.

* B and D suggest partial installation, but the error messages indicate a complete failure to install Policy ID 2.

FortiManager References:

* Refer to FortiManager 7.4 Troubleshooting Guide: Common Errors and Log Interpretation.

NEW QUESTION # 11
Refer to the exhibit.

FortiManager CLI output F - H T I n E T

FortiManager # execute top
top - 13:08:23 up 1 day, 1:01, 0 users, load average: 2.40, 3.19, 3.34

Tasks: 188 total, 2 running, 186 sleeping, 0 stopped, 0 zombie

$Cpu(s): 15.4 us, 1.7 sy, 0.0 ni, 7€.9 id, 0.0 wa, 0.0 hi, 0.0 381, 0.0 st

MiB Mem : 7955.5 total, 2235.6 free, 2895.6 used, 2824.,WBuff/cache

MiB Swap: 2048.0 total, 2048.0 free, Q.40 JuBedl,» 7011.0 avail Mem

PID USER PR NI VIRT RES\ $©PU ®MEM TIME+ S COMMAND

1163 root 20 Q il L6 2.1lm 7.1 0.1 0:00.05 R top
1 root 2% Deet©02.2m 14.5m 0.0 1157 0:11.67 S /bin/initXXXXXXXXXX
2 root 20 0 0.0m 0.0m 0.0 0.0 0:00.00 8 [kthreadd]

1462 root 20 0 303.2m 248.0m 0.0 3.1 0:14.72 S fwmsvrd

1463 root 20 0 288.2m 232.3m 0.0 2.9 0:16.47 s fgdlinkd

1465 root 20 0 383.7m 328.0m 0.0 4.1 0:15.26 8 fgdsvr

1467 root 20 0 84.0m 23.6m 0.0 0.3 0:00.06 S /bin/fgdhttpd

1468 root 20 0 63.5m 13.1m 0.0 0.2 0:13.00 8§ fgdupd

1469 root 20 0 63.5m 12.6ém 0.0 D2 0:00.07 8 fmtr svrd

1470 root 20 0 6.3m 3.5m 0.0 0.0 0:00.09 s /bin?webconﬁmled

1471 root 20 0 996.4m 850.6ém O0.0 10.7 0:00.01 S srchd

1475 root 20 0 996.4m 120.6ém 0.0 i 0:00.00 S fclinkd

What percent of the available RAM is being used by the process in charge of downloading the web and email filter databases from
the public FortiGuard servers?

e Al5
e B.3.1
e C.29
e D. 41



Answer: C

Explanation:

In the exhibit, the FortiManager CLI output displays the results of thetopcommand, which shows system processes, CPU usage, and
memory (RAM) usage. We are specifically looking for the process responsible for downloading theweb and email filter
databasesfrom the public FortiGuard servers. This process is typically handled by thefedlinkdprocess.

Key information from the output:

* Thefgdlinkdprocess is listed with aPID of 1463.

* The%MEMcolumn shows that this process is using2.9%of the available RAM.

Evaluation of Options:

* A. 2.9: This iscorrect. Thefgdlinkdprocess, which handles the web and email filter database downloads, is using2.9%0of the
available memory, as indicated in the%oMEMcolumn.

* B. 3.1: This is incorrect. The3.1%memory usage belongs to thefwmsvrdprocess, not the fgdlinkd process.

* C. 1.5: This is incorrect. Thel.5%memory usage belongs to thefclinkdprocess, not the fgdlinkd process.

*D. 4.1: This is incorrect. The4.1%memory usage belongs to thefgdsvrprocess, not the fgdlinkd process.

NEW QUESTION # 12
Which two itens does an FGFM keepalive message include? (Choose two.)

A. FortiGate license mformation

B. FortiGate IPS version

C. FortiGate configuration checksum
D. FortiGate uptime

Answer: B,C

Explanation:
Keepalive messages, including the configuration checksurms, are sent from FortiGate at configured intervals.
The messages also show the intrusion prevention system (IPS) version of the FortiGate device

NEW QUESTION # 13
Refer to the exhibit.

Managed FortiGate devices

B Add Device - % Device Group = & Install Wizard

IF Search.. Q

& Managed FortiGate (4)
& 4 ISFW (3)

& root
& Student

& Trainer

4 Local-FortiGate
& Managed FortiAnalyzer (1) [ Edit | | ete | )

4+ FAZVM&64-KVM
Device Name =

amn v 55 Training
==RTINET

+ ISFW

0000

& root [NAT] (Management)



0 & Student [NAT]
& Trainer [NAT]

O

O 4 Local-FortiGate?

FortiManager policy package

IF Search.. Q LE’j gdit B Delets
@ Local-FortiGate_root [0  Installation Target =
@ Remote-FortiGatg [0 * Local-FortiGate
© @ Shared_Package O =*5rw
Fi I Header Poli
g By 0 G root [NAT] (Management)
Firewall Poli
2 0O S Trainer [NAT)
0O & Student [NAT]
@ default B

FortiManager policy package

IF  Search.. Q 4 Create New ~ . B Egit ~ | ' i ' -1 @ Policy l.-“,ﬁ-u:-. _. @ Cc
£ @ Local-FortiGate_root 0| » MName Install On From To
£ 2 Remote-FortiGate @ I5FW (root)
1 Ping_Access ort3 1
£ @ Shared_Package . 8- B |SFW (Student) Se Qport
. . @ Local-FortiGate (root)
Firewall Header Policy Web % 1
O 2 @ ISFW (Student) Sport Cpont
Installation Targets 0 3 Source_Device @ Installation Targets B port3 B portl
$ default [0 B Implicit (4/4 Total:1)
0O 4 Implicit Deny ® Installation Targets any any

Given the configuration shown in the exhibit, which two conclusions can you draw from the installation targets in the Install On
column? (Choose two.)

e A. Policy seq.S will be nstalled on all managed devices and VDOM s that are listed under Installation Targets

e B. Policy seq.# 2 will not be installed on the Local-FortiGate root VDOM because there is no root VDOM in the Installation
Target

e C. Policy seq.# 1 will be installed on the ISFW device root{ NAT] and Student{NAT] VDOMs only.

e D. Policy seq.# 3 will be skipped because no installation targets are specified.

Answer: A,C

Explanation:

* Option A: Policy seq.S will be installed on all managed devices and VDOMs that are listed under Installation Targets. This is
correct. The "Install On" column indicates that the policy is targeted for installation on all listed managed devices and VDOMSs under
Installation Targets.

* Option D: Policy seq.# 1 will be installed on the ISFW device root{NAT] and StudentfNAT] VDOMs only. This is correct. Policy
sequence #1 specifies that it will be installed only on the ISFW device and the VDOMS 'root[NAT]' and 'Student{ NAT]' as



indicated by the "Install On" column.

Explanation of Incorrect Options:

* Option B: Policy seq.# 3 will be skipped because no installation targets are specifiedis incorrect because it is clearly listed under
"Installation Targets," which means it will be installed according to the specified configuration.

* Option C: Policy seq.# 2 will not be installed on the Local-FortiGate root VDOM because there is no root VDOM in the
Installation Targetis incorrect as the exhibit does not show any specific exclusion for seq.# 2 on the Local-FortiGate root VDOM.
FortiManager References:

* Refer to the FortiManager Administration Guide sections on "Policy Packages" and "Policy Installation Targets" for more details.

NEW QUESTION # 14
Refer to the exhibit.

FortiManager log

Executing time

End of Log:

What can you conclude from the failed installation log shown in the exhibit?

A. Policy ID 2 is installed in the disabled state.

B. Policy ID 2 is installed without the remote user student.
C. Policy ID 2 is installed without a source address.

D. Policy ID 2 will not be installed.

Answer: B

Explanation:

From the log provided in the exhibit, several conclusions can be drawn regarding the installation of Policy ID
2:
* The installation process fails when attempting to set theLDAP user "student”. The log shows:

* "Attribute 'ldap-server' MUST be set.": This error indicates that when setting up the LDAP user configuration, a mandatory field
(Idap-server) is missing. As a result, the configuration could not be completed for the user.

* "entry not found in datasource'and"value parse error before 'student': These errors confirm that the user "student” could not be
properly added due to a configuration issue (such as the missing LDAP server).

Because of'these errors, while other configuration elements (such as source and destination interfaces, actions, and services) are
properly set, the user configuration for''student"isnot applied.

Evaluation of the answer options:

* A. Policy ID 2 is installed in the disabled state.

* This isfalse. There is no indication in the log that Policy ID 2 is disabled.

* B. Policy ID 2 is installed without the remote user student.

* This istrue. Due to the failure in setting the''student"user (as indicated by the errors), the policy will be installedwithoutthat user



being properly configured.

* C. Policy ID 2 will not be installed.

* This isfalse. The policy is installed, but the user configuration failed. The rest of the policy configuration appears to have proceeded
without critical errors that would prevent the installation.

* D. Policy ID 2 is installed without a source address.

* This isfalse. The log shows that the source address is properly set to "all" (set srcaddr all), so this is not the cause of the issue.
From the log exhibit, we see errors related to the "ldap-server" attribute not being set and an error with the entry "student” not being
found in the datasource. This indicates that Policy ID 2 will not be installed due to missing or incorrect data required for successful
installation. The "Command fail. Return code -3" confirms the installation failure, so the correct answer is C.

Options A, B, and D are incorrect because:

* A suggests the policy is installed in a disabled state, which isn't supported by the log.

* B and D suggest partial installation, but the error messages indicate a complete failure to install Policy ID 2.

FortiManager References:

* Refer to FortiManager 7.4 Troubleshooting Guide: Common Errors and Log Interpretation.
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