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Microsoft MD-102 시험요강:

주제 소개

주제 1
Prepare infrastructure for devices: This topic focuses on adding devices to Microsoft Entra ID and enrolling
devices to Microsoft Intune.

주제 2
Manage and maintain devices: This section deals with managing, troubleshooting, and safeguarding various
devices. It also covers methods to ensure that they meet organizational policies and security standards.

주제 3
Manage applications: This section covers skills to manage application implementation, manage updates,
and manage performance to support the performance of users to meet the needs of business organizations.

주제 4
Protect devices: In this topic, aspiring administrators get knowledge about configuration of endpoint
security and management of device updates by using Intune.
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Hotspot Question
You have a Microsoft 365 tenant that uses Microsoft Intune and contains the devices shown in the following table.

In Endpoint security, you need to configure a disk encryption policy for each device.
Which encryption type should you use for each device, and which role-based access control (RBAC) role in Intune should you use
to manage the encryption keys? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

정답：

설명：



Explanation:
https://learn.microsoft.com/en-us/mem/intune/protect/encrypt-devices-filevault

질문  # 303 
You have a Microsoft 365 subscription and use Microsoft Intune.
You have the Endpoint Privilege Management (EPM) elevation settings policy shown in the following exhibit.



No EPM elevation rules policies are configured.
Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the
graphic.
NOTE: Each correct selection is worth one point.

정답：

설명：

Explanation:

질문  # 304 
Your network contains an on-premises Active Directory domain named contoso.com that syncs to Azure AD.
A user named User! uses the domain-joined devices shown in the following table.

In the Microsoft Entra admin center, you assign a Windows 11 Enterprise E5 license to User1.
You need to identify what will occur when User1 next signs in to the devices.
What should you identify for each device? To answer, select the appropriate options in the answer area.



NOTE: Each correct selection is worth one point.

정답：

설명：

Explanation:

Device 1:
* Will activate as Windows 11 Enterprise. According to Deploy Windows Enterprise licenses, Windows
11 Enterprise E5 license is a subscription license that can be assigned to users who have a supported and licensed version of
Windows 10 Pro or Windows 11 Pro. Device 1 has Windows 11 Pro, so it meets the requirement. When User1 signs in to Device
1 with their Azure AD account, the device will automatically activate as Windows 11 Enterprise without changing the edition.
* Will not activate as Windows 11 Enterprise. According to Deploy Windows Enterprise licenses, Windows 11 Enterprise E5
license is a subscription license that can be assigned to users who have a supported and licensed version of Windows 10 Pro or
Windows 11 Pro. Device 2 has Windows 10 Home, so it does not meet the requirement. When User1 signs in to Device 2 with
their Azure AD account, the device will not activate as Windows 11 Enterprise by subscription.

질문  # 305 
You have 100 computers that run Windows 10. You have no servers. All the computers are joined to Microsoft Azure Active
Directory (Azure AD).
The computers have different update settings, and some computers are configured for manual updates.
You need to configure Windows Update. The solution must meet the following requirements:
The configuration must be managed from a central location.
Internet traffic must be minimized.
Costs must be minimized.
How should you configure Windows Update? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.



정답：

설명：

Explanation
Box 1: Windows Server Update Services (WSUS)
Windows Server Update Services (WSUS) enables information technology administrators to deploy the latest Microsoft product
updates. You can use WSUS to fully manage the distribution of updates that are released through Microsoft Update to computers
on your network.
Windows Server Update Services is a built-in server role that includes the following enhancements:
Can be added and removed by using the Server Manager
Includes Windows PowerShell cmdlets to manage the most important administrative tasks in WSUS Etc.
Box 2: A Group Policy object
In an Active Directory environment, you can use Group Policy to define how computers and users can interact with Windows
Update to obtain automatic updates from Windows Server Update Services (WSUS).
Box 3: BranchCache
BranchCache is a bandwidth-optimization feature that has been available since the Windows Server 2008 R2 and Windows 7
operating systems. Each client has a cache and acts as an alternate source for content that devices on its own network request.
Windows Server Update Services (WSUS) and Microsoft Endpoint Manager can use BranchCache to optimize network bandwidth
during update deployment, and it's easy to configure for either of them. BranchCache has two operating modes: Distributed Cache
mode and Hosted Cache mode.
Reference: https://docs.microsoft.com/en-us/windows/deployment/update/waas-branchcache
https://docs.microsoft.com/en-us/windows-server/administration/windows-server-update-services/deploy/4-confi



질문  # 306 
You have a Microsoft 365 subscription that includes Microsoft Intune.
You have computers that run Windows 11 as shown in the following table.

You have the groups shown in the following table.

You create and assign the compliance policies shown in the following table.

The next day, you review the compliance status of the computers.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

정답：

설명：

Explanation

질문  # 307
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