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=H A1

¢ Prepare infrastructure for devices: This topic focuses on adding devices to Microsoft Entra ID and enrolling
FH1 devices to Microsoft Intune.

¢ Manage and maintain devices: This section deals with managing, troubleshooting, and safeguarding various
FH 2 devices. It also covers methods to ensure that they meet organizational policies and security standards.

e Manage applications: This section covers skills to manage application implementation, manage updates,
F=A 3 and manage performance to support the performance of users to meet the needs of business organizations.

¢ Protect devices: In this topic, aspiring administrators get knowledge about configuration of endpoint
=M 4 security and management of device updates by using Intune.

Z| &l Microsoft 365 Certified MD-102 F2MEZE A (Q302-Q307):
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Hotspot Question
You have a Microsoft 365 tenant that uses Microsoft Intune and contains the devices shown in the following table.

- “Name Platiorm
Device1 Windows 10

Device? macQOS

In Endpoint security, you need to configure a disk encryption policy for each device.

‘Which encryption type should you use for each device, and which role-based access control (RBAC) role in Intune should you use
to manage the encryption keys? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area Vicrosorlt

Device1: v
FileVault

Cryptsetup

Encrypting File System (EFS)
BitLocker Drive Encryption (BitLocker)

v

FileVault

Cryplsefup

Encrypting File System (EFS)
BitLocker Drive Encryption (BitLocker)

RBAC role: v

Help Desk QOperator
Application Manager
Intune Role Administrator
Policy and Profile Manager




Answer Area

Device1: v

FileVault

Cryptsetup

Encrypting File System (EFS).
BitLocker Drive Encryption (BitLocker)

\Devies2o ft " v

FileVauit
Cryptsetup
Encrypting File System (EFS)

BitLocker Drive Encryption (BitLocker)

RBAC role: v

Help Desk Operator
Application Manager
Intune Role Administrator
Policy and Profile Manager

Explanation:
httpsz/learn.microsoft.com/en-us/menvintune/protect/encrypt-devices-filevault

EE #303
You have a Microsoft 365 subscription and use Microsoft Intune.
You have the Endpoint Privilege Management (EPM) elevation settings policy shown in the following exhibit.

@ Basicc @ Configuration settings waon WV CRO SO

~ Privilege Management Elevation Client Settings

Elevation settings establish the default behaviors for the endpoint'elévation client.
Endpoint Privilege Management Q Enabléed

Default elevation response ‘ Notconfigured %

Send elevation data for reporting ‘ Yes v |



No EPM elevation rules policies are configured.
Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the

graphic.
NOTE: Each correct selection is worth one point.

o
%
Software installations will [answer choice]. _Le&"user confirmation.
,irb"e denied.
| fequire support approval.

require user confirmation

iagnostic data :

All diagnostic data and elevations
No diagnostic data or elevations

| FYF

| |

Software installations will 'werMCLc t;.Q.SEQﬁtmﬁrr'n.ati::H"._ v
be denied.
_[re uire support approval.

pegliré user confirmation

[Answer choice] will be reparted} Only diaqnostic data _ bt
All diagnostic data and elevations

Explanation:

Software installations will [answer choiceP require user gonfirmation. o

[Answer choice] will be reported: :-O-I'l'hf-diagnastic data

=™ Microsoft

EAE #304
Your network contains an on-premises Active Directory domain named contoso.com that syncs to Azure AD.
A user named User! uses the domain-joined devices shown in the following table.

Name | Operating system
Devicel Wirkdows 10 Pro
Dwice%:_sm Windows 11 Pro
In the Microsoft Entra admin center, you assign a Windows 11 Enterprise E5 license to Userl.

You need to identify what will occur when User] next signs in to the devices.
‘What should you identify for each device? To answer, select the appropriate options in the answer area.




NOTE: Each correct selection is worth one point.
Answer Area

Devicel: Will activate as Windows 11 Enterprise ¥
Will activate as Windows 11 Enterpnse
| Will not upgrade to Windews 11 Enterprise
Will'gesfor a clean‘installation of Windows 11 Enterprise
| Wil perfom &n in-place upgrade to Windows 11 Enterprise

Device?: lWaII not upgrade to Windows 11 Enterprise v

| Will activate as Windows 11 Enterprise
L ]
IVI I C ro S Of-t Will not upgrade to Windows 11 Enterpnise
| Will perform a clean installation of Windows 11 Enterprise

lWIll perform an in-place upgrade to Windows 11 Enterprise

.
HE:
Ml Microsoft
Devicel: _Will activate®ds Windows 11 Enterprise ¥
Will activate as'Windows 11 Enteronse
IW:II not upgrade to Windows 11 Enterpnse
Will perform a clean installation of Windows 11 Enterprise
Will perform an in-place upgrade to Windows 11 Enterprise
Devicé2: lwul not upgrade to Windows 11 Enterprise »
| Will activate as Windows 11 Enterprise
Will not upgrade to Windows 11 Enterprise
| WiTl perform a clean’installation of Windows 11 Enterprise
!Wlll perform an in-place upgrade to Windows 11 Enterprise
Explanation:
Answer Area M : .I:
Icrosoft .
Device1: I Will gclivaie agWindaws 11 Bnterprise v |
Devitel:  Will not upgrade to Windows 11 Enterprise .
Device 1:

* Will activate as Windows 11 Enterprise. According to Deploy Windows Enterprise licenses, Windows

11 Enterprise ES license is a subscription license that can be assigned to users who have a supported and licensed version of
Windows 10 Pro or Windows 11 Pro. Device 1 has Windows 11 Pro, so it meets the requirement. When User1 signs in to Device
1 with their Azure AD account, the device will automatically activate as Windows 11 Enterprise without changing the edition.

* Will not activate as Windows 11 Enterprise. According to Deploy Windows Enterprise licenses, Windows 11 Enterprise ES
license is a subscription license that can be assigned to users who have a supported and licensed version of Windows 10 Pro or
Windows 11 Pro. Device 2 has Windows 10 Horre, so it does not meet the requirement. When User1 signs in to Device 2 with
their Azure AD account, the device will not activate as Windows 11 Enterprise by subscription.

EE #305

You have 100 computers that run Windows 10. You have no servers. All the computers are joined to Microsoft Azure Active
Directory (Azre AD).

The computers have different update settings, and some computers are configured for manual updates.

You need to configure Windows Update. The solution must meet the following requirements:

The configuration must be managed from a central location.

Internet traffic must be minimized.

Costs must be minimized.

How should you configure Windows Update? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.




Windows Update technology to use:

Windows Server Update Services (WSUS)
Microsoft Endpaint Configuration Manager
Windows Update for Business

Manage the configuration by using:
A Group Policy object (GPO)

Microsoft Endpoint Configuration Manager
Microsoft Intune

Manage the traffic by using:

Delivery Optimization
BranchCache

ME.

Windows Update technology to use:
IWindows Server Update Services (WSUS) |

Windows Update for Business

Manage the configuration by using:
|A Group Policy object (GPO) |

Microsoft Endpoint Configuration Manager
Microsoft Intune

Manage the traffic by using:
|Delivery Optimization
IBrafichCache |

Bl w———

Explanation

Box 1: Windows Server Update Services (WSUS)

Windows Server Update Services (WSUS) enables information technology administrators to deploy the latest Microsoft product
updates. You canuse WSUS to fully manage the distribution of updates that are released through Microsoft Update to computers
on your network.

Windows Server Update Services is a built-in server role that includes the following enhancements:

Can be added and removed by using the Server Manager

Includes Windows PowerShell cdlets to manage the most important administrative tasks in WSUS Etc.

Box 2: A Group Policy object

In an Active Directory environment, you can use Group Policy to define how computers and users can interact with Windows
Update to obtain automatic updates from Windows Server Update Services (WSUS).

Box 3: BranchCache

BranchCache is a bandwidth-optimization feature that has been available since the Windows Server 2008 R2 and Windows 7
operating systens. Each client has a cache and acts as an alternate source for content that devices on its own network request.
Windows Server Update Services (WSUS) and Microsoft Endpoint Manager can use BranchCache to optimize network bandwidth
during update deployment, and it's easy to configure for either of them BranchCache has two operating modes: Distributed Cache
mode and Hosted Cache mode.

Reference: httpsz//docs.microsoft.com/en-us/windows/deployment/update/waas-branchcache
httpsr//docs.microsoft.conven-us/windows-server/administration/windows-server-update- services/deploy/4-confi



EE #3006

You have a Microsoft 365 subscription that includes Microsoft Intune.
You have computers that run Windows 11 as shown in the following table.

Name Azure AD Intune BitLocker Drive Encryption | Firewall
status \ﬁs " (BitLocker)

Computer1 | Joined Envolled Disabled Enabled

Computer? | Registered | Enrolled abled Enabled

Computer3 | Registered | Not engolied MBHCrOSOTT Disabled

You have the groups shown in the following table.

Name Members
roup 1 Computerd, Conputer2
Gl - | Computer3

You create and assign the compliance policies shown in the following table.

Name

Configuration

Policy1

Require BitLocker to be
enabled on the device.

v
Mark deyigélas nfoncompliant
after %&

Policy2

Require firewall to be
on and monitoring

L )
The next day, you review the compliance status of the computers.

evice as noncompliant
mediately.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Answer Area

HH-
LB

Answer Area

Explanation

Answer Area

AE #307

@ Microsoft

ale

=DIVI|

Statements

*
The compliance statu; “teﬂ is In grace period.
The cowus of Computer2 is Compliant.

gpﬁance status of Computer3 is Not compliant.

\\dl
©

grosoft

The compliance status ofiComputer1 is In grace period.
The compliance status of Computer2 is Compliant.

Thecompliance status of Computer3 is Not compliant.

Statements

The compliance status of Compﬁslfgmcee m
]

jraurei

N T i status of Computer3 is Not compliant.
Micrésufe

uter2 is Compliant.

Yes

Yes

No
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