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Following a ransomware attack, the legal department at a company instructs the I'T admmnistrator to store the data from the affected
virtual machines for a minimum of one year.
‘Which of the following is this an example of?

A. Recoverability

B. Integrity
C. Encryption
D. Retention

Ef#: D

TR

The instruction by the legal department to store data from the affected virtual machines for a minimum of one year is an example of
data Retention. Retention policies are often driven by regulatory compliance requirements and dictate how long certain types of data
nust be kept before they can be securely disposed of. Reference: CompTIA Cloud+ Study Guide (Exam CV0-004) by Todd
Montgomery and Stephen Olson

B #57

A systers administrator is configuring backups on a VM and needs the process to run as quickly as possible, reducing the
bandwidth on the network during all times from Monday through Saturday. In the event of data corruption, the management team
expects the mean time to recovery to be as low as possible. Which of the following backup methods can the administrator use to
accomplish these goals?

A. Incremental backup daily to the cloud

B. Incremental backups during offhours on Monday, Wednesday, and Friday

C. Differential backup daily to the cloud

D. Full backup on Sunday and incremental backups on all other days of the week

Ef#: D

fERL:

To achieve a quick backup process and reduce bandwidth use, the admmnistrator should performa Full backup on Sunday and
incremental backups on all other days of the week. This method ensures that only the changes made since the last full backup are
copied, reducing the amount of data that needs to be transferred each time, and thus the time and bandwidth required. References:
CompTIA Cloud+ Study Guide (Exam CV0-004) by Todd Montgomery and Stephen Olson

H #58
A company's engineering departiment is conducting a month-long test on the scalability of an in-house- developed software that
requires a cluster of 100 or more servers. Which of the following models is the best to use?

A. SaaS
B. laaS

C. PaaS
D. DBaaS

IEf#: B

AR

For testing the scalability of an in-house-developed software that requires a cluster of 100 or more servers, Infrastructure as a
Service (IaaS) is the best model. laaS provides the necessary compute resources and allows the engineering department to configure
the environment as needed for their specific test without the constraints that might be present in PaaS or SaaS offerings. References:
CompTIA Cloud+ Study Guide (Exam CV0-004) - Chapter on Cloud Service Models

HH #59

A systems engineer is migrating a batch of 25 VMs from an on-premises compute cluster to a public cloud using the public cloud's
migration agent. The migration job shows data copies at a rate of 250Mbps. After five servers migrate, the data copies at a rate of
25Mbps. Which of the following should the engineer review first to troubleshoot?



A. The on-premises ISP throttling rate

B. The on-premises VM host hardware utilization

C. The compute utilization of the VMs being migrated

D. The IOPS on the SAN backing the on-premises cluster

IEf%: B

R

The engineer should review the on-premises VM host hardware utilization first. A decrease in transfer rate after a batch of migrations
could suggest that the host hardware resources (like CPU, RAM, or network bandwidth) are becoming saturated, which would
slow down additional migrations. Reference: CompTIA Cloud+ Certification Study Guide (Exam CV0-004) by Scott Wilson and
Eric Vanderburg,

HM #60
A cloud engneer must scan cloud resources for vulnerabilities. Which of the following is the first step the cloud engineer should take?

e A Assess the systens.

¢ B. Define the scope

e C. Research the CVEs

¢ D. Renediate the vulnerabilities

Ef#: B

A -

Defining the scope is the first step in a vulnerability assessment. Before scanning begins, the cloud engineer must determine which
cloud resources, systems, applications, and environments are included in the assessment. Establishing the scope ensures the scan is
properly targeted and that all relevant assets are evaluated.

] #61
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