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EE #380
Your company is concerned that when developers introduce open source libraries, it creates licensing compliance issues.
You need to add an automated process to the build pipeline to detect when common open source libraries are added to the code

base.
‘What should you use?

e A PDM
o B. WhiteSource
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e (. Microsoft Visual SourceSafe
o D. OWASP ZAP

HE: B

Y.

WhiteSource is the leader in continuous open source software security and compliance management. WhiteSource integrates into
your build process, irrespective of your programming languages, build tools, or development environments. It works automatically,
continuously, and silently in the background, checking the security, licensing, and quality of your open source components against
WhiteSource constantly-updated definitive database of open source repositories.

Azrre DevOps integration with WhiteSource Bolt will enable you to:

* Detect and remedy vulnerable open source components.

* Generate comprehensive open source inventory reports per project or build.

* Enforce open source license compliance, including dependencies' licenses.

* Identify outdated open source libraries with recommendations to update.

References:

https//www.azredevopslabs.convlabs/vstsextend/WhiteSource/

EHE #381

You have a build pipeline in Azure Pipelines.

You create a Slack App Integration.

Youneed to send build notifications to a Slack channel named #Development.
‘What should you do first?

A. Create a global notification.

B. Create a project-level notification.
C. Configure a service connection.

D. Create a service hook subscription.

ox
m

: D

EE #382

You are developing a full Microsoft . NET Framework solution that includes unit tests.

You need to configure SonarQube to performa code quality validation of the C# code as part of the build pipelines.

Which four tasks should you perform in sequence? To answer, move the appropriate tasks from the list of tasks to the answer area
and arrange them in the correct order.

He:

MY

Explanation

Step 1: Prepare Analysis Configuration

Prepare Analysis Configuration task, to configure all the required settings before executing the build.

This task is mandatory.

In case of .NET solutions or Java projects, it helps to integrate seamlessly with MSBuild, Maven and Gradle tasks.
Step 2: Visual Studio Build

Reorder the tasks to respect the following order:

Prepare Analysis Configuration task before any MSBuild or Visual Studio Build task.

Step 3: Visual Studio Test

Reorder the tasks to respect the following order:

Run Code Analysis task after the Visual Studio Test task.

Step 4: Run Code Analysis

Run Code Analysis task, to actually execute the analysis of the source code.

This task is not required for Maven or Gradle projects, because scanner will be run as part of the Maven/Gradle build.
Note:

References:
https7/docs.sonarqube.org/display/SC AN/Analyzing+with+SonarQube+Extensiont+for+VSTS-TFS



EAE #383

You need to recommend a procedure to implement the build agent for Project1.

Which three actions should you recommend be performed in sequence? To answer, move the appropriate actions from the list of
actions to the answer area and arrange them in the correct order.

HE-

M.
Explanation
Scenario:

Step 1: Sign in to Azzre Devops by using an account that is assigned the Administrator service connection security role.

Note: Under Agent Phase, click Deploy Service Fabric Application. Click Docker Settings and then click Configure Docker
settings. In Registry Credentials Source, select Azure Resource Manager Service Connection. Then select your Azure subscription.
Step 2: Create a personal access token..

A personal access token or PAT is required so that a machine can join the pool created with the Agent Pools (read, manage) scope.
Step 3: Install and register the Azure Pipelines agent on an Azure virtual machine.

By running a Azure Pipeline agent in the cluster, we make it possible to test any service, regardless of type.

References:

https:/docs.microsoft.com/en-us/azure/service- fabric/service- fabric-tutorial- deploy-container-app-with-cicd-vsts
https:/mohitgoyal.co/2019/01/10/run-azre-devops-private-agents- in-kubernetes-clusters/

HE #384

Youneed to configure a cloud service to store the secrets required by the mobile applications to call the share.
‘What should you include in the solution? To answer, select the appropriate options m the answer ater, NOTE:
Each correct selection is worth one point.

He:

MH.

Explanation

Every request made against a storage service must be authorized, unless the request is for a blob or container resource that has been
made available for public or signed access. One option for authorizing a request is by using Shared Key.

Scenario: The mobile applications must be able to call the share pricing service of the existing retirement fimd management system.
Until the systemis upgraded, the service will only support basic authentication over HTTPS.

The investment planning applications suite will include one multi-tier web application and two 10S mobile application. One mobile
application will be used by employees; the other will be used by customers.

References: https:/docs.microsoft.com/en-us/rest/api/storageservices/authorize-with-shared-key
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