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o VPN: This section of the exam measures the skills of network security engineers and covers the
configuration and deployment of Virtual Private Network (VPN) solutions. Candidates are required to
implement SSL VPN to grant secure remote access to internal resources and configure [Psec VPNs in
either meshed or partially redundant topologies to ensure encrypted communication between distributed
network locations.

Topic 1

¢ Routing: This section of the exam measures the skills of firewall admmnistrators and covers the configuration

of routing features on FortiGate devices. It includes defining and applying static routes for directing traffic
Topic 2 within and outside the network, as well as setting up Software-Defined WAN (SD-WAN) to distribute
and balance traffic loads across multiple WAN connections efficiently.

¢ Content inspection: This section of the exam measures the skills of network security engineers and covers
the setup and management of content inspection features on FortiGate. Candidates must demonstrate an
understanding of encrypted traffic inspection using digital certificates, identify and apply FortiGate
nspection modes, and configure web filtering policies. The ability to implement application control for
monitoring and regulating network application usage, configure antivirus profiles to detect and block
malware, and set up Intrusion Prevention Systens (IPS) to shield the network from threats and
vulnerabilities is also assessed.

Topic 3

¢ Deployment and system configuration: This section of the exam measures the skills of network security
engineers and covers essential tasks for setting up a FortiGate device in a production environment.
Candidates are expected to perform the mitial configuration, establish basic connectivity, and integrate the
Topic 4 device within the Fortinet Security Fabric. They must also be able to configure a FortiGate Cluster
Protocol (FGCP) high availability setup and troubleshoot resource and connectivity issues to ensure system|
readiness and network uptime.

¢ Firewall policies and authentication: This section of the exam measures the skills of firewall admmistrators
and covers the implementation and management of security policies. It involves configuring basic and
advanced firewall rules, applying Source NAT (SNAT) and Destination NAT (DNAT) options, and
enforcing various firewall authentication methods. The section also includes deploying and configuring
Fortinet Single Sign-On (FSSO) to streamline user access across the network.

Topic 5

Fortinet FCP - FortiGate 7.6 Administrator Sample Questions (Q19-Q24):

NEW QUESTION # 19

Refer to the exhibit.
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Review the intrusion prevention system (IPS) profile signature settings shown in the exhibit.
What do you conclude when adding the FTP.Login.Failed signature to the IPS sensor profile?

e A. The signature setting uses a custom rating threshold.
e B. Traffic matching the signature will be allowed and logged.



¢ C. The signature setting includes a group of other signatures.
¢ D. Traffic matching the signature will be silently dropped and logged.

Answer: D

Explanation:

Select Block to silently drop traffic matching any of the signatures included in the entry.

So, while the default action would be 'Pass' for this signature the admmnistrator is specifically overriding that to set the Block action.
To use the default action the setting would have to be

'Default'.

NEW QUESTION # 20
Refer to the exhibit, which shows a partial configuration from the remote authentication server.

Attribute

Why does the FortiGate admmistrator need this configuration?

A. To authenticate Any FortiGate user groups.

B. To authenticate only the Training user group.

C. To set up a RADIUS server Secret.

D. To authenticate and match the Training OU on the RADIUS server.

Answer: B

Explanation:
The Fortinet-Group-Name attribute is used to restrict authentication to users who belong specifically to the "Training" user group on
the RADIUS server.

NEW QUESTION # 21
Refer to the exhibit. The exhibit shows the FortiGuard Category Based Filter section of a corporate web filter profile.



FortiGate web filter profile configuration
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An administrator must block access to download.com, which belongs to the Freeware and Software Downloads category. The
administrator must also allow other websites in the same category.
What are two solutions for satisfying the requirement? (Choose two.)

A. Set the Freeware and Software Downloads category Action to Warning,

B. Configure a web override rating for download.com and select Malicious Websites as the subcategory.

C. Configure a separate firewall policy with action Deny and an FQDN address object for*.download.comas destination
address.

D. Configure a static URL filter entry for download.com with Type and Action set to Wildcard and Block, respectively.

Answer: C,D

Explanation:

Creating a static URL filter to block download.com specifically allows blocking that site without affecting the entire category.
Using a separate firewall policy with a Deny action for an FQDN address object matching download.com can also block the site
while allowing others in the same category.

NEW QUESTION # 22
Which two settings are required for SSL VPN to function between two FortiGate devices?
(Choose two.)

e A The server FortiGate requires a CA certificate to verify the client FortiGate certificate.



¢ B. The client FortiGate requires the SSL. VPN tunnel interface type to connect SSL. VPN.
¢ C. The client FortiGate requires a client certificate signed by the CA on the server FortiGate.
¢ D. The client FortiGate requires a manually added route to remote subnets.

Answer: A,C

Explanation:

The server FortiGate requires a CA certificate to verify the client FortiGate certificate.

‘When configuring an SSL VPN tunnel between two FortiGates, the server FortiGate must verify the authenticity of the connecting
client's certificate. This is done using a CA certificate installed on the server to ensure the client certificate is trusted.

The client FortiGate requires a client certificate signed by the CA on the server FortiGate.

The client FortiGate uses this client certificate to authenticate itself'to the server during SSL VPN negotiation. The certificate must be
signed by the same CA trusted by the server to establish a secure, validated SSL. VPN connection.

NEW QUESTION # 23
Refer to the exhibits.
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You have implemented the application sensor and the corresponding firewall policy as shown in the exhibits You cannot access any
of the Google applications, but you are able to access www. fortinet.com.
Which two actions would you take to resolve the issue? (Choose two.)

A. Set the action for Google in the Application and Filter Overrides section to Allow

B. Add "Google* .comto the URL category in the security profile

C. Set SSL inspection to deep-content inspection

D. Move up Google in the Application and Filter Overrides section to set its priority to 1.
E. Change the Inspection mode to Flow-based

Answer: A,D

NEW QUESTION # 24
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