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Q112):

NEW QUESTION # 107
You are considering disabling the data rates of 1, 2, 5.5 and 11 in the 2.4 GHz band.
‘What advantage might this provide to the networks operating in this band?

A. The range of the PHY preamble and header will be reduced

B. Frames that must be transmitted at the lowest common data rate can be transmitted at higher data rates after the change
C. The RF signals will not travel as far

D. The antennas will be able to zero in on the higher data rates better

Answer: B

NEW QUESTION # 108
What is the default 802.11 authentication method for a STA when using Pre-RSNA?

A. 4-Way Handshake
B. Open System

C. Shared Key

D. PSK

Answer: B

Explanation:

The default 802.11 authentication method for a STA when using Pre-RSNA is Open System. This is the simplest and most common
authentication method, which does not provide any security or encryption. In Open System authentication, the STA sends an
Authentication Request frame to the AP, and the AP responds with an Authentication Response frame with a status code of success.
After this, the STA can proceed to association with the AP . References: CWAP-405Certified Wireless Analysis Professional Study
and Reference Guide, Chapter 6: MAC Sublayer Frame Exchanges, page 181; CWAP-405Certified Wireless Analysis Professional
Study and Reference Guide, Chapter 6: MAC Sublayer Frame Exchanges, page 183.

NEW QUESTION # 109
When a data frame is encrypted with WPA2, to which portion of the frame is the encryption applied?

A. Frame body and MAC Header

B. Frame body including the LLCPDU
C. The whole MPDU

D. Frame body excluding the LLCPD U

Answer: B

Explanation:

When a data frame is encrypted with WPA2, the encryption is applied to the frame body including the LLCPDU. The LLCPDU
(Logical Link Control Protocol Data Unit) is a part of the frame body that contains information such as protocol type, source and
destination service access points (SAPs), and control fields. The LLCPDU is added by the LLC (Logical Link Control) sublayer to
provide multiplexing and flow control fimctions for different upper layer protocols. When a data frame is encrypted with WPA2,
which uses AES- CCMP as its encryption algorithm, both the payload and the LLCPDU are encrypted as a single unit. The MAC
header and FCS are not encrypted, as they are needed for addressing and error detection purposes. References: [Wireless Analysis
Professional Study Guide CWAP-405], Chapter 5: 802.11 MAC Sublayer, page 115-116

NEW QUESTION # 110
VolIP is used heavily in your organization. You must troubleshoot problens with dropped calls on the WLAN.
What is a common cause of dropped calls when using Wi-Fi VoIP phones?

e A Slow roaming
¢ B. Data rates below 54 Mbps
e (. Use of WMM



¢ D. Data rates below 75 Mbps

Answer: A

NEW QUESTION # 111
What is the difference between a Data frame and a QoS-Data frame?

A. QoS Data frames include a QoS control field

B. QoS Data frames include a QoS information element
C. QoS Data frames include an 802.1Q VLAN tag

D. QoS Data frames include a DSCP control field

Answer: A

Explanation:

The difference between a Data frame and a QoS-Data frame is that QoS Data frames include a QoS control field. A Data frame is a
type of data frame that is used to carry user data or upper layer protocol data between STAs and APs. A QoS Data frame is a type
of data frame that is used to carry user data or upper layer protocol data between STAs and APs that support QoS (Quality of
Service) features. QoS features allow different types of traffic to be prioritized and handled differently according to their QoS
requirements, such as delay,, jitter, throughput, etc. QoS Data frames include a QoS control field in their MAC header, which
contains nformation such as traffic identifier (TID), queue size (TXOP), acknowledgment policy (ACK), etc., that are used for QoS
purposes. The other options are not correct, as they do not describe the difference between Data and QoS Data frames. QoS Data
frames do not include a DSCP (Differentiated Services Code Point) control field, which is part of the IP header in the network layer,
not the MAC header in the data link layer. QoS Data frames do not include a QoS information element (IE), which is part of some
management frames that indicate QoS capabilities or parameters, not data frames. QoS Data frames do not include an 802.1 Q
VLAN tag, which is part of some Ethernet frames that indicate VLLAN membership or priority, not wireless frames. References:
[Wireless Analysis Professional Study Guide CWAP-405], Chapter 5: 802.11 MAC Sublayer, page 118-119
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