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(Q35-Q40):

NEW QUESTION # 35
You are designing a new network, and the cybersecurity policy mandates that all remote users working from home must always be
connected and protected. Which FortiSASE component facilitates this always-on security measure? (Choose one answer)

A. SDWAN on-ramp2

B. Secure web gateway

C. Thin-branch SASE extension
D. Unified FortiClient

Answer: D

Explanation:

In a FortiSASE environment, the Unified FortiClient agent is the critical component that fulfills the requirement for "always-on"
connectivity and security for remote users.

* Persistent Encrypted Tunnels: The Unified FortiClient maintains a persistent, always-on connection to the FortiSASE
infrastructure.4 This is typically achieved through an auto-connect VPN tunnel (SSL or [Psec) that initiates as soon as the user logs
into their device and has internet access.

* Continuous Security Enforcement: By staying connected to a nearby FortiSASE Point of Presence (PoP), the endpoint ensures
that all traffic is inspected. This allows the organization to enforce a consistent security posture-including Web Filtering, Antivirus,
and Application Control-regardless of whether the user is at home, in a coffee shop, or traveling.

* Zero-Trust Integration: Beyond simple connectivity, the unified agent supports Universal ZTNA. It continuously verifies the identity
of the user and the security posture of the device before granting access to specific applications, thereby satisfying modern zero-trust
security mandates.

* Comparison of Other Components:

* SD-WAN on-ramp (B): Used primarily to integrate existing branch office SD-WAN networks with the SASE cloud for private
application access.

* Secure Web Gateway (C): While a feature of the SASE PoP, the agentless SWG deployment (using PAC files) does not provide
the same level of "always-on" persistent tunnel protection as the FortiClient agent.

* Thin-branch SASE extension (D): Focused on securing small branch locations (using FortiAP or FortiExtender) where individual
client agents may not be deployed on every device.

NEW QUESTION # 36
Refer to the exhibit.
To allow access, which web tiller configuration must you change on FortiSASE?

A. content filter

B. mline cloud access security broker (CASB) headers
C. URL Filter

D. FortiGuard category-based filter

Answer: C

Explanation:

The exhibit indicates that the URL httpsz//www.bbc.cony is being blocked due to containing a banned word ("fight"). To allow
access to this specific URL, you need to adjust the URL filter settings on FortiSASE.

* URL Filtering:

* URL filtering allows administrators to define policies that block or allow access to specific URLs or URL patterns.

* In this case, the URL filter is set to block any URL containing the word "fight."

* Modifying URL Filter:

* Navigate to the Web Filter configuration in FortiSASE.

* Locate the URL filter settings.

* Add an exception for the URL httpsz//www.bbc.cony to allow access, even if it contains a banned word.

* Alternatively, remove or adjust the banned word list to exclude the word "fight" if it's not critical to the security policy.
References:

FortiOS 7.6 Admmistration Guide: Provides details on configuring and managing URL filters.

FortiSASE 23.2 Documentation: Explains how to set up and modify web filtering policies, including URL filters.



NEW QUESTION # 37
How does FortiSASE hide user information when viewing and analyzing logs?

A. By encrypting data using advanced encryption standard (AES)

B. By encrypting data using Secure Hash Algorithm 256-bit (SHA-256)
C. By hashing data using Blowfish

D. By hashing data using salt

Answer: D

Explanation:

FortiSASE hides user information when viewing and analyzing logs by hashing data using salt. This approach ensures that sensitive
user information is obfuscated, enhancing privacy and security.

* Hashing Data with Salt:

* Hashing data involves converting it into a fixed-size string of characters, which is typically a hash value.

* Salting adds random data to the input of the hash function, ensuring that even identical nputs produce different hash values.

* This method provides enhanced security by making it more difficult to reverse-engineer the original data from the hash value.

* Security and Privacy:

* Using salted hashes ensures that user information remains secure and private when stored or analyzed in logs.

* This technique is widely used in security systemns to protect sensitive data from unauthorized access.

References:

FortiOS 7.6 Administration Guide: Provides information on log management and data protection techniques.

FortiSASE 23.2 Documentation: Details on how FortiSASE implements data hashing and salting to secure user mnformation in logs.

NEW QUESTION # 38
Refer to the exhibit.

An SPA service connection is experiencing connectivity problems. Which configuration setting should the administrator verify and
correct first? (Choose one answer)

A. Authentication Method
B. Network overlay ID
C. Renote Gateway

D. BGP Peer IP

Answer: D

Explanation:

In FortiSASE Secure Private Access (SPA) deployments, establishing a stable connection between the FortiSASE PoPs and the
corporate FortiGate hub relies on two primary layers: the IPsec Tunnel and the BGP Peering,

* Exhibit Analysis: The exhibit (image 577e17.jpg) shows the status of several Security PoPs (Singapore, Tokyo, Frankfurt, and
San Jose) connected to an "FGT-Hub".

* Tunnel Status vs. BGP Status: For all listed PoPs, the Health Check IP Status and Tunnel status are both shown with a green "Up"
icon. This confirns that the underlying IPsec connectivity and the physical path between the SASE cloud and the hub are functioning
correctly.

* Identifying the Failure: The BGP Peering State is reported as Active. In BGP terminology, the

"Active" state specifically indicates that the router is attempting to initiate a TCP connection with its peer but has not yet received a
response. A fully finctional and successful BGP connection must reach the Established state.

* Root Cause Determmation: Since the tunnel is up (elimnating Gateway or Authentication Method issues as the primary suspects)
but the BGP state remains stuck in "Active," the most likely cause is a mismatch or misconfiguration in the BGP Peer IP or BGP
neighbor settings. This prevents the exchange of routing information necessary for users to access private applications.

To resolve the connectivity problem, the administrator must ensure that the BGP neighbor IPs configured on the FortiGate hub
match those assigned by the FortiSASE orchestration and that firewall policies on the hub allow BGP traffic (TCP port 179) across
the tunnel.

NEW QUESTION # 39

Refer to the exhibit.

Based on the configuration shown, in which two ways will FortiSASE process sessions that require FortiSandbox inspection?
(Choose two answers)



A. All files will be sent to an on-premises FortiSandbox for inspection.

B. Only endpoints assigned a profile for sandbox detection will be processed by the sandbox feature.
C. Allfiles executed on a USB drive will be sent to FortiSandbox for analysis.

D. FortiClient quarantines only infected files that FortiSandbox detects as medium level.

Answer: B,C

Explanation:

The exhibit (image 595357.jpg) illustrates the Sandbox configuration tab within a FortiSASE Endpoint Profile. This profile dictates
how the managed FortiClient agent handles suspicious files and interacts with the sandbox service.

* Profile-Based Enforcement: In the FortiSASE architecture, security features are not applied globally by default; they are enabled
through specific profiles assigned to endpoints. Therefore, the sandbox inspection and remediation logic will only be active for
endpoints that have been assigned a profile where the Sandbox feature is enabled.

* Removable Media Protection: Under the File Submission Options in the exhibit, the setting All Files Executed from Removable
Media is toggled on. This ensures that any file executed froma USB drive or other external storage is sent to the FortiSandbox for
analysis before being permitted to run on the endpoint.

* Sandbox Mode: The Sandbox Mode is set to FortiSASE, indicating that files are sent to the integrated cloud-native sandbox
rather than an on-premises appliance. This makes Option A incorrect.

* Quarantine Threshold: The Remediation Actions show that the Action is set to Quarantine for files meeting the Sandbox Detection
Verdict Level of Medium This acts as a minimum threshold; FortiClient will quarantine files identified as Medium, High, or
Malicious. Option B is incorrect because it implies only mediuntlevel files are quarantined, whereas higher-risk levels would also be
blocked.

NEW QUESTION # 40
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