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Infrastructure Sample Questions (Q183-Q188):

NEW QUESTION # 183
Streaming telemetry with gRPC and gNMI is used for:

e A Real-time network monitoring
e B. Physical network repairs

e (. Data encryption

e D. Reducing network traffic

Answer: A
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NEW QUESTION # 184
‘What should be used to protect against lateral movements during a Cisco NF VI security breach?

A. Wi-Fi Protected Access
B. Web application firewall
C. Network segmentation
D. Data encryption

Answer: C

Explanation:

Comprehensive and Detailed Explanation

In Cisco NF VI security architecture, the primary defense againstlateral movement(an attacker moving from one compromised node
to another) isnetwork segmentation.

Segmentation:

* Separates workloads (compute, storage, management, tenant networks)
* Prevents attackers from pivoting inside the NFVI

* Reduces blast radius during breaches

* Enforces micro-segmented virtual network boundaries

WPA protects Wi-Fi, not NFVI.

WAF protects web apps, not internal movement.

Data encryption protects confidentiality, not lateral movement control.
Thus,network segmentationis the correct solution.

NEW QUESTION # 185
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Refer to the exhibit. An engineer nwsst configure Cisco IOS SLB for DNS on router R1 to meet these requirements:

The first DNS request to www.ccnp.test

must be redirected to the DNS server at 10.1.1.1;

The second DNS request to www.ccnp.test

must be redirected to the DNS server at 10.2.1.1;

The third DNS request to www.ccnp.test

must be redirected to the DNS server at 10.3.1.1.

In each case, the other two addresses must also be attempted if the first one fails. The indicated configuration was applied to R1;



however, the load balancing failed. Which command must be run on R1 to resolve the issue?

A. ip domain retry 3

B. ip domain round-robin
C. ip dns server

D. maximum+-paths 3

Answer: B

Explanation:

OnRI the configuration (simplified) is:

ip domain lookup

ip domain name ccnp. test

ip host www.ccnp.test 10.1.1.1 10.2.1.1 10.3.1.1

The ip host command statically maps the hostname www.ccnp.test

to three IP addresses. By default, Cisco I0OS will always return these IP addresses to DNS queries in the same order they are
configured (10.1.1.1, then 10.2.1.1, then 10.3.1.1). This means that clients will always attempt

10.1.1.1 first and will not achieve per-query load balancing across all three servers.

To enable DNS-based load balancing so that each successive query rotates the order of the addresses, Cisco IOS provides the
command:

ip domain round-robin

This command enables round-robin rotation of multiple A records associated with a single hostname defined by ip host. With this
feature enabled:

1st query: response order 10.1.1.1, 10.2.1.1, 10.3.1.1

2nd query: response order 10.2.1.1, 10.3.1.1, 10.1.1.1

3rd query: response order 10.3.1.1, 10.1.1.1, 10.2.1.1

Clients will typically try the first IP address in the list and use the others if the first one fails, exactly matching the requirement.
Why other options are incorrect:

A). ip domam retry 3 controls how many times the router retries DNS queries to a server; it does not control the order of mutltiple A
records.

O). ip dns server turns the router into a DN'S server but does not itself provide round-robin behavior for statically defined hosts.
D). maximum-paths 3 is a routing (IP forwarding) parameter for equal-cost multipath, unrelated to DN resolution.

NEW QUESTION # 186
What does NFV stand for?

A. Network File Versioning

B. Network Function Virtualization
C. Network Function Visualization
D. New Function Virtualization

Answer: B

NEW QUESTION # 187
What is the purpose of VNF data plane redundancy?

A. To increase the cost of infrastructure

B. To ensure data plane resiliency through placement and network resiliency
C. To simplify network management

D. To decrease network performance

Answer: B

NEW QUESTION # 188
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