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HM #26
Which two statements are correct about the Junos IPS feature? (Choose two.)

A. TPS uses sandboxing to detect unknown attacks.

B. IPS is a standalone platform running on dedicated hardware or as a virtual device.
C. IPS uses protocol anomaly rules to detect unknown attacks.

D. IPS is ntegrated as a security service on SRX Series devices.

Ef#E: C. D

fEE L -

Junos IPS is a feature that provides intrusion prevention and detection services on SRX Series devices.

It monitors network traffic and compares it against predefined signatures or customrules to identify and block malicious or unwanted
packets. Two statements that are correct about the Junos IPS feature are:

IPS is integrated as a security service on SRX Series devices: Junos IPS is not a separate platform or device, but a security service
that runs on SRX Series firewalls. It can be enabled and configured as part of the security policy on the SRX Series device and
applied to specific zones, mterfaces, or traffic flows.

IPS uses protocol anomaly rules to detect unknown attacks: Junos IPS uses two types of rules to detect attacks: signature rules and
protocol anomaly rules. Signature rules match traffic against known attack patterns or signatures and block thembased on
predefined actions. Protocol anomaly rules detect deviations from the expected behavior or structure of common protocols, such as
TCP, UDP, ICMP, etc.

Protocol anomaly rules can help identify unknown or zero-day attacks that may not have a signature yet.

Reference: = Intrusion Detection and Prevention Feature Guide for Security Devices, Understanding Intrusion Detection and
Prevention for SRX Series Devices, Understanding Signature Rules and Protocol Anomaly Rules

M #27
On which three Hypervisors is VSRX supported? (Choose three.)

A. Hyper-V

B. Citrix Hypervisor
C. VMware ESXI
D. KVM

E. Oracle VM

IEf#E: A.C. D

AR

VSRX is a virtual firewall that runs as a software instance on a hypervisor. A hypervisor is a software layer that allows multiple virtual
machines to run on a single physical host. vSRX supports three hypervisors: VMware ESXi, Hyper-V, and KVM. VMware ESXi is
a hypervisor that runs on x86 servers and supports various operating systerms and applications. Hyper-V is a hypervisor that runs on
Windows Server and supports Windows and Linux virtual machines. KVM (Kemel-based Virtual Machine) is a hypervisor that
runs on Linux and supports Linux, Windows, and other operating systerns.

Reference: = vSRX Overview, VMware ESXi - Wikipedia, Hyper-V - Wikipedia, Kernel-based Virtual Machine - Wikipedia

E #28
Which two statements about SRX Series device chassis clusters are true? (Choose two.)


https://jp.fast2test.com/JN0-336-premium-file.html

A. Redundancy group 0 is only active on the cluster backup node.

B. Each chassis cluster member device can host active redundancy groups
C. Chassis cluster member devices must be the same model.

D. Each chassis cluster member requires a unique cluster ID value.

Eﬁ: B\ C

R

In a chassis cluster, both nodes can host active redundancy groups. The active redundancy groups can be distributed between the
two nodes, depending on the configuration and failover status, allowing each node to handle traffic for different sets of services or
mterfaces.

For the chassis clustering to finction correctly, both nodes in the cluster must be of the same model.

This requirement ensures that the hardware capabilities, such as processing power and interface compatibility, are identical, which is
crucial for maintaining consistent performance and behavior between cluster nodes.

B #29
You want to deploy a virtualized SRX in your environment.
In this scenario, why would you use a vVSRX instead of a cSRX? (Choose two.)

A. The vSRX supports Layer 2 and Layer 3 configurations.
B. Only the vSRX provides clustering.

C. The vSRX has faster boot times.

D. Only the vSRX provides NAT, IPS, and UTM services

Ef#: A. B

R :

VSRX provides flexible networking capabilities which include support for both Layer 2 (data link) and Layer 3 (network)
configurations. This allows it to handle a variety of routing and switching tasks within virtual environments.

Clustering capability, which involves grouping multiple vVSRX instances to operate as a single entity for redundancy and high
availability, is a feature specific to vSRX. This is critical in environments where continuous uptime and resilience are required.

B #30
Which method does the loT Security feature use to identify traffic sourced from IoT devices?

A. The SRX Series device identifies loT devices using their MAC address.

B. The SRX Series device streams metadata fromthe loT device transit traffic to Juniper ATP Cloud Juniper ATP Cloud.
C. The SRX Series device identifies loT devices from metadata extracted from their transit traffic.

D. The SRX Series device streams transit traffic received from the IoT device to Juniper ATP Cloud.

EfE: C

R 2

The metadata is used to identify the type of device, its associated activities and its threat profile. This information is used to determine
the appropriate security policy for the device. For more information on loT Security, please refer to the Juniper Security, Specialist
(INCIS-SEC) study guide.
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