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A user reports that after a recent software deployment to upgrade applications, the user can no longer use the Testing program
However, other employees can successfully use the Testing program.

INSTRUCTIONS

Review the information in each tab to verify the results of the deployment and resolve any issues discovered by selecting the:

* Index number of the Event Viewer issue

* First command to resolve the issue

* Second command to resolve the issue

BSOD

Commands:
Event Viewer:
System Error:

Ef#:
A -

see the answer below in explanation.

Explanation:

The user is experiencing a system error that prevents them from using the Testing program. The error message indicates that the file
MSVCP100.dllis missing from the computer. This file is part of the Microsoft Visual C++ 2010 Redistributable Package, which is
required by some applications to run properly. The error may have occurred due to a corrupted or incomplete software deployment.
To resolve this issue, the user needs to restore the missing file and register it in the system. One possible way to do this is to copy the
file from another computer that has the Testing program installed and working, and then use the regsvr32 command to register it. The
steps are as follows:

* On another computer (User-PC02) that has the Testing program installed and working, locate the file MSVCP100.dll in the folder
C:\Program Files\Testing.

* Share the folder C:\Windows\System32 on User-PC02 by right-clicking on it, selecting Properties, then Sharing, then Advanced
Sharing, then checking Share this folder, then clicking OK.

* On the user's computer (User-PCO1), open a command prompt as an administrator by clicking Start, typing cmd, right-clicking on
Command Prompt, and selecting Run as administrator.

* In the command prompt, type the following command to copy the file MSVCP100.dll from User-PC02

* to User-PCO1: copy "C:\Program Files\Testingumsvep 100.d1I" "\User-PC02\C$\Windows\System32"

* After the file is copied, type the following command to register it in the system: regsvr32 msvep100.dil

* Restart the user's computer and try to run the Testing program again.

Therefore, based on the instructions given by the user, the correct answers are:

Select Event Viewer Issue: 2187

Select First Command: copy "C:\Program Files\Testing\msvep100.dII" "\\User-PCO2\C$\Windows\System32" Select Second
Command: regsvr32 msvep100.dll

ZM #610
Which of'the following is used to ensure users have the appropriate level of access to perform their job flnctions?

A. Mobile device management
B. Access control list

C. Least privilege

D. Multifactor authentication

Ef: C

AR :

Least privilege is the principle that is used to ensure users have the appropriate level of access to perform their job finctions. Least
privilege means granting users only the minimum amount of access rights and permissions they need to perform their tasks, and
nothing more. Least privilege reduces the risk of unauthorized access, data leakage, malware nfection, or accidental damage by
limiting what users can do on the system or network. Access control list, multifactor authentication, and mobile device management
are not principles, but rather mechanisis or methods that can implement least privilege. Access control list is a list that specifies the
users or groups that are allowed or denied access to a resource, such as a file, folder, or printer. Multifactor authentication is a
method that requires users to provide two or more pieces of evidence to prove their identity, such as a password, a token, or a
biometric factor. Mobile device management is a tool that allows managing and securing mobile devices, such as smartphones or
tablets, that are used by employees to access corporate data or applications. Reference:

Official CompTIA learning resources CompTIA A+ Core 1 and Core 2, page 25



[CompTIA Security+ SY0-601 Certification Study Guide], page 1003

P #611
Which of the following should be used to control security settings on an Android phone in a domain environment?

e A MFA
e B.ACL
e C.MDM
e D.SMS

Ef#: C

TR

Explanation

The best answer to control security settings on an Android phone in a domain environment is to use "Mobile Device Management
(MDM)". MDM s a type of software that is used to manage and secure mobile devices such as smartphones and tablets. MDM can
be used to enforce security policies, configure settings, and remotely wipe data from devices. In a domain environment, MDM can
be used to manage Android phones and enforce security policies such as password requirements, encryption, and remote wipe
capabilities 12

H #0612
A developer reports that a workstation's database file extensions have been changed from .db to .enc. The developer is also unable
to open the database files manually. Which of the following is the best option for recovering the data?

¢ A. Rebooting nto safe mode

e B. Using an AV to scan the affected files
e C. Accessing a restore point

e D. Utilizing the backups

EfE: D

fiR .-

The scenario described in the question suggests that the workstation has been infected by a ransomware, which is a type of malware
that encrypts the files on the target system and demands a ransom for the decryption key12. The file extension .enc is commonly
used by some ransomware variants to mark the encrypted files34. The developer is unable to open the database files manually
because they are encrypted and require the decryption key, which is usually held by the attacker.

The best option for recovering the data is to utilize the backups, assuming that the backups are recent, valid, and not affected by the
ransomware. Backups are copies of the data that are stored in a separate location or device, and can be used to restore the data in
case of a disaster, such as a ransomware attack . By restoring the data from the backups, the developer can avoid paying the
ransom and losing the data permanently.

Accessing a restore point is not a good option, because restore points are snapshots of the system settings and configuration, not the
data files. Restore points can help to undo some system changes, such as installing a faulty driver or software, but they cannot
recover the encrypted data files .

Rebooting into safe mode is also not a good option, because safe mode is a diagnostic mode that allows the system to run with
minimal drivers and services, but it does not affect the data files. Safe mode can help to troubleshoot some system issues, such as
malware infections, but it cannot decrypt the data files .

Using an AV to scan the affected files is also not a good option, because an AV is a software that can detect and remove some
malware, but it cannot decrypt the data files. An AV can help to prevent or remove some ransonware infections, but it cannot
recover the encrypted data files .

Reference:

1: CompTIA A+ Certification Exam Core 2 Objectives, page 10 2: CompTIA A+ Core 2 (220-1102) Complete Video Course,
Lesson 26 Documentation 3: How to remove .enc file virus (Ransonware virus removal guide) 4: Enc File Extension - What is an
.enc file and how do I open it? : CompTIA A+ Certification Exam Core 2 Objectives, page 13 : CompTIA A+ Core 2 (220-1102)
Complete Video Course, Lesson 26 Documentation : What is a restore point? : How to use System Restore on Windows 10 :
[What is Safe Mode?] : [How to boot into Safe Mode on Windows 10] : CompTIA A+ Certification Exam Core 2 Objectives,
page 10 : [Can antivirus software remove ransonmware?]



H #613
A user created a file on a shared drive and wants to prevent its data from being accidentally deleted by others.
‘Which of'the following applications should the technician use to assist the user with hiding the file?

A. Device Manager

B. Admmnistrative Tools
C. Indexing Options

D. File Explorer

Ef#: D

TR

Explanation

The technician should use the File Explorer application to assist the user with hiding the file 1. The user can right-click the file and
select Properties. In the Properties dialog box, select the Hidden check box, and then click OK 1.
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