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HM #58
The key/value v2secrets engine is enabled at secret/. See the following policy:

path “secret/data/*" {

capabilities = [“"create”, “"read”, "updete%, "delete”, “"list"]

path “secret/data/supers SEéret” {
capabilities = [“deny"]

} IHJ HashiCorp

Which of the following operations are permitted by this policy? (Choose two.)

A. vault kv list secret/super-secret

B. vault kv put secret/webapp1 apikey-"ABCDEFGHIDK 123W"
C. vault kv delete secret/super-secret

D. vault kv metadata get secret/webappl

E. vault kv get secret/webappl

IE%! B\ E

HR #59

Use this screenshot to answer the question below:



Auth Methods I
Entities
Groups

Leases

approle

Configuration

Type

Path

Description

Accessor

Local

Seal wrap

List method when
unauthenticated

Default Lease TTL

Max Lease TTL

Token Type

Request keys excluded
from HMACing in audit

Response keys

o, s,

approle
approle/
Appl to authenticate with Vault
auth_approle_e8b85212
-1 No
No

hidden

300s
0

batch

HashiCor

Which statement describes this AppRole auth method configuration?

M
R

: D

B #60

A. It is enabled at "auth approle 23dd79f" path
B. It is enabled at "App1" path
C. Generates multiple tokens with TTL set to 5 minutes
D. Generates batch tokens with TTL set to 5 minutes

Which path will this policy allow?

path "kv/+/team *" {
capabilities = [ "read" |
}

B. kv/team edu

D. kv/us-west/team

M
R

: C

HR #e61

A. kv/us-west/ca/team edu

C. kv/us-west/team_edu

>



What is not a function provided by Vault's transit secret engine?

A. Generating random bytes
B. Encrypting data

C. Nore of the above

D. Storing ciphertext data
E. Verifying signed data

Ef#: D

H #62
Which of the following is the correct option to authenticate to Vault using a token using the CLI?

e A vault <token>
¢ B. A token cannot be used to authenticate to Vault
¢ C. A token can be used to authenticate to Vault through the API, not the CLI or the UI vault login

EfE: A
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