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Fortinet FCP_FAZ_AN-7.4 Exam Syllabus Topics:

Topic Details

Topic 1
Reports: This section evaluates the skills of Fortinet Security Analysts in managing reports within
FortiAnalyzer. Candidates will learn to create, troubleshoot, and optimize reports to ensure accurate data
presentation and insights for security analysis.
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Topic 2

SOC Events and Incident Management: This domain targets Fortinet Network Analysts and focuses on
managing security operations center (SOC) events. Candidates will explain SOC features on
FortiAnalyzer, manage events and incidents, and understand the incident lifecycle to enhance incident
response capabilities.

Topic 3
Logging: Candidates will learn about logging mechanisms, log analysis, and gathering log statistics to
effectively monitor security events and incidents.

Topic 4
Features and Concepts: This section of the exam measures the skills of Fortinet Security Analysts and
covers the fundamental concepts of FortiAnalyzer.

Topic 5
Playbooks: This domain measures the skills of Fortinet Network Analysts in creating and managing
playbooks. Candidates will explain playbook components and develop workflows that automate responses
to security incidents, improving operational efficiency in SOC environments.
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Fortinet FCP - FortiAnalyzer 7.4 Analyst Sample Questions (Q36-Q41):
NEW QUESTION # 36 
Refer to the exhibit.
What does the data point at 12:20 indicate?

A. The performance of FortiAnalyzer is below the baseline.
B. FortiAnalyzer is using its cache to avoid dropping logs.
C. The sqlplugind service is caught up with new logs.
D. The log insert lag time is increasing.

Answer: D

NEW QUESTION # 37 
Exhibit.
What can you conclude from this output?

A. There is not disk quota allocated to quarantining files.
B. Archive logs are using more space than analytic logs.
C. The allocated disk quote to ADOM1 is 3 GB.
D. FGT_B is the Security Fabric root.

Answer: A

Explanation:
The exhibit displays a diagnose log device output on a FortiAnalyzer, showing details about disk space usage and quotas for
different FortiGate devices and ADOMs (Administrative Domains). Here's a breakdown of key details:
* Disk Quota for Quarantined Files:
* The output includes columns labeled for used space in categories such as "logs," "quarantine,"
"content," and "DB." For each device, the quarantine column consistently shows 0.0KB used, indicating that there is no disk quota
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allocated or utilized for quarantining files.
* Conclusion:Correct.
* FGT_B as Security Fabric Root:
* There is no direct indication from this output that specifies FGT_B is the root of the Security Fabric. Information on Security
Fabric topology or root designation would typically come from a Security Fabric configuration command rather than a disk usage
summary.
* Conclusion:Incorrect.
* Allocated Disk Quota for ADOM1:
* The output shows the quota for ADOM1 is "unlimited," not a fixed 3 GB quota. Therefore, there is no set 3 GB limit for ADOM1.
* Conclusion:Incorrect.
* Comparison of Archive Logs and Analytic Logs:
* The output does not differentiate between archive logs and analytic logs; it only shows overall disk usage by type (e.g., logs,
quarantine). Therefore, no conclusion can be made about which type of logs (archive or analytic) is using more space.
* Conclusion:Incorrect.
Conclusion:
* Correct Answer:A. There is no disk quota allocated to quarantining files.
* This answer aligns with the observed data, where no disk space is used or allocated for quarantine files.
References:
* FortiAnalyzer 7.4.1 documentation on diagnose log device command usage and disk quota settings.

NEW QUESTION # 38 
What is the purpose of running the command diagnose sql status sqlreportd?

A. To view a list of scheduled reports
B. To list the current SQL processes running
C. To display the SQL query connections and hcache status
D. To identify the database log insertion status

Answer: C

Explanation:
The command diagnose sql status sqlreportd is used in FortiAnalyzer to obtain specific information about the SQL reporting process
and caching status. Here's what this command accomplishes and an analysis of each option:
* Command Functionality:
* sqlreportd is the FortiAnalyzer daemon responsible for managing SQL-based reporting processes.
* The diagnose sql status sqlreportd command provides information on active SQL query connections and thehcache(historical
cache) status, which helps in monitoring and troubleshooting SQL report generation.
* Option Analysis:
* Option A - To View a List of Scheduled Reports:
* This option is incorrect because the command does not list scheduled reports. Instead, it focuses on SQL reporting processes and
cache details.
* Option B - To List the Current SQL Processes Running:
* While the command may show active SQL connections, its primary focus is not a detailed list of all SQL processes but rather the
connections and cache status for reporting.
* Option C - To Display the SQL Query Connections and hcache Status:
* This is correct. The command specifically provides information on SQL query connections related to the reporting process
(sqlreportd) and displays thehcachestatus.
* Option D - To Identify the Database Log Insertion Status:
* This is incorrect. The command does not provide details on log insertion status. Log insertion status is typically monitored through
different diagnostic commands focused on database processes and log handling.
Conclusion:
* Correct Answer:C. To display the SQL query connections and hcache status
* This command is used to monitor SQL reporting activities and cache status, aiding in the analysis of report generation performance
and connection health.
References:
* FortiAnalyzer 7.4.1 documentation on SQL diagnostic commands, particularly those related to reporting (sqlreportd) and caching
mechanisms.



NEW QUESTION # 39 
A play book contains five tasks in total. An administrator executed the playbook and four out of five tasks finished successfully, but
one task failed.
What will be the status of the playbook after its execution?

A. Upstream_failed
B. Running
C. Failed
D. Success

Answer: C

NEW QUESTION # 40 
What is the purpose of output variables?

A. To save all the task settings when a playbook is exported
B. To store playbook execution statistics
C. To display details of the connectors used by a playbook
D. To use the output of the previous task as the input of the current task

Answer: D

NEW QUESTION # 41
......
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