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SIMULATION 3
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INSTRUCTIONS
Click on each device and resource. Review the configurations, logs, and characteristics of each node in the architecture to diagnose
the issue. Then, make the necessary changes to the WAF configuration to remediate the issue.





Answer:

Explanation:
The issue is with Web app 1 (Finance application).
From the WAF logs, we can see that requests to https://webapp1.comptia.org/FIN/login.html are being blocked (Rule ID 1006).
The rule is configured to block access to the finance application's login page. This corresponds to the reported issue of the web-
based login prompt not loading. To remediate the issue, the WAF configuration for Rule ID 1006 should be changed from "Block"
to
"Allow". This will enable the web-based login prompt to load for the client. Additionally, the client app configuration indicates that
the client laptop (IP 192.168.10.142) is trying to access the service, and the WAF logs show that requests from this IP are being
blocked due to the current rule set. Changing the action for Rule ID 1006 will also ensure that legitimate attempts to access the login
page from this IP are not blocked.
Steps for remediation:
Go to the WAF configuration.
Find Rule ID 1006 for the Finance application 1.
Change the action from "Block" to "Allow".
Save the changes.

NEW QUESTION # 244 
A company experienced a data leak through its website. A security engineer, who is investigating the issue, runs a vulnerability scan
against the website and receives the following output:

Which of the following is the most likely cause of this leak?

A. RTMP port open
B. Privilege escalation
C. Insecure protocol
D. SQL injection

Answer: C

Explanation:
The data leak is most likely caused by the use of an insecure protocol. The vulnerability scan output shows that port 21/tcp for FTP



(File Transfer Protocol) is open. FTP is known for transmitting data unencrypted, which could allow sensitive data to be intercepted
during transfer.

NEW QUESTION # 245 
A developer is deploying a new version of a containerized application. The DevOps team wants:
* No disruption
* No performance degradation
* Cost-effective deployment
* Minimal deployment time
Which of the following is the best deployment strategy given the requirements?

A. Blue-green
B. Canary
C. In-place
D. Rolling

Answer: A

Explanation:
The blue-green deployment strategy is the best given the requirements for no disruption, no performance degradation, cost-effective
deployment, and minimal deployment time. It involves maintaining two identical production environments (blue and green), where
one hosts the current application version and the other is used to deploy the new version. Once testing on the green environment is
complete, traffic is switched from blue to green, ensuring a seamless transition with no downtime.References: Understanding various
cloud deployment strategies, such as blue-green deployments, is essential for managing cloud environments effectively, as highlighted
in the CompTIA Cloud+ objectives, to ensure smooth and efficient application updates.

NEW QUESTION # 246 
Which of the following cloud deployment models is the best way to replicate a workload non-disruptively between on-premises
servers and a public cloud?

A. Private
B. Hybrid
C. Community
D. Public

Answer: B

Explanation:
A hybrid cloud deployment model is the best way to replicate workloads non-disruptively between on- premises servers and a
public cloud. This model integrates on-premises infrastructure, or private clouds with public clouds, allowing data and applications to
be shared between them. References: CompTIA Cloud+ Study Guide (Exam CV0-004) - Chapter on Cloud Deployment Models

NEW QUESTION # 247 
Which of the following types of storage provides the greatest performance advantage for a traditional relational database?

A. File
B. Block
C. Ephemeral
D. Object

Answer: B

Explanation:
Block storage provides the greatest performance advantage for traditional relational databases due to its high performance and low-
latency characteristics. Block storage allows databases to rapidly manage data in fixed-sized blocks, which is ideal for databases
that require frequent read/write operations.
Reference: Understanding different storage types and their use cases, including block storage for databases, is part of the cloud
computing knowledge base covered in CompTIA Cloud+.
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