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Microsoft Administering Information Security in Microsoft 365 Sample
Questions (Q170-Q175):

NEW QUESTION # 170
You have two Microsoft 365 subscriptions named Contoso and Fabrikam The subscriptions contain the users shown in the
following table.

Name Subscription Email address !
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You have a sensitivity label named Sensitivity! as shown in the exhibit. (Click the Exhibit tab) you have the files shown in the
following table.
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For each of the following staterments, select yes if the statement is true. Otherwise select No.
NOTE: Each correct selection is worth one point.
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Explanation:

Yes, Yes, No

To determine whether each statement is true or false, let's analyze the provided information step by step based on the sensitivity label
settings and the user permissions associated with the files.

Given Information:

Users and Subscriptions:

Userl: Contoso subscription, email: user1@contoso.com

User2: Contoso subscription, email: user2(@contoso.com

User3: Fabrikam subscription, email: user3@fabrikam com

User4: Fabrikam subscription, email: user4@fabrikam com

Files and Sensitivity Label Application:

File1: Automatically applied Sensitivityl using an auto-labeling policy File2: Applied by User2 File3: Applied by User] Sensitivity
Label (Sensitivityl ) Assumptions: Since the exhibit for the sensitivity label is not fully detailed, we need to make reasonable
assunptions based on typical Microsoft 365 sensitivity label behavior.

Sensitivity labels can restrict access based on user permissions, subscription boundaries, or specific configurations (e.g., allowing
only users within the same organization to edit or view). Given the context of two separate subscriptions (Contoso and Fabrikam),
it's likely that Sensitivity] restricts access to users within the same subscription unless explicitly configured otherwise. A common


https://www.prepawaypdf.com/Microsoft/SC-401-practice-exam-dumps.html

default for such labels is to allow editing and other rights only to users within the applying user's organization, with possible
restrictions for cross-subscription access.

Key Assumptions:

Sensitivityl likely encrypts the files and restricts editing rights to users within the same subscription as the user who applied the label
or where the auto-labeling policy is configured.

Filel (auto-applied) would inherit permissions based on the policy, likely restricting access to Contoso users if the policy is set up
within the Contoso subscription.

File2 (applied by User2 from Contoso) would restrict access to Contoso users.

File3 (applied by Userl from Contoso) would also restrict access to Contoso users.

Users from Fabrikam (User3, User4) would not have edit rights unless explicitly granted, which is unlikely given the separation of
subscriptions.

Statement Analysis:

Userl can edit rights for Filel.

Filel was automatically applied with Sensitivity] using an auto-labeling policy. Since the policy is likely configured within the
Contoso subscription (where Userl resides), Userl, as a Contoso user, should have edit rights unless the policy explicitly restricts
this. Given User's affiliation with Contoso, this is typically allowed.

answer: Yes

User2 can edit rights for File3.

File3 was applied by User1, who is from the Contoso subscription. Since User2 is also from the Contoso subscription, they should
have edit rights unless the label configuration explicitly denies this for other users within the same subscription. Typically, users within
the same organization can edit files labeled by another user from the same organization.

answer: Yes

User3 can print File2.

File2 was applied by User2, who is fiom the Contoso subscription. Sensitivityl likely restricts access to Contoso users only. User3
is from the Fabrikam subscription, which is a separate entity. Unless cross-sub Answer : No

NEW QUESTION # 171

You have a Microsoft 365 ES subscription.

You create a sensitivity label named Labell and publish Labell to all users and groups.
You have the following files on a computer:

- Filel.doc

- File2.docx

- File3.xlsx

- File4.txt

You need to identify which files can have Labell applied.

Which files should you identify?

A. Filel.doc, File2.docx, and File3.xlsx only

B. File2.docx and File3.xIsx only

C. Fikel.doc, File2.docx, File3.xIsx, and File4.txt
D. File2.docx only

Answer: B

Explanation:
https/learn.microsoft.com/en-us/purview/sensitivity-labels-office-apps#ofiice-file-types-supported

NEW QUESTION # 172
You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint Online site named Site! and the data loss prevention
(DI_P) poh01es shown in the followmg table.

'_‘P!'_'?f Priority | R'-‘.l‘_“-'__

The DLP rules are configured as shown In the following table.



Rule | User | Polieyt yfiqre’s amdichfier this rule stop processing |
__| notifications | ©p" |  additional DLP policiesand rules |
Rulel | On lip 1 | Enableg |
ﬁF-luFr‘.:‘ | On ._:'T:.- 2 1 Disabled T
Rule3 | On Tip 3 MFnabled |
Ruled | On Tip@*| Disabled
All the policies are assigned to Sitel.

Youneed to ensure that if a user uploads a document to Sitel that matches all the rules, the user will be shown the Tip 2 policy tip.
‘What should you do?

A. Change the priority of DLP2 to 3.
B. Change the priority of DLP2 to 0.
C. Enable additional processing of the policies if there is a match for Rulel.
D. Prevent additional processing of the policies if there is a match for Rule2

Answer: B

Explanation:

Current setup:

DLP1 (priority 0, Rulel) # Stop processing additional rules enabled # means if Rule1 matches, later rules (including Rule2 with
Tip2) will never be evaluated.

Requirement: Ensure that if all rules match, the user sees Tip2 (Rule2's policy tip).

To fix this: Move DLP2 above DLP1 in priority (i.e., set DLP2 = priority 0). Then Rule2 will be evaluated first, and its policy tip
(Tip2) will be displayed.

‘Why not others?

B). Prevent additional processing of the policies if there is a match for Rule2: That would stop processing later, but DLP1 would still
block earlier due to its higher priority.

C). Change the priority of DLP2 to 3: That pushes it even lower, making it worse.

D). Enable additional processing for Rule1: Rule1 already has stop processing enabled. Changing that does not ensure Rule2 runs
before Rulel, because priority is evaluated first.

Reference:

Microsoft Learn: Order of rule processing in DLP

# Policies with lower priority numbers run first, and "Stop processing" ends evaluation.

NEW QUESTION # 173
You have a Microsoft SharePoint Online site named Site1 that has the users shown in the following table.

Name Role

nseskol ewhsr
Wserd | | Member

You create the retention labels shown in the following table.

Retention ;.“':'t-
Name period Retention m}%@

Retention1 | 4 years Retain only! When a file was labeled
Retention2 | 2 years Retauyngdivd delete | When a file was labeled

You publish the retention labels to Sitel.
On March 1,2023, you assign the retention labels to the files shown in the following table.

Name | Modified by Retention label
File1 User1 Rétention1
File2 User1 Retemtion2

J

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.



Answer Area

Statements Yes No

User1 can delete File1 gn Manch 10, 2023,

L Js@r2 ean delete File1 on March 10, 2027.
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Answer:

Explanation:
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User1 can delete File1 on March 10, 2023.

User2 can.delete File1 on March 10, 2027.
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Explanation:
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Statements Yes No
User1 can delete File1 on March10, 2023. ; @
User2 can delete File%on March 10, 2027. g ®

U"‘i‘:_::_;:"'. LWW%& on March 15, 2025. ' ®

Userl can delete Filel on March 10, 2023.

No - File1 has Retention] applied, which retains it for 4 years with a "Retain only" action. This means it cannot be deleted during the
retention period, which ends on March 1, 2027.

User2 can delete Filel on March 10, 2027.

No - User2 is a Member and does not have the Owner role, which is required to delete files under retention policies during the
retention period. Additionally, the "Retain only" action prevents deletion until the retention period ends on March 1, 2027.

User2 can edit File2 on March 15, 2025.

No - File2 has Retention2 applied, which retains it for 2 years with a "Retain and delete" action. This means the file is protected from
edits or deletions during the retention period, which ends on March 1, 2025. Since March 15, 2025, is after the retention period, the
file would be eligible for deletion, but the question specifies editing, which is restricted during the retention period.

NEW QUESTION # 174
You have a Microsoft 365 E5 subscription. The subscription contains devices that are onboarded to Microsoft Purview and
configured as shown in the following table.



Name Operating system Microsoft Purview browser extension
Devicel | Windows 11 Installed
Device2 | Windows. 11 Mot installed
Deivce3 | macOS Installed ='_' Microsoft

The subscription contains the users shown in the following table.

On device

Devicel

Asked Microsoft 365 Copilot tolsimmarize a document

Device2

Browsed sample content E;enerative Al website

Device3

You need to review the activities.

‘What should you use for each user? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
Answer Area

Userl:
I:Iaibu:ti«.-it;.- explorer in Data Security Postuae Management for Al (DSPM for Al)
BAudit log search

Insider risk audit log
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User2: %t ‘co m
— M . Activity explorer in Data SEWQ anagement for Al (DSPM for Al)
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User3:
Activity explorer in Data Security Posture Management for Al (DSPM for Al)
Audit log search
Insider risk audit log
Unified Catalog

Answer:
Explanation:
Answer Area
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NEW QUESTION # 175
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