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CrowdStrike IDP Exam Syllabus Topics:

Topic Details

¢ Configuration and Connectors: Addresses domain controller monitoring, subnet management, risk settings,
Topic 1 MFA and IDaaS connectors, authentication traffic inspection, and country-based lists.

o User Assessment: Examines user attributes, differences between users
¢ endpoints

Topic 2
ol ¢ entities, risk baselining, risky account types, elevated privileges, watchlists, and honeytoken accounts.

¢ Falcon Fusion SOAR for Identity Protection: Explores SOAR workflow automation including triggers,
conditions, actions, creating custom

Topic 3 o templated

¢ scheduled workflows, branching logic, and loops.

¢ Multifactor Authentication (MFA) and Identity-as-a-service (IDaaS) Configuration Basics: Focuses on
accessing and configuring MFA and IDaaS connectors, configuration fields, and enabling third-party MFA

Topic 4 . .
mtegration.
¢ Identity Protection Tenets: Examines Falcon Identity Protection's architecture, domain traffic inspection,
Topic 5 EDR complementation, human vulnerability protection, log-free detections, and identity-based attack
mitigation.
¢ Risk Assessment: Covers entity risk categorization, risk and event analysis dashboards, filtering, user risk
Topic 6 reduction, custom insights versus reports, and export scheduling,
¢ Domain Security Assessment: Focuses on domain risk scores, trends, matrices, severity
Topic 7 e likelihood
e consequence factors, risk prioritization, score reduction, and configuring security goals and scopes.
¢ Risk Management with Policy Rules: Covers creating and managing policy rules and groups, triggers,
Topic 8 conditions, enabling

o disabling rules, applying changes, and required Falcon roles.

CrowdStrike Certified Identity Specialist(CCIS) Exam Sample Questions
(Q35-Q40):

NEW QUESTION # 35
Which entity tab will show an administrator how to lower the account's risk score?

A. Risk

B. Activity
C. Timeline
D. Asset

Answer: A

Explanation:

In CrowdStrike Falcon Identity Protection, theRisktab within a user or account entity provides admnistrators with direct visibility
mtowhy an account has a specific risk score and what actions can be taken to reduce that score. This fimctionality is a core
component of theUser AssessmentandRisk Assessmentsections of the CCIS (CrowdStrike Identity Specialist) curriculum

The Risk tab aggregates bothanalysis-based risksanddetection-based risks, clearly identifying contributing factors such as
compromised passwords, excessive privileges, risky authentication behavior, stale or never- used accounts, and policy violations. It
also highlights theseverity, likelihood, and consequenceof each risk factor, allowingadministrators to prioritize remediation efforts
effectively. Most importantly, this tab provides actionable guidance, enabling teams to understand which specific remediation steps-
such as enforcing MFA, resetting credentials, reducing privileges, or disabling unused accounts-will directly lower the account's
overall risk score.

Other entity tabs do not provide this capability. TheTimelinetab focuses on chronological events and detections, the Activitytab
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displays authentication and behavioral activity, and theAssettab shows associated endpoints and resources. Only theRisktab is
designed to explain risk drivers and guide remediation, making Option Dthe correct and verified answer.

NEW QUESTION # 36
‘Which of the following isNOTa default insight but can be created with a custom insight?

A. Poorly Protected Accounts with SPN
B. Using Unmanaged Endpoints

C. Compromised Password

D. GPO Exposed Password

Answer: A

Explanation:

In Falcon Identity Protection,default insightsare prebuilt analytical views provided by CrowdStrike to immediately highlight common
and high-impact identity risks across the environment. These default insights are automatically available in theRisk
AnalysisandInsightsareas and are designed to surface well-known identity exposure patterns without requiring customization.
Exanples ofdefault insightsincludeUsing Unmanaged Endpoints,GPO Exposed Password, and Compromised Password. These
insights are natively provided because they represent frequent and high-risk identity attack vectors such as credential exposure,
unmanaged authentication sources, and password compromise, all of which directly contribute to elevated identity risk scores.
Poorly Protected Accounts with SPN (Service Principal Name), however, isnot provided as a default insight. While Falcon Identity
Protection does collect and analyze SPN-related risk signals-such as Kerberoasting exposure and weak service account
protections-this specific grouping must be created by administrators usingcustom insight filters. Custom mnsights allow tearns to define
precise conditions, combine attributes (privilege level, SPN presence, password age, MFA status), and tailor risk visibility to their
organization's threat model.

This distinction is emphasized in the CCIS curriculum, which explains thatcustom insights extend beyond default coverage, enabling
deeper, organization-specific identity risk analysis. Therefore,Option Dis the correct answer.

NEW QUESTION # 37
The Enforce section of Identity Protection is used to:

A. Gain an overview of the domain and indicate whether the domain follows best security practice

B. Configure domains, appliances, subnets, connectors, risk configuration, and settings

C. View all identity-based detections and identity-based incidents in the environment

D. Define policy rules that determine what actions to take in response to certain triggers observed in the environment

Answer: D

Explanation:

The Enforce section of Falcon Identity Protection is dedicated to policy-based identity enforcement.

According to the CCIS curriculum, this section allows administrators to define and manage Policy Rules and Policy Groups that
specify how the platform should respond when identity-related conditions are detected.

These rules evaluate triggers such as risky authentication behavior, privilege misuse, compromised credentials, or elevated risk
scores, and then execute actions like blocking access, enforcing MFA, or initiating Falcon Fusion workflows. Enforce is therefore
the execution layer of Falcon's identity security model.

The other options correspond to different sections of the platform:

Configuration tasks are handled in Configure.

Detections and incidents are reviewed in Monitor or Explore.

Domain posture overviews are displayed in Domain Security Overview.

Because Enforce directly controls what actions are taken in response to identity risk, Option B is the correct and verified answer.

NEW QUESTION # 38
How long does it typically take Falcon Identity to develop a baseline of a user?

e A Two weeks
e B. One week
e C. One month



e D. Three months
Answer: B

Explanation:

Falcon Identity Protection establishes auser baselineby observing authentication behavior over time, including login frequency,
endpoints used, access patterns, and protocol usage. According to the CCIS curriculum, Falcon typically requiresapproximately one
weekof consistent activity to develop an initial, reliable baseline for a user.

This baseline allows Falcon to distinguish normal behavior from anomalies and to calculate accurate risk scores. While the baseline
continues to mature over time and becomes more precise with additional data, the first usable behavioral model is generally formed
within a week.

Longer timeframes such as one or three months are not required to begin detecting abnormal behavior.

Conversely, periods shorter than a week may not provide sufficient behavioral data to accurately model normal usage patterns.
Because Falcon can rapidly establish a finctional baseline while continuously refining it,Option C (One week)is the correct and
verified answer.

NEW QUESTION # 39
Which section of the Falcon menu is used to investigate the Event Analysis dashboard?

A. Threat Hunter
B. Explore

C. Configure

D. Enforce

Answer: B

Explanation:

In Falcon Identity Protection, theExploresection of the Falcon menu is used to investigate analytical views such as theEvent Analysis
dashboard. This aligns with the CCIS framework, which defines Explore as the primary area forinteractive investigation, analytics,
and risk explorationacross identity data.

The Event Analysis dashboard is designed to help administrators analyzeidentity-related authentication events, behavioral patterns,
and anomalous activity derived from domain traffic inspection and domain controller telemetry. These analytical capabilities are
intentionally placed underExplorebecause this menu category supports hypothesis-driven investigation rather than enforcement or
configuration actions.

By contrast:

* Enforceis used to apply policy rules and automated controls.

* Threat Hunteris focused on proactive hunting using queries and detection pivots.

* Configureis used to manage settings, connectors, policies, and integrations.

The CCIS documentation explicitly associates dashboards such asRisk AnalysisandEvent Analysiswith the Explore menu,
emphasizing its role in understandingwhyrisk exists before taking action. Therefore,Option C (Explore)is the correct and verified
answer.

NEW QUESTION # 40
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