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Cybersecurity Maturity Model Certification
Accreditation Body (CMMC-AB)

Certified CMMC Professional
(CCP) Test Blueprint

SUMMARY;

This exam will verify a candidate’s knowledge af the Cybersecunity Maturity Model Certification [CMMC),
relevard suppodting materials, and applicable legal and regulatory requirements to profect Federal Contract
infosrnation (FCI) and Controlfed Unclicsitied Information (CUK. The exam will also adsess the candidate’s
understanding of the CMMIC ecosystem. A passing score on this examn is & prefequiste 1o Certified CMMC
Asgessor and Cortified CMMC Instructor certdications, The Department of Defende [DOD] is the autharitative
sourcs for CARE documaentation, which can be found Ruere:

hittpe:fararw . acq, oddmid/emmc/dociimwentaticn. hitmd

intended Audience

s Empioyess of Organizations Seeking CMMC Certification (D50
o Irformation Technology [IT) dnd Cyberseciurnty Professionals
o Regulilory Complisnce Dificers
o Legal and Contract Compiance Prodessionals
o Managemant Professgnals
* Cybersecurity and Technology Consulants
& Federal Employess
&  Candidate CMMC Assessmant Tesm Memshers

Exam Prevequisites

& Collage degree in a oyber or information technécal field or 2+ years of relatad exparience or education;
or
2o yeears of equivalent paperience [ncuding militany) n & cyber, information technology, of sssessment
Bl and

*  Supgested CompTlA A+ or equavalent incwledge/experience; and

#  Complete Centified CMME Professional Class offered by a Licensed Training Provider (LTR); and

& Pass DOD CUR Awareness Training no earber than three meaths prior to the exam.

o hipsyfsecuntyhub.usslearning govfindechiml

[Exam Specifications
»  Mumber of Questions: 170
s Types of Guestions: Multiple Choice
& Lengtho 35 hrs,
®  Paiing Soone; 500 points
& This [§ pot an open Book exam
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B #10
The Audit and Accountability (AU) domain has practices in:

e A Levels1and3.
e B.Levels 1 and 2.
e C. Level2.
e D. Levell.

IEf#: B

HAE#11
In the CMMC Model, how many practices are included in Level 1?

e A. 17 practices
e B. 15 practices
e C. 110 practices
e D. 72 practices

IEf#E: A

B #12

‘Which domain has a practice requiring an organization to restrict, disable, or prevent the use of nonessential programs?
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A. Access Control (AC)

B. Asset Management (AM)

C. Configuration Management (CM)
D. Media Protection (MP)

Ef: C

HR #13
An enployee is the primary system administrator for an OSC. The employee will be a core part of the assessment, as they perform
most of the duties in managing and maintaining the systems. What would the employee be BEST categorized as?

A. Inspector

B. Applicable staff

C. Denonstration staff
D. Analyzer

Ef#: B

B #14
The CMMC Level 2 assessment methods include examination and can include:

e A specific hardware, software, or firmware safeguards employed within a system

¢ B. documents, mechanisns, or activities.

e (. observation of system backup operations, exercising a contingency plan, and monitoring network traffic.
¢ D. policies, procedures, security plans, penetration tests, and security requirements.

Ef#: C

L2

CMMC Level 2 Assessment MethodsCMMC Level 2 assessments focus on verifying compliance withNIST SP 800-171
requirenents. TheCMMC Assessment Process (CAP) Documentspecifies that assessments at this level include:
Examination- Reviewing documents, mechanisims, and activities.

Interview- Speaking with personnel to validate implementation.

Testing- Observing and verifying security controls in action.

What Does "Examination" Include? According toCMMC Assessment Methodology, examination involves reviewing:
#Documents(Policies, procedures, security plans)

#Mechanisms(Security controls, authentication systenms)

#Activities(Backup operations, network monitoring, security training)

Sinceexamination includes reviewing documents, mechanisis, and activities, the correct answer isA.

B). Specific hardware, software, or firmware safeguards employed within a system.#Incorrect. While safeguardsmaybe examined,
CMMC does not limit examination to only hardware, software, or firmware. The definition is broader.

O). Policies, procedures, security plans, penetration tests, and security requirements.#Incorrect. Whilesome of these itemsare
examined, penetration tests arenot requiredin a CMMC Level 2 assessment.

D). Observation of system backup operations, exercising a contingency plan, and monitoring network traffic.

#Incorrect. These activities fall undertesting and mterviews, not just examination.

Why the Other Answers Are Incorrect

CMMC Assessment Process (CAP) Document- Defines "examination” as reviewingdocuments, mechanisis, and activities.
CMMC Official ReferencesThus,option A (documents, mechanisirs, or activities) is the correct answer, as it aligns with CMMC
Level 2 assessment methodology.
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