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8 #61
(Terry Crews has been working as a DevSecOps engineer at an IT company that develops software products and web applications
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related to IoT devices. She integrated Sqreen RASP tool with Slack for sending notifications related to security issues to her team
How can Sqreen send notification alerts to Slack?)

A. By creating a cookbook, defining a trigger, security response, and notification.
B. By creating a cookbook, defining a trigger, Alert a response, and notification.
C. By creating a playbook, defining a trigger, Alert a response, and notification.
D. By creating a playbook, defining a trigger, security response, and notification.

ZEX: D
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Sqreen provides runtime application self-protection (RASP) capabilities that allow tearms to detect and respond to security threats in
real time. Sqreen uses a structured automation mechanism called aplaybookto define how security events are handled. A playbook
consists of three key components: atriggerthat detects suspicious or malicious behavior, asecurity responsethat defines what action
Sqreen should take (such as blocking a request or flagging an attack), and anotificationthat sends alerts to external systems like
Slack.

The term "cookbook" is not used in Sqreen's alerting and response model, making options A and B incorrect.

Option C incorrectly uses the phrase "Alert a response" instead of "security response," which does not accurately describe Sqreen's
configuration model. By using playbooks, Sqreen enables automated detection, response, and team notification during the Operate
and Monitor stage, ensuring rapid awareness and collaboration when security incidents occur.

i R #62

(Bruce Altman is a DevSecOps engineer at a web application development company named TechSoft Pwt.

Ltd. Due to robust security features provided by Microsoft Azure, in January of 2020, his organization migrated all the workloads
from on-premto Azure. Using Terraform configuration management tool, Bruce created a resource group and virtual machine (VM)
in Azure; he then deployed a web application in the VM.

Within an hour, Bruce's team leader informed him that he detected various security issues in the application code and asked him to
destroy the infrastructure that he has created in Microsoft Azure using Terraform

Which of the following commands can Bruce use to destroy the infrastructure created using Terraform?.)

A. terraform kill

B. terraform destroy.

C. terraform destroy-infra.
D. terraform kill-infra.
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Terraform provides the terraform destroy command to remove all infrastructure resources defined in the Terraform configuration
files. This command safely tears down resources such as virtual machines, networks, and resource groups by consulting the state file
and executing destruction in the correct dependency order.

Commands like terraform kill, terraform kill-infra, and terraform destroy-infra do not exist in Terraform's CLI. Using terraform
destroy during the Release and Deploy stage allows DevSecOps teams to quickly remediate risk by removing insecure or non-
compliant infrastructure, reinforcing the importance of Infrastructure as Code and controlled lifecycle management.

PR #63

(Andrew Gerrard has recently joined an IT company that develops software products and applications as a DevSecOps engineer.
His team leader asked him to download a jar application from the organization GitHub repository and run the BDD security
framework. Andrew successfully downloaded the jar application from the repository and executed the jar application; then, he
cloned the BDD security framework. Which of the following commands should Andrew use to execute the authentication feature?.)

A. /gradlew -Dcucumber.options="-tags (@authentication -tags @skip".
B. /gradlev -Dcucumber.options="-tags (@authentication -tags (@skip".

C. ./gradlev -Dcucumber.options="-tags (@authentication -tags ~@skip".
D. ./gradlew -Dcucumber.options="-tags (@authentication -tags ~(@skip".
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The BDD Security framework is executed through Gradle wrapper commands, and the correct wrapper script on Unix-like systens
is ./gradlew (dot-slash indicates "run the wrapper from the current directory"). Options using /gradlew or /gradlev imply an absolute
path at filesystem root and are typically incorrect for a cloned project. Also, the wrapper name isgradlew, notgradlev. For executing
only the authentication feature (or scenarios tagged for authentication), Cucumber tag expressions are used through the -
Dcucumber.options system property. The command must include --tags (@authentication to select authentication-tagged scenarios.
To skip scenarios tagged "skip," the exclusion operator is used as --tags ~@skip (meaning "exclude @skip").

Options A and B incorrectly include --tags @skip which wouldincludeskipped tests rather than exclude them.

Therefore, ./gradlew -Dcucumber.options="--tags (@authentication --tags ~@skip" is the correct choice to run authentication
scenarios while excluding anything marked to skip.

i /8 #o4

(DWART is an IT company that develops cyber security software and web applications. The organization ensures that all users
should be identified and authorized, enforces proper auditing, secures data at rest, ensures that the attacker cannot bypass the
security layers, implements muiltiple layers of defense, maintains proper data integrity, and performs proper input validation for the
application. Based on the above-mentioned information, which of the following secure coding principles is achieved by DWART?.)

A. Secure by implementation.
B. Secure by communication.
C. Secure by default.
D. Secure by design.
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The practices described-user identification and authorization, auditing, defense-in-depth, data protection, integrity enforcement, and
nput validation-are core elements that are planned and architected into the system from the beginning. These controls reflectSecure
by Design, which focuses on embedding security principles at the design and architecture stage rather than adding them later. Secure
by implementation emphasizes coding correctness, secure by default focuses on default configurations, and secure by communication
focuses on trusted commumnication channels. DWART's approach shows a holistic security mindset that anticipates attacker behavior
and integrates layered defenses and controls into the system blueprint. This aligns directly with Secure by Design, which aims to
reduce systemic risk by ensuring the application's foundational structure enforces security consistently across all components and use
cases.

PRI #65

(Helena Luke has been working as a DevSecOps engineer in an IT company located in Denver, Colorado. To seamlessly secure
source code during build time and enhance the runtime protection functionalities to the source code, she would like to integrate
Jscrambler with GitLab. Therefore, she selected a predefined template and successfully downloaded the Jscrambler configuration
file. She then placed the file in the project's root folder and renamed tt as .jscramblerrc. To prevent the exposure of sensitive
information, she opened the Jscrambler configuration file and removed the access and secret keys from it. In which of the following
formats does the Jscrambler configuration file exist?.)

A HIML.
B. JSON.
C. YAML
D. XML

£%: B
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The Jscrambler configuration file .jscramblerrc is written nJSON format. JSON is widely used for configuration because 1t is
lightweight, human-readable, and easily parsed by tools in CI/CD pipelines.

Removing access and secret keys from this file is a recommended security practice to prevent credential leakage when the repository
is shared or stored in version control. Instead, credentials are typically njected through environment variables or secure CI/CD
secrets. XML, YAML, and HTML are not the formats used by Jscrambler for its primary configuration file. Using JSON-based
configuration during the Code stage allows consistent integration with GitLab pipelines while maintaining secure handling of sensitive
data.
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