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CompTIA Cloud+ (2025) Sample Questions (Q117-Q122):
NEW QUESTION # 117 
An administrator used a script that worked in the past to create and tag five virtual machines. All of the virtual machines have been
created: however, the administrator sees the following results:
{ tags: [ ] }
Which of the following is the most likely reason for this result?

A. Command deprecation
B. Service quotas
C. API throttling
D. Compatibility issues

Answer: A

Explanation:
The most likely reason for the script creating virtual machines without tags, despite working in the past, is command deprecation.
Cloud service providers update their APIs and CLI commands over time, and a previously used command to tag resources might no
longer be valid.
Reference: Understanding cloud service APIs and the importance of keeping up with updates is part of cloud technical operations
covered in CompTIA Cloud+.

NEW QUESTION # 118 
A company receives files daily from a bank. The company requires that the files must be copied from the cloud storage resource to
another cloud storage resource for further processing. Which of the following methods requires the least amount of effort to achieve
the task?

A. REST
B. SOAP
C. Event-driven architecture
D. Remote procedure call

Answer: C

Explanation:
An event-driven architecture is the most efficient method for automating the task of copying files from one cloud storage resource to
another upon their arrival. This architecture allows systems to automatically trigger actions based on specific events, such as the
arrival of new files, minimizing manual effort and ensuring timely processing.

NEW QUESTION # 119 
A cloud engineer is collecting web server application logs to troubleshoot intermittent issues.
However, the logs are piling up and causing storage issues. Which of the following log mechanisms should the cloud engineer
implement to address this issue?

A. Inspection
B. Splicing
C. Sampling
D. Rotation

Answer: D

Explanation:
Log rotation is the mechanism the cloud engineer should implement to address the issue of logs piling up and causing storage issues.
Log rotation involves automatically archiving old log files and creating new ones after a certain size or time period, preventing storage
issues.

NEW QUESTION # 120 



A cloud engineer is receiving multiple alerts from the infrastructure monitoring agent. The alerts state that all the VMs in the public
subnet are at 100% CPU utilization. However, when the engineer checks the network utilization of the VMs, the network throughput
is at normal levels. Which of the following is the most likely cause of this issue?

A. Zombie instances
B. Cryptojacking
C. Ransomware
D. DDoS

Answer: B

Explanation:
A . Ransomware: Encrypts data to demand payment but doesn't typically result in sustained high CPU utilization.
B . Cryptojacking: Involves unauthorized use of VMs to mine cryptocurrency, leading to 100% CPU usage without high network
activity.
C . DDoS: Causes high network throughput and latency, which are not present in this scenario.
D . Zombie instances: Refers to unused VMs consuming resources unnecessarily but doesn't explain high CPU utilization.
Reference:
CompTIA Cloud+ CV0-004 Study Guide, Objective 4.5: Identify and mitigate security incidents in cloud environments.

NEW QUESTION # 121 
Participant attendance has been poor at the last few weekly meetings. The project manager wants to validate who the participants
should be, how often the meetings should occur, and on which day and at what time the meeting should be held. Which of the
following is the best place to validate this information?

A. Project schedule
B. Project management plan
C. Project business case
D. Project communication plan

Answer: D

Explanation:
The communication plan defines the meeting cadence, frequency, participants, formats, and methods of communication. If
participation is low, the project manager refers to this plan for validation and adjustment. This is part of governance and compliance
to ensure the right stakeholders are engaged appropriately.

NEW QUESTION # 122
......
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