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NEW QUESTION # 193
What are two key characteristics of a Type 1 hypervisor? (Choose two.)

e A is hardened against cyber attacks
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¢ B. allows multiple, virtual (or guest) operating systens to run concurrently on a single physical host computer
¢ C. runs within an operating system
¢ D. runs without any vulnerability issues

Answer: A.B

Explanation:

A Type 1 hypervisor, also known as a bare-metal hypervisor, is a software layer that runs directly on the hardware of a physical
host computer, without requiring an underlying operating system. A Type 1 hypervisor can create and manage muiltiple isolated
virtual machines (VMs), each with its own virtual (or guest) operating system and applications. A Type 1 hypervisor is hardened
against cyber attacks, as it has a smaller attack surface and fewer vulnerabilities than a Type 2 hypervisor, which runs within an
operating system A Type 1 hypervisor also offers better performance, scalability, and resource utilization than a Type 2 hypervisor.
References: 10 Palo Alto Networks PCCET Exam Practice Questions, Palo Alto Networks Certified Cybersecurity Entry-level
Technician v1.0, FREE Cybersecurity Education Courses.

NEW QUESTION # 194
‘Which scenario highlights how a malicious Portable Executable (PE) file is leveraged as an attack?

A. Corruption of security device memory spaces while file is in transit

B. Laterally transferring the file through a network after being granted access
C. Embedding the file inside a pdfto be downloaded and installed

D. Setting up a web page for harvesting user credentials

Answer: C

Explanation:

Malicious Portable Executable (PE) files hidden inside PDF's represent a stealthy delivery tactic where attackers embed executable
payloads within seemingly benign documents. When a user opens the PDF, the embedded PE executes, potentially installing
malware. This approach combines social engineering with file obfuscation to bypass traditional detection methods. Palo Alto
Networks' Advanced WildFire sandboxing inspects such files by detonating them in isolated environments to observe behavior and
identify hidden threats. This detection technique is critical for uncovering evasive malware concealed within common file types before
they reach end-users.

NEW QUESTION # 195
Which pillar of Prisma Cloud application security does vulnerability management fall under?

A. dynamic computing
B. compute security
C. network protection

D. identity security
Answer: B

Explanation:

Prisma Cloud comprises four pillars:

# Visibility, governance, and compliance. Gain deep visibility into the security posture of multicloud environments. Track everything
that gets deployed with an automated asset inventory, and maintain compliance with out-of-the-box governance policies that enforce
good behavior across your environments.

# Compute security. Secure hosts, containers, and serverless workloads throughout the application lifecycle. Detect and prevent
risks by integrating vulnerability intelligence into your integrated development environment (IDE), software configuration management
(SCM), and CI/CD workflows. Enforce machine learning-based runtime protection to protect applications and workloads in real
time.

# Network protection. Continuously monitor network activity for anomalous behavior, enforce microservice-aware micro-
segmentation, and implement industry-leading firewall protection. Protect the network perimeter and the connectivity between
containers and hosts.

# Identity security. Monitor and leverage user and entity behavior analytics (UEBA) across your environments to detect and block
malicious actions. Gain visibility into and enforce governance p



NEW QUESTION # 196

Match the Identity and Access Management (IAM) security control with the appropriate definition.
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NEW QUESTION # 197
Which option is a Prisma Access security service?
e A Virtual Private Networks (VPNs)
¢ B. Software-defined wide-area networks (SD-WANSs)
e C. Compute Security

D. Firewall as a Service (FWaaS)
Answer: D

Explanation:

Prisma Access provides firewall as a service (FWaaS) that protects branch offices from threats while also providing the security
services expected from a next-generation firewall. The full spectrum of FWaaS includes threat prevention, URL filtering, sandboxing,
and more.

NEW QUESTION # 198
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