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NEW QUESTION # 49
What is the name of the missing layer in the Open Systens Interconnection (OSI) model shown below?

A. User

B. Protocol
C. Control
D. Transport

Answer: D
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NEW QUESTION # 50
Which standard focuses on protecting sensitive information across all organizational systems through a broad information security
management system (ISMS)?

A. ISO/IEC 27001

B. None of the above

C. ISA/IEC 62443

D. Both ISA/IEC 62443 and ISO/IEC 27001

Answer: A

Explanation:

ISO/IEC 27001 is the international standard specifically designed for creating and managing an Information Security Management
System (ISMS) across an entire organization, including IT systems, data centers, and administrative controls.

"ISO/IEC 27001 specifies the requirements for establishing, implementing, maintaining and continually improving an ISMS."

- ISO/IEC 2700122022, Clause 1 - Scope

While ISA/IEC 62443 focuses on industrial control systems (IACS) and operational technology (OT) security, it complements but
does not replace the ISMS scope of ISO/IEC 27001.

References:

ISO/IEC 27001:2022 - Clauses 1-3

ISA/IEC 62443-2-1 - Integration with existing ISMS frameworks

NEW QUESTION # 51
An industrial control system requires strong protection against intentional violations using sophisticated means and moderate skills.
According to the Security Level (SL) definitions, which SL should be targeted?

A SL1
B.SL4
C.SL2
D.SL3

Answer: D

Explanation:

Security Levels (SLs) in the ISA/IEC 62443 framework define the degree of protection against specific threat actors. SL 3 is
designed to protect against intentional violations using sophisticated means with moderate skills, moderate motivation, and IACS-
specific knowledge.

"SL 3: Protection against intentional violation using sophisticated means with moderate skills, moderate motivation, and IACS-
specific knowledge."

- ISA/IEC 62443-3-3:2013, Table 3 - Target Security Level definitions

This level is commonly applied to systems facing well-resourced threat actors such as organized cybercriminals or advanced
persistent threats (APTs), where higher assurance is necessary than what SL1 or SI.2 would provide.

References:

ISA/IEC 62443-3-32013 - Table 3

ISA/IEC 62443-1-1 - Security Level Definitions

ISA/IEC 62443-3-2 - Security level selection and justification guidance

NEW QUESTION # 52
What is the definition of "defense in depth” when referring to
Available Choices (select all choices that are correct)

A. Using countermeasures that have intrinsic technical depth.

B. Applying multiple countermeasures in a layered or stepwise manner
C. Aligning all resources to provide a broad technical gauntlet

D. Requiring a minimum distance requirement between security assets

Answer: B



NEW QUESTION # 53
‘Which part of the standard provides a list of possible Foundational Requirements to address assessed risks?

A. ISA/IEC 62443-3-3
B. ISA/IEC 62443-3-2
C. ISA/IEC 62443-3-1
D. ISA/IEC 62443-3-4

Answer: A

Explanation:

ISA/TEC 62443-3-3 provides the list of Foundational Requirements (FRs) for IACS cybersecurity, mapping security controls to
each FR to address risks identified during the risk assessment process. The seven FRs include: Identification & Authentication
Control (IAC), Use Control (UC), System Integrity (SI), Data Confidentiality (DC), Restricted Data Flow (RDF), Timely Response
to Events (TRE), and Resource Availability (RA).

Reference: ISA/IEC 62443-3-3:2013, Section 4.3 and Table 3 ("List of Foundational Requirements").
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