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Fortinet FCSS_EFW_AD-7.4 Exam Syllabus Topics:

Topic Details

Topic 1

System Configuration: This section of the exam measures the skills of Network Security Engineers and
covers the implementation of the Fortinet Security Fabric, ensuring seamless integration across security
solutions. It also includes configuring hardware acceleration on FortiGate devices to optimize performance.
Candidates will learn to set up different operation modes for high-availability clusters and implement
enterprise networks using VLANs and VDOMs. Additionally, it covers various use case scenarios that
demonstrate how Fortinet solutions contribute to secure network environments.

Topic 2

Security Profiles: This section of the exam measures the skills of Network Security Engineers and focuses
on managing security inspection profiles, including SSL and SSH inspections. Candidates will learn to
apply a combination of web filtering, application control, and Internet Service Database (ISDB) to enhance
network security. The section also covers integrating Intrusion Prevention Systems (IPS) to monitor and
mitigate threats within enterprise networks.

Topic 3

Central Management: This section of the exam measures the skills of Security Administrators and focuses
on implementing central management for Fortinet security solutions. It includes configuring and managing
devices centrally to streamline network security operations. Candidates will understand how to maintain
consistency in security policies and automate deployments for efficient management of large-scale
enterprise environments.
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Topic 4

Routing: This section of the exam measures the skills of Security Administrators and covers the
implementation of advanced routing protocols to manage enterprise traffic effectively. Candidates will gain
expertise in configuring Open Shortest Path First (OSPF) for dynamic routing and Border Gateway
Protocol (BGP) to facilitate communication between different networks, ensuring efficient traffic flow
across enterprise environments.

Topic 5

VPN: This section of the exam measures the skills of Network Security Engineers and covers the
implementation of secure communication tunnels for enterprise environments. Candidates will learn to
configure IPsec VPN with IKE version 2 to establish encrypted connections. The section also includes the
implementation of ADVPN to enable on-demand VPN tunnels between different sites, ensuring secure and
dynamic connectivity.
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Fortinet FCSS - Enterprise Firewall 7.4 Administrator Sample Questions
(Q61-Q66):
NEW QUESTION # 61 
Refer to the exhibit, which shows the device and policy layers for FortiGate key operations.

How can the administrator restore a previous FortiGate configuration, which had more policies than the current one, without the
layer synchronization between the device and policy layers on FortiManager?

A. Use the global ADOM to access the previous configurations and install policies on ADOM devices to synchronize all
layers.
B. Find the configuration file by date and time in the provisioning templates, then reinstall the policy package to apply the
configuration changes.
C. Locate the configuration ID in the FortiGate revision history, click revert, install the device settings, and import policies to
sync the policy package.
D. Retrieve the configuration, import system templates, and reinstall the policy package on FortiGate.

Answer: C
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NEW QUESTION # 62 
Refer to the exhibit, which shows an ADVPN network.

An administrator must configure an ADVPN using IBGP and EBGP to connect overlay network 1 with 2.
What two options must the administrator configure in BGP? (Choose two.)

A. set ebgp-enforce-multrhop enable
B. set ibgp-enforce-multihop advpn
C. set next-hop-self enable
D. set attribute-unchanged next-hop

Answer: A,C

Explanation:
In this ADVPN (Auto-Discovery VPN) network, there are two hubs (Hub A and Hub B) connected via EBGP, while IBGP is used
within each overlay. To ensure proper BGP routing between the overlays, the administrator must configure specific BGP options..
set ebgp-enforce-multihop enable
By default, EBGP requires directly connected neighbors. Since Hub A and Hub B are not directly connected but reach each other
over an IPsec tunnel, multihop must be enabled for EBGP sessions to work.
set next-hop-self enable
In IBGP, the next-hop attribute does not change by default. When an IBGP route is advertised from a spoke to another hub or
spoke, the next-hop needs to be updated to ensure proper reachability. Enabling next-hop-self forces the BGP speaker to advertise
itself as the next-hop, ensuring that all spokes properly reach routes across the overlays.

NEW QUESTION # 63 
Refer to the exhibit, which shows a LAN interface connected from FortiGate to two FortiSwitch devices.



What two conclusions can you draw from the corresponding LAN interface? (Choose two.)

A. This connection is using a FortiLInk to manage VLANs on FortiGate.
B. FortiGate is using an SD-WAN-type interface to connect to a FortiSwitch device with MCLAG.
C. The LAN interface must use a 802.3ad type interface.
D. You must enable STP or RSTP on FortiGate and FortiSwitch to avoid layer 2 loopbacks.

Answer: A,C

Explanation:
The diagram shows a FortiGate connected to two FortiSwitches, which suggests the use of FortiLink, Fortinet's protocol for
managing switches directly from a FortiGate. Since multiple connections are being used, the LAN interface must be set to 802.3ad
(LAG) mode to aggregate the links for redundancy and load balancing.
This setup allows FortiGate to handle VLAN assignments dynamically, as seen with VLAN 10 (192.168.15.1/24). FortiLink
ensures seamless integration between FortiGate and FortiSwitches, making STP unnecessary because Fortinet's MCLAG prevents
loops at Layer 2. SD-WAN, on the other hand, is used for WAN interfaces and does not apply to switch connectivity in this
scenario.

NEW QUESTION # 64 
An administrator applied a block-all IPS profile for client and server targets to secure the server, but the database team reported the
application stopped working immediately after. How can an administrator apply IPS in a way that ensures it does not disrupt existing
applications in the network?

A. Limit the IPS profile to server targets only to avoid blocking connections from the server to clients.
B. Select flow mode in the IPS profile to accurately analyze application patterns.
C. Set the IPS profile signature action to default to discard all possible false positives.
D. Use an IPS profile with all signatures in monitor mode and verify patterns before blocking.

Answer: D

Explanation:
Applying an aggressive IPS profile without prior testing can disrupt legitimate applications by incorrectly identifying normal traffic as
malicious. To prevent disruptions while still monitoring for threats:
Enable IPS in "Monitor Mode" first:
This allows FortiGate to log and analyze potential threats without actively blocking traffic.
Administrators can review logs and fine-tune IPS signatures to minimize false positives before switching to blocking mode.
Verify and adjust signature patterns:
Some signatures might trigger unnecessary blocks for legitimate application traffic. By analyzing logs, administrators can disable or
modify specific rules causing false positives.

NEW QUESTION # 65 
An administrator must improve the resiliency of a link by minimizing data loss within the enterprise network that has full path
redundancy.
What should the administrator enable on the FortiGate devices that use BGP as dynamic routing protocol between two separate
autonomous systems? (Choose two.)

A. route-reflector-client
B. graceful-restart
C. ibgp-multipath
D. bfd

Answer: B,D

NEW QUESTION # 66
......
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