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GIAC Strategic Planning, Policy, and Leadership (GSTRT) Sample Questions
(Q55-Q60):
NEW QUESTION # 55 
Which of the following is a key characteristic of nation-state threat actors?
Response:

A. They primarily engage in website defacements
B. They are primarily motivated by financial gain
C. They often target critical infrastructure, government entities, and high-value intellectual property
D. They lack significant resources and technical expertise

Answer: C

NEW QUESTION # 56 
What is the best method to provide constructive feedback to a cybersecurity team member after a project failure?
Response:

A. Highlight only the mistakes made during the project
B. Schedule a private meeting, focus on areas for improvement, and offer actionable suggestions
C. Discuss their mistakes during a team meeting to provide a learning opportunity for others
D. Send an email summarizing their mistakes and ask them to do better next time

Answer: B

NEW QUESTION # 57 
What is a key element of successful change management in cybersecurity?
Response:

A. Avoiding any external stakeholder involvement
B. Involving team members in decision-making and providing regular updates
C. Limiting communication to senior leadership only
D. Imposing strict timelines with no flexibility

Answer: B

NEW QUESTION # 58 
Which of the following is a key step in developing a security program that can scale with business growth?
Response:

A. Limiting the program to current business requirements
B. Avoiding investment in new technology
C. Building flexible policies and controls that can adapt to changing business needs and threats
D. Creating static policies that will never change

Answer: C

NEW QUESTION # 59 
What is the primary benefit of including metrics in a cybersecurity program development process?
Response:

A. Metrics make the program development process longer
B. Metrics help justify the removal of security controls
C. Metrics provide a clear way to measure the effectiveness and success of the program
D. Metrics reduce the need for employee training



Answer: C

NEW QUESTION # 60
......
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