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B #43

A company provides an API that runs on the public cloud for its customers. A fixed number of VMs host the APIs. During peak
hours, the company notices a spike in usage that results in network communication speeds slowing down for all customers. The
management team has decided that access for all customers should be fair and accessible at all times. Which of the following is the
most cost-effective way to address this issue?

e A Increase the MTU on the VM.

e B. Enable throttling on APIs.

e C. Use an allow Iist for customers using APIs.
e D. Increase the number of VMs running APIs.

EfE: B

AR

Comprehensive and Detailed Explanation From Exact Extract:

API throttling limits the number of requests a user or system can make in a given time frame. This ensures that no single customer
overwhelns the service, maintaining fair access and stability for all users during peak usage periods. It is cost-effective as it avoids
unnecessary resource scaling.

Relevant Extract from CompTIA CloudNetX CNX-001 Study Guide - under "API Management and Traffic Control™
"Throttling allows for controlled usage of APIs, preventing service degradation and ensuring equitable access during high traffic
periods." Other options:

* A. Allow Iists control access, not traffic volume.

* B. Increasing VM increases cost and may not scale linearly.

* D. MTU settings affect packet size but not API-level fairmess or traffic spikes.
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H #44

A network architect is designing a new network for a rural hospital system Given the following requirements:
*Highly available

*Consistent data transmission

*Resilient to simultaneous failures

Which of'the following topologies should the architect use?

¢ A. Hub-and-spoke
e B. Star

e C. Mesh

¢ D. Collapsed core

IEf#: B

A -
A full-mesh topology provides multiple redundant, direct paths between every site, eliminating single points of failure, ensuring
consistent transmission even if one or more links fail, and maximizing overall availability.

HM #45

A company is expanding its network and needs to ensure improved stability and reliability. The proposed solution must fulfill the
following requirements:

Detection and prevention of network loops

Automatic configuration of ports

Standard protocol (not proprietary)

Which of'the following protocols is the most appropriate?

e A SIP
e B.BGP
e C.STP
e D.RTSP

Ef#: C

fi .-
The Spanning Tree Protocol (IEEE 802.1D) is a non-proprietary standard that automatically detects Layer 2 loops and dynamically
places redundant switch ports into a blocking or forwarding state, ensuring loop prevention and automatic port configuration.

E Y #46

A network engineer is establishing a wireless network for handheld inventory scanners in a manufacturing company's warehouse. The
engineer needs an authentication mechanism for these scanners that uses the Wi-Fi network and works with the company's Active
Directory. The business requires that the solution authenticate the users and authorize the scanners. Which of the following provides
the best solution for authentication and authorization?

A. RADIUS
B. LDAP

C. PKI

D. TACACS+

IEf#: A

AR :

Using a RADIUS server with 802.1X on the Wi-Fi infrastructure allows the scanners (and their users) to be authenticated against
Active Directory and mapped to the correct authorization policies. TACACS is geared toward device management, LDAP alone
doesn't handle the Wi-Fi 802.1X handshake, and PKI by itself wouldn't provide the user-to-device authorization flow needed.
RADIUS gives you both authentication and authorization tied into AD.



HE #47

A developer reports errors when trying to access a web application. The developer uses Postmman to troubleshoot and receives the
following error:

* HTTP Status: 403 Forbidden

* Headers include authentication-related variables such as access_key, signature, salt, and timestamp

* The request is a GET request to a payment methods API

Which of'the following is the cause of the issue?

A. Lack ofuser authentication
B. Too restrictive NGFW rule
C. Requested element not found
D. Incorrect HTTP redirection

Ef#: A

RN

Comprehensive and Detailed Explanation From Exact Extract:

A 403 Forbidden error indicates that the request was understood by the server but is refusing to fulfill it due to insufficient
authorization. The developer is attempting to call a protected API that requires valid credentials such as an access key and signature
(often used in HMAC-based APIs), but the values appear as Postman variables (e.g., {{rapyd access_key} }), which suggests they
were not replaced with actual credentials.

This typically means that the request lacks proper authentication or authorization headers, or the keys

/signature are incorrect or missing. The presence of access_key, signature, salt, and timestamp in the request implies the API
requires authentication, but the variables were not resolved or valid.

Relevant Extract from CompTIA CloudNetX CNX-001 Study Guide - under "API Security and Authentication™

"A 403 error typically results from failed authentication or lack of proper authorization. Developers must ensure that tokens or
signatures are valid, not missing, and properly injected." Other options:

* A. 404 is the code for a missing resource, not 403.

* C. A firewall rule would block the request entirely (e.g., no response or a 0 status), not result in a 403 from the server.

* D. HTTP redirection issues typically result in 3xx codes, not 403.

B #48
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