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R #175
A network administrator is configuring access points for installation in a dense environment where coverage is often overlapping,

Which of'the following channel widths should the admnistrator choose to help minimize interference in the 2.4GHz spectrum?

A. 80MHz
B. 11MHz
C. 20MHz
D. 160MHz
E. 40MHz

EfE: C

fEE R
Reference: CompTIA Network+ Certification Exam Objectives - Wireless Networks section.

M #176
What is the most likely cause for a new NIC not working when a port security feature is enabled on the switch?

A. PoE power budget

B. BPDU guard settings

C. Link aggregation settings

D. MAC address of the new card

A -

Ifa switch has port security enabled (such as sticky MAC or a configured allowed MAC), the port will only allow the original NIC's
MAC address. When a new NIC with a different MAC address is installed, the port rejects traffic, preventing network connectivity.
* B. BPDU guard protects against rogue switches, not end hosts.



* C. Link aggregation applies when bundling multiple uplinks, not a single PC connection.

* D. PoE budget applies to powered devices like APs, not PCs.

References (CompTIA Network+ N10-009):

* Domain: Network Troubleshooting - Port security, MAC address filtering, switch security features.

HE #177

A customrer is adding fiber connectivity between adjacent buildings. A technician termmnates the multimode cable to the fiber patch
panel. After the technician connects the fiber patch cable, the indicator light does not turn on. Which of the following should a
technician try first to troubleshoot this issue?

e A. Reterminate the fibers.

® B. Reverse the fibers.

e C. Verify the fiber size.

e D. Examine the cable runs for visual faults.

Ef#: B

A -

‘When working with fiber optic cables, one common issue is that the transmit (TX) and receive (RX) fibers might be reversed. The
first step in troubleshooting should be to reverse the fibers at one end to ensure they are correctly aligned (TX to RX and RX to
TX). This is a simple and quick step to rule out a common issue before moving on to more complex troubleshooting,

HR#178

A network admmistrator has been taskedwith configuring a network for a newcorporate office. The office consists of twobuildings,
separated by 50 feet with nophysical connectivity. The configuration mustmeet the following requirements:

. Devices in both buildings should be

able to access the Internet.

. Security insists that all Internet traffic

be inspected before entering the

network.

. Desktops should not see traffic

destined for other devices.

INSTRUCTIONS

Select the appropriate network device foreach location. If applicable, click on themagnifying glass next to any device whichmay
require configuration updates and makeany necessary changes.

Not all devices will be used, but all locationsshould be filled.

Ifat any time you would like to bring backthe initial state of the simulation, please click the Reset All button.
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Wireless range extender




Basic Configuration

Access Point Name

SID Broadcast

Wireless — - -€) Wired

Mode 3 h, = Speed -*Cp p

Channel P Duplex @ Auto
Security Configuration -
Security Settings © None © WEP O WPA O WPA2 ® WPA2 - Enterprise

Key or Passphrase N@En71$90*Ha

Reset to Default

Firewall

Rule Name Destination &enim Action
DNS Rule 192,168.0.1/24 DNS PERMIT

PS Ourbound—l-l ﬁi 0.1/24 HTTPS PERMIT
Managemem: .168.0. PERMIT

HTTPS Inbound .168.0. DENY




WAP Settings

Basic Configuration

Access Point Name

Security Configuration
Security Settings O None © WEP

Key or Passphrase S3cretkey!

il

See the step by step complete solution below.

Explanation:

* Devices in both buildings should be able to access the Internet.

* Security insists that all Internet traffic be inspected before entering the network.

* Desktops should not see traffic destined for other devices.

Here is the corrected layout with explanation:

* Building A:

* Switch: Correctly placed to connect all desktops.

* Firewall: Correctly placed to inspect all incoming and outgoing traffic.

* Building B:

* Switch: Not needed. Instead, place aWireless Access Point (WAP)to provide wireless connectivity for laptops and mobile
devices.

* Between Buildings:

* Wireless Range Extender: Correctly placed to provide connectivity between the buildings wirelessly.

* Connection to the Internet:

* Router: Correctly placed to connect to the Internet and route traffic between the buildings and the Internet.

* Firewall: The firewall should be placed between the router and the internal network to inspect all traffic before it enters the
network.

* Top-left (Building A): Switch

* Bottom:-left (Building A): Firewall (inspect traffic before it enters the network)

* Top-middle (Internet connection): Router

* Bottom-middle (between buildings): Wireless Range Extender

* Top-right (Building B): Wireless Access Point (WAP)

Corrected Setup:In this corrected setup, the WAP in Building B will connect wirelessly to the Wireless Range Extender, which is
connected to the Router. The Router is connected to the Firewall to ensure all traffic is inspected before it enters the network.
* SSID: CORP

* Security Settings: WPA2 or WPA?2 - Enterprise



* Key or Passphrase: [Enter a strong passphrase]

* Mode: [Set based on your network plan]

* Channel: [Set based on your network plan]

* Speed: Auto

* Duplex: Auto

Configuration for Wireless Range Extender:With these settings, both buildings will have secure access to the Internet, and all traffic
will be inspected by the firewall before entering the network. Desktops and other devices will not see traffic intended for others,
maintaining the required security and privacy.

Uploaded image

To configure the wireless range extender for security, follow these steps:

* SSID (Service Set Identifier):

* Ensure the SSID is set to "CORP" as shown in the exhibit.

* Security Settings:

* WPA20rWPA?2 - Enterprise: Choose one of these options for stronger security.

'WPA2-Enterprise provides more robust security with centralized authentication, which is ideal for a corporate environment.

* Key or Passphrase:

* Ifyou select WPA2, enter a strong passphrase in the "Key or Passphrase" field.

* Ifyou select WPA2 - Enterprise, you will need to configure additional settings for authentication servers, such as RADIUS, which
is not shown in the exhibit.

* Wireless Mode and Channel:

* Set the appropriate mode and channel based on your network design and the environment to avoid interference. These settings are
not specified in the exhibit, so set them according to your network plan.

* Wired Speed and Duplex:

* Set the speed to "Auto" unless you have specific requirements for 100 or 1000 Mbps.

* Set the duplex to "Auto" unless you need to specify half or full duplex based on your network equipment.

* Save Configuration:

* After making the necessary changes, click the "Save" button to apply the settings.

Here is how the configuration should look after adjustments:

* SSID: CORP

* Security Settings: WPA2 or WPA?2 - Enterprise

* Key or Passphrase: [Enter a strong passphrase]

* Mode: [Set based on your network plan]

* Channel: [Set based on your network plan]

* Speed: Auto

* Duplex: Auto

Once these settings are configured, your wireless range extender will provide secure connectivity for devices in both buildings.
Firewall setting toto ensure complete compliance with the requirements and best security practices, consider the following



adjustments and additions:

* DNS Rule: This rule allows DNS traffic from the internal network to any destination, which is fine.
* HTTPS Outbound: This rule allows HTTPS traffic from the internal network (assuming
192.169.0.1/24 is a typo and should be 192.168.0.1/24) to any destination, which is also good for secure
* web browsing,

* Management: This rule allows SSH access to the firewall for management purposes, which is necessary for administrative tasks.
* HTTPS Inbound: This rule denies inbound HTTPS traffic to the internal network, which is good unless you have a web server that
needs to be accessible from the internet.

* HTTP Inbound: This rule denies inbound HTTP traffic to the internal network, which is correct for security purposes.
* Permit General Outbound Traffic: Allow general outbound traffic for web access, email, etc.

* Block All Other Traffic: Ensure that all other traffic is blocked to prevent unauthorized access.
* Correct the Network Typo:

* Ensure that the subnet192.169.0.1/24is corrected t0192.168.0.1/24.

* Permit General Outbound Traffic:

* Rule Name: General Outbound

* Source:192.168.0.1/24

* DestinationnANY

* Service: ANY

* ActionPERMIT

* Deny All Other Traffic:

* Rule Name: Block All

* Source:ANY

* DestinationnANY

* Service:ANY

* ActionDENY

Suggested Additional Settings:Firewall Configuration Adjustments:Here is how your updated firewall settings should look:
Rule Name

Source

Destination

Service

Action

DNS Rule

192.168.0.1/24

ANY

DNS

PERMIT

HTTPS Outbound

192.168.0.1/24

ANY

HTTPS

PERMIT

Management

ANY

192.168.0.1/24

SSH

PERMIT

HTTPS Inbound

ANY

192.168.0.1/24

HTTPS

DENY

HTTP Inbound

ANY

192.168.0.1/24

HTTP

DENY

General Outbound

192.168.0.1/24

ANY

ANY

PERMIT



Block All

ANY

ANY

ANY

DENY

These settings ensure that:

* Internal devices can access DNS and HTTPS services externally.

* Management access via SSH is permitted.

* Inbound HTTP and HTTPS traffic is denied unless otherwise specified.
* General outbound traffic is allowed.

* All other traffic is blocked by default, ensuring a secure environment.
Make sure to save the settings after making these adjustments.

H #179
Which of the following facilities is the best example of a warmssite in the event of information system disruption?

A. A full infrastructure in place, but no current data on site

B. A full electrical infrastructure in place, but no customer devices on site
C. A combination of public and private cloud services to restore data

D. A partial infrastructure, software, and data on site

Ef: A

A -
A warmsite typically has a full infrastructure ready, but it lacks the most up-to-date data or is not immediately operational. It
requires some configuration or data restoration to become fully functional.

B #180
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