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CWNP Certified Wireless Security Professional (CWSP) CWSP-208
Priifungsfragen mit Losungen (Q88-Q93):

88. Frage
What wireless security protocol provides mutual authentication without using an X.509 certificate?

A. EAP-MD5

B. EAP-TTLS

C. EAP-TLS

D. EAP-FAST

E. PEAPvVI/EAP-GTC

F. PEAPVO/EAP-MSCHAPv2

Antwort: D

Begriindung;

EAP-FAST (Flexible Authentication via Secure Tunneling) provides:
Mutual authentication using Protected Access Credentials (PACs).
Does not require X.509 certificates for either client or server (although optional for servers).
Is faster and easier to deploy in environments lacking a PKI.
Incorrect:

B). EAP-MD?S provides no mutual authentication.

C). EAP-TLS requires client and server certificates.

D). PEAPV/EAP-MSCHAPV2 requires a server cettificate.

E). EAP-TTLS requires a server certificate.

F). PEAPvI/EAP-GTC still requires a server cettificate.
References:

CWSP-208 Study Guide, Chapter 4 (EAP Method Comparisons)
Cisco EAP-FAST Whitepaper

Wi-Fi Alliance EAP Interoperability Matrix

89. Frage

Given: Many corporations configure guest VLANSs on their WLAN controllers that allow visitors to have Internet access only. The
guest traffic is tunneled to the DMZ to prevent some security risks.

In this deployment, what risks are still associated with implementing the guest VLAN without any advanced traffic monitoring or
filtering features enabled? (Choose 2)

¢ A Peer-to-peer attacks can still be conducted between guest users unless application-layer monitoring and filtering are
implemented.

¢ B. Intruders can send spam to the Internet through the guest VLAN.

¢ C. Guest users can reconfigre AP radios servicing the guest VLAN unless unsecure network management protocols (e.g.
Telnet, HTTP) are blocked.

¢ D. Once guest users are associated to the WLAN, they can capture 802.11 frames from the corporate VLANS.

¢ E. Unauthorized users can perform Internet-based network attacks through the WLAN.

Antwort: B,E

Begrindung;

Without traffic monitoring or filtering on guest VLLANSs, the following threats remain possible:

Spammers can exploit the open Internet access to send unsolicited traffic en.wikipedia.org Guests may launch external network
attacks (e.g., scanning, DDoS) Peer-to-peer attacks are prevented if client isolation is enabled. AP management plane security is a
separate concermn from VLAN separation, and VLAN isolation prevents frame sniffing into corporate networks.

90. Frage
Given: In XYZ's small business, two autonomous 802.11ac APs and 12 client devices are in use with WPA2- Personal
What statement about the WLAN security of this company is true?

¢ A. Anunauthorized wireless client device cannot associate, but can eavesdrop on some data because WPA2-Personal does



not encrypt multicast or broadcast traffic.

B. An unauthorized WLAN user with a protocol analyzer can decode data frames of authorized users if he captures the

BSSID, client MAC address, and a user's 4-Way Handshake.

¢ C. Intruders may obtain the passphrase with an offine dictionary attack and gain network access, but will be unable to
decrypt the data traffic of other users.

¢ D. A successful attack against all unicast traffic on the network would require a weak passphrase dictionary attack and the

capture of the latest 4- Way Handshake for each client.

E. Because WPA2-Personal uses Open System authentication followed by a 4-Way Handshake, hijacking attacks are easily

performed.

Antwort: D

Begriindung;

In WPA2-Personal, each client derives its Pairwise Transient Key (PTK) based on a shared Pairwise Master Key (PMK) and
values exchanged during the 4- Way Handshake. Therefore, even if the passphrase is cracked, an attacker must still capture the 4-
Way Handshake for each target client in order to decrypt their unicast traffic.

Incorrect:

A). Incorrect because cracking the passphrase allows decrypting data traffic after capturing the 4-Way Handshake.

C). WPA2 encrypts multicast and broadcast traffic using the GTK, which unauthorized clients cannot derive.

D). Capturing BSSID and MAC isn't enough without knowing the passphrase and the full 4-Way Handshake.

E). Hijacking is harder in WP A2-Personal due to the dynamic PTK derived per session.

References:

CWSP-208 Study Guide, Chapter 3 (WPA2-PSK Key Management)

CWNP Learning: WLAN Encryption and PTK Derivation

91. Frage

Given: ABC Corporation is evaluating the security solution for their existing WLAN. Two of their supported solutions include a
PPTP VPN and 802.1X/LEAP. They have used PPTP VPNs because of their wide support in server and desktop operating
systems. While both PPTP and LEAP adhere to the mmimum requirements of the corporate security policy, some individuals have
raised concerns about MS-CHAPv2 (and similar) authentication and the known fact that MS-CHAPV2 has proven vulnerable in
improper implementations.

As a consultant, what do you tell ABC Corporation about implementing MS-CHAPV2 authentication?

(Choose 2)

A. LEAP's use of MS-CHAPWV2 is only secure when combined with WEP.

B. MS-CHAPv2 uses AES authentication, and is therefore secure.

C. MS-CHAPW2 is only appropriate for WLAN security when used inside a TLS-encrypted tunnel.
D. MS-CHAPV2 is compliant with WP A-Personal, but not WP A2-Enterprise.

E. When implemented with AES-CCMP encryption, MS-CHAPY2 is very secure.

F. MS-CHAPV2 is subject to offline dictionary attacks.

Antwort: C,F

Begriindung;

MS-CHAP+2 is a widely used authentication protocol, but it has notable weaknesses:

B). MS-CHAP2 is vulnerable to offline dictionary attacks. Attackers can capture authentication exchanges and attempt password
guesses offline due to predictable hashing behavior.

D). The only secure use of MS-CHAPV2 is inside a secure tunnel (e.g., EAP-TTLS or PEAP), where credentials are protected
during transmission.

Incorrect:

A). MS-CHAPV2 is used in WPA2-Enterprise, not WPA-Personal, and it is allowed under WPA2-Enterprise via PEAP.

C). WEP does not enhance LEAP's security; it compounds vulnerabilities.

E and F. MS-CHAPV2 does not use AES for authentication. Using AES-CCMP for encryption does not fix MS-CHAPv2's
weaknesses.

References:

CWSP-208 Study Guide, Chapter 4 (EAP Methods and Authentication Protocols) CWNP MS-CHAPv2 and PEAP
Implementation Guidelines Microsoft MS-CHAPV2 Vulnerability Advisories

92. Frage



Given: AAA is an architectural framework used to provide three separate security components in a network.

Listed below are three phrases that each describe one aspect of the AAA framework.

Option-1 - This AAA finction is performed first and validates user identify prior to determining the network resources to which they
will be granted access.

Option-2 - This function is used for monitoring and auditing purposes and includes the collection of data that identifies what a user
has done while connected.

Option-3 - This function is used to designate permissions to a particular user.

What answer correctly pairs the AAA component with the descriptions provided above?

e A Option-1 - Authentication
Option-2 - Accounting
Option-3 - Authorization

e B. Option-1 - Access Control
Option-2 - Authorization
Option-3 - Accounting

e C. Option-1 - Authorization
Option-2 - Access Control
Option-3 - Association

e D. Option-1 - Authentication
Option-2 - Accounting
Option-3 - Association

Antwort: A

Begriindung;

AAA stands for:

Authentication: Validates user identity (Option 1).
Authorization: Grants access to specific resources based on policy (Option 3).
Accounting: Tracks user activity (Option 2).

This ordering matches standard network security architecture:
Who are you? # Authentication

What are you allowed to do? # Authorization

What did you do? # Accounting

Incorrect:

A-C. Misplace or mislabel AAA functions.

References:

CWSP-208 Study Guide, Chapter 4 (AAA Framework)
CWNP AAA and WLAN Policy Documents
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