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E ] LN
¢ Log Analysis: This domain focuses on examining and interpreting logs, events, and incidents, using
FRE 1 FortiView dashboards and widgets for data visualization, and diagnosing report generation issues.
o Reports: This domain explains the use of reports, charts, and datasets for presenting security intelligence,
FEE2 covers report configuration to meet organizational requirements, and includes troubleshooting report
generation problems.

e SOC operation and automation: This domain addresses configuring events and event handlers, setting up
T3 incidents and indicators for threat tracking, configuring playbooks and fabric automation for orchestrated
responses, and troubleshooting automation workflow issues.

o Features and concepts: This domain covers FortiAnalyzer's integration with Security Fabric for log
L4 collection, the technical processes of log data flow, normalization and parsing, and the SOC features
available for security monitoring and analysis.
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(Q42-Q47):

I #42
It is a best practice to upload FortiAnalyzer local logs to a remote server. Which three remote servers are supported for the upload?
(Choose three.)

A. SFTP
B. UDP
C. TCP
D. FTP
E. SCP

ZX: ADE

F A8 #43
Which two external servers can you configure to validate administrator logins? (Choose two.)

A. Only locally by FortiAnalyzer
B. RADIUS

C.LDAP

D. Syslog

ER: BC

FIRE #44

After generating a report, you notice the information you were expecting to see is not included in it. However, you confirm that the
logs are there:

Which two actions should you perform? (Choose two.)

A. Test the dataset.

B. Check the time frame covered by the report.
C. Increase the report utilization quota.

D. Disable auto-cache.

EXR: AB

fE RSB«

Exact Extract: Study Guide p.189: for missing report data, check the report time frame and test the dataset.

Technical Deep Dive: The correct answers are A and D. Ifthe logs exist but the generated report lacks expected information, the
first checks are whether the report time frame includes those logs and whether the dataset query returns the expected rows. Reports
are only as accurate as their time filter and SQL dataset.

Disabling auto-cache is not the normal fix; cache improves performance and scheduled reports use it.

Increasing a quota does not correct a wrong time range or broken SQL query unless the report fails for resource reasons, which is
not the scenario described.

FIRE #45
Which statement correctly describes one Difference between templates and reports?


https://www.newdumpspdf.com/FCP_FAZ_AN-7.6-exam-new-dumps.html

A. Tenplates can be cloned, but reports cannot be cloned.

B. Reports provide more configuration options than templates

C. Reports support macros, but templates do not.

D. Template are mapped to device groups. while reports are mapped to ADOMs

EX: B

f RE R «

Exact Extract: Study Guide p.168-p.172: templates define layout, while reports include report settings and more configuration.
Technical Deep Dive: The correct answer is A. Reports provide more configuration options because they include the layout/template
plus operational settings such as time period, target devices, scheduling, filters, output behavior, and advanced settings. Templates
contain the Editor-tab layout elements and do not include basic or advanced report settings. Option B is wrong because both reports
and templates can be cloned.

Option C is wrong because templates can include macros. Option D is wrong because templates are not mapped to device groups
as stated.

R #46
Refer to the exhibit. Which statement about the displayed event is correct?

(] Events Event Status ~ Event Type = Severity <

FE] = sﬂmME‘ﬂr Unhandled ©Web Filter @ Critical

O Web traffic to C&C from 10.0.1.200 detected Unhandled ©@Woeb Filter @ Critical

A. The risk source is isolated.

B. An incident was created from this event.
C. The security risk was blocked or dropped.
D. The security event risk is considered open.

ZE: D

f# R -

Unhandled: The security event risk is not mitigated or contained, so it is considered open.
For example, an IPS/AV log with action—=pass will have the event status Unhandled.
Botnet and IoC events are also considered Unhandled.
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