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Fortinet NSE 5 - FortiNAC-F 7.6 Administrator Sample Questions (Q61-
Q66):

NEW QUESTION # 61
‘Which agent can receive and display messages from FortiNAC to the end user?

A. MDM

B. Passive

C. Dissolvable
D. Persistent

Answer: D

NEW QUESTION # 62

An administrator wants to use FortiNAC-F to prevent internal engineers from accessing specific websites as defined in web filter
categories on FortiGate.

In addition to a security trigger and associated action, which configuration must also be defined on FortiNAC-F?

A. A firewall policy

B. A profiling method
C. A user/host profile
D. A compliance policy

Answer: C

NEW QUESTION # 63

An administrator wants to create a conference manager administrator account but would like to limit the number of conference
accounts that can be generated to 30.

Which statement about conference accounts is true?

e A, The admmistrator can set a maxinum of 30 conference accounts in the administrative profile for the conference manager.

¢ B. Conference account limits are defined in the conference guest and contractor template.

¢ C. InFortiNAC-F, conference accounts can be limited by mutltiples of 25, so the conference administrator could create 50
accounts.

¢ D. The conference account limit is defined in the onboarding conference portal.

Answer: A

Explanation:

In FortiNAC-F, the Conference Manager is a specialized administrative role designed for delegated admnistration, often used by
receptionists or event organizers to create temporary guest accounts. To maintain security and prevent the over-provisioning of
credentials, FortiNAC-F allows for granular restrictions on these accounts.

According to the ForttNAC-F Admnistration Guide regarding Administrative Profiles, when an administrator creates a profile for a
Conference Manager, they can define specific "Account Limits." Under the profile settings (located in System > Settings > Admin
Profiles), there is a field specifically for "Max Accounts." By entering "30" into this field, the administrator ensures that any user
assigned to this profile cannot exceed 30 active conference accounts at any given time.

This setting is distinct from the Portal configuration or the Guest templates. While templates define the type of account (e.g., duration
and access level), the Administrative Profile defines the capabilities and limitations of the person creating those accounts. This
ensures that even if a guest template allows for unlimited registrations, the specific administrator is physically restricted by the system
from generating more than the allotted 30.
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"Admmistrative Profiles define what an administrator can see and do within the system. For delegated administration roles like the
Conference Manager, the Max Accounts' field in the Administrative Profile is used to specify the maximum number of accounts the
user is permitted to create. Once this limit is reached, the user will be unable to generate additional accounts until existing ones expire
or are deleted."

NEW QUESTION # 64
When creating a device profiling rule, what are two advantages of registering the device in the host view? (Choose two.)

A. The devices can be polled for connection status.

B. The devices can be managed as a generic SNMP device.
C. The devices can be associated with a user.

D. The devices will have connection logs.

Answer: C,D

Explanation:

In FortiNAC-F, the Device Profiler is a rule-based engine that evaluates unknown "rogue" devices and classifies them based on
fingerprints and behavior. When a profiling rule matches a device, the administrator can configure the rule to automatically register
that device. The registration process can place the device record in two primary locations: the Topology View (as a device) or the
Host View (as a registered host).

According to the FortiNAC-F Admmistration Guide, registering a device in the Host View provides significant advantages for
identity management and historical tracking. First, the devices can be associated with a user (C). In the FortiNAC database
architecture, the Host View is the primary repository for endpoint identity; placing a profiled device here allows the system to fink
that hardware (MAC address) to a specific user account, whether that user is an employee, guest, or a systenlevel "owner". This
association is essential for Role-Based Access Control (RBAC) and for tracking accountability across the network fabric.
Second, devices registered in the Host View will have connection logs (B). FortiNAC-F maintains a detailed operational history for
all host records, including every instance of the device connecting to or disconnecting froma port, its IP address assignments, and
the specific policies applied during each session. These logs are invaluable for troubleshooting connectivity issues and for security
forensic audits, as they provide a clear timeline of the device's lifecycle on the network. In contrast, devices managed only in the
Topology View are typically treated as infrastructure components where the focus is on device availability rather than individual
session history.

"Devices that are registered and associated with a user are placed in the Host View and removed from the Profiled Devices
window... Placing a device in the Host View allows for the tracking of connection history and the association of the device with a
specific identity or user record within the FortiNAC database."

NEW QUESTION # 65

An administrator has created several device profiling rules and evaluated all existing devices in the database. Some of the devices
appear in the profiled devices view because they matched a rule, but they remain unknown and the registration colunm in the profiled
devices view shows

"No".

What is the most likely cause?

A. The device profiling rule has registration set to manual.
B. The confirm device profiling rule option is not enabled.
C. The devices match more than one device profiling rule.
D. The devices have persistent agents installed, and the point of connection has PA optimization enabled.

Answer: B

Explanation:

In FortiNAC-F, Device Profiling Rules are used to automatically identify and categorize devices (such as IP cameras, printers, or
IoT devices) based on fingerprints like DHCP fingerprints, OIDs, or MAC prefixes. When a device matches a rule, it appears in the
Profiled Devices view.

However, matching a rule does not automatically register the device in the database unless the rule is configured to do so. If the
devices appear in the view but remain "Unknown" and show

"No" in the registration colunmn, it indicates that the "Confirm' (or "Auto-register") action has not been triggered. In the Device
Profiling Rule configuration, there is a setting called "Allow Auto- Approval" or "Confirm'. If this is not enabled, the system identifies
the device but waits for an administrator to manually approve the match before changing the host status from "Unknown'" to
"Registered".



This is a common "safety" configuration used during the initial deployment phase to ensure that the profiling rules are accurate before
the system begins automatically granting network access based on those matches.

"Ifa device matches a rule but is not regjstered, check the rule configuration. The Confirm option (within the Method or Rule
settings) determines if the system automatically regjsters the device upon a match. If Confirm is not enabled, the device will remain in
the 'Profiled' state with a registration status of 'No' until an administrator manually promotes the device."

NEW QUESTION # 66
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