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Microsoft MS-102 Exam Overview:

Cetrtification Vendor: Microsoft
Exam Name: Microsoft 365 Administrator
Exam Number: MS-102
Exam Duration: 120 minutes
Related Certifications: | Microsoft 365 Certified: Administrator Expert
Avalabe Languages: 0o e, Frneh Tapaese, Tk, e Eng. Portgnins (Bt
Passing Score: 700 out of 1000
Muttiple choice, Drag and drop, Case studies, Hot area, Reorder, Active screen, Short answer,
Exam Format: Lal‘tl)lz,pB Lild Tist J P n,
Real Exam Qty: 40-60
Exam Price: USD$165.00
Certificate Validity Period: |1 year (for associated certification, requires renewal)
Sample Questions: Microsoft MS-102 Sample Questions
Exam Way: Online proctored or in-person at a Pearson VUE testing center
Candidates should have experience evaluating, planning, migrating, deploying, and managing
Pre Condition: Microsoﬁ 3§5 services. They should perform Microspﬁ 365. Fenant—levell p]apnmg,
implementation, and administration of cloud and hybrid identities, authentication, governance,
security, compliance, and supporting technologies.
Official Syllabus URL:  |https//learn.microsoft.comven-us/credentials/certifications/exams/ms- 102/
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Deploy and manage a Microsoft 365 tenant: Management of roles in Microsoft 365 and management of
users and groups are discussion points of this topic. It also focuses on implementing and managing a
Microsoft 365 tenant.

feEY 72

Implement and manage Microsoft Entra identity and access: In this topic, questions about Microsoft Entra
tenant appear. Moreover, it delves into implementation and management of authentication and secure
access.

fEY 73

Manage compliance by using Microsoft Purview: Implementation of Microsoft Purview information
protection and data lifecycle management is discussed in this topic. Moreover, questions about
implementing Microsoft Purview data loss prevention (DLP) also appear.

FEY 74

Manage security and threats by using Microsoft Defender XDR: This topic discusses how to use Microsoft
Defender portal to manage security reports and alerts. It also focuses on usage of Microsoft Defender for
Office 365 to implement and manage email and collaboration protection. Lastly, it discusses the usage of
Microsoft Defender for Endpoint for the implementation and management of endpoint protection.
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You have a Microsoft 365 ES subscription that contains the groups shown in the following table.

MName

Type

Group1

Security

Group2

Mail-énabled securnity

.-
- ——

| Group3

Microsoft 365

Group4

Distribution

All the groups are deleted.
Which groups can be restored, and what is the retention period? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Group3 only

Groupl and Group2 only

Group2 and Group4 only

Groupl, Group2, and Group3 only

Groupi, Groupz.irdwqq- gqﬂ Ggosﬁ

Retention period:

v

[
24 hours

7 days

14 days

30 days

90 days
1Ef#:
fRE .

Groups that can be restored:

Retention period:

Group3 only |

Groupl and Group2 only

Group2 and Group4 only

Groupl, Group2, and Group3 only

Groupl, Group2irou

3, and Group4

1ICIrOsS

5 .

v

¢ N
24 hours

7 days

14 days !

30 days

90 days

Explanation:




Answer Area

‘.

Groups that can be restored: | o4 ' Ty
Groupsonly  (\*
Groupl and_G_{bl_zpz only

Group2 and Group4 only

Groupl, Group2, and Group3 only
Groupl, Group2, Group3, and Group4

s

Retention period: ’ vJ

24 hours

7 days

14 days

20 days 2
90 /days

Box 1: Group3 only

Box 2: 30 days

Ifyou' ve deleted a group, it will be retained for 30 days by default. This 30-day period is considered a " soft- delete " because you
can still restore the group. After 30 days, the group and its associated contents are permanently deleted and cannot be restored.
Reference:

https:/learn.microsoft. com/en-us/microsoft-365/admin/create- groups/restore-deleted- group
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You have a Microsoft 365 E5 subscription.

You create a Conditional Access policy named Policyl and assign Policy1 to all users.

You need to configure Policyl to enforce multi factor authentication (MFA) if the user risk level is high.

Which two settings should you configure in Policyl? To answer, select the appropriate settings in the answer area.
NOTE: Each correct selection is worth one point.



New

Condiional Access pabey

Control access based on Conditional Access
policy to bring signals together, to make
decsions. and enforce organizational policies.

Leamn more

Name *
| Pokey1

Assignmenits

S

[Target resources (.

Al cloud apps

Condihions () =. Microsoft

0 conditions selected

Access controls

Grant

0 ¢ontrols selected

Session

0 controls selected

Control access based on Condibonal Acoess
palicy to bnng sgnals 1ogether. 1o make
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Learn more

Hame *

= e

Assign

O 9

@ Target resources |
Al Cloud Jpps

Explanation:
Conditions: Set "User risk" to "High"
To enforce MFA based on user risk, you need to configure the Conditional Access policy to trigger when the user risk level is high.



This setting ensures that the policy is applied only to users who have a high-risk level.

Grant: Require multi-factor authentication

This setting enforces MFA for users who meet the condition set (high user risk). Requiring MFA ensures that users must provide
additional verification, enhancing security for high-risk sign-ins.

HM #98
Your network contains an on-premises Active Directory domain that is synced to Azure AD as shown in the following exhibit.

& Microsoft Azure Active Directory Connect

Synchronized Directories
Adatum.com ADATUM.COM\MSOL_e785c048abcc
Tasks
Review your solution - "N o T CattinAc
Synchronization Settings
mS-DS-ConsistencyGuid userPrincipalName
AlwaysProvision Digabled
Disabled Disableg
f . J T X
Disabled Drsabled
’ ..\. & L -
Disabled Enabled
Disabled Disabled
Enabled Disabled
RV 2 v
(locaidb) ADSyNC

An on-premises Active Directory user account named Allan You is synchronized to Azure AD. You view Allan's account from
Microsoft 365 and notice that his username is set to Allan (@>ddatum.onmicrosoft.com

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE Each correct selection is worth one point.

Statements

From the Azure portal, you can reset the password of Allan Yoo

From the Azure portal, you capconfigure the job title of Allan Yoo

ksomuthe Azure pertal, you can configure the usage location of Allan Yoo.

R/
(R

A




Statements Yes
From the Azure portal, you can reset trcgoom O

No
tFrom the can cabfiflure the job title of Allan Yoo. C D

B Microsof

\@ portal, you can configure the usage location of Allan Yoo. D
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You have a Microsoft 365 ES subscription that uses Microsoft Defender for Office 365.

The subscription has the default inbound anti-spam policy and a custom Safe Attachments policy.

You need to identify the following information:

* The number of email messages quarantined by zero-hour auto purge (ZAP)

* The number of times users clicked a malicious link in an email message Which Email & collaboration report should you use? To
answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

To identify the number of emails guarantined by ZAP: wreat g of
ailflow status report
Spoof detections

Threat protection status

URL threat protection

To identify the number of times users clicked a malicious link ~ Mailflow status report
UELILUETEE \ailflow status report
Spoof detections
Threat protection status
URL threat protection

Mailflow status report

To identify the number of fm@ramined by ZAP: Threat protection status ¥

* [l Threat protection status

e

URL threat protection

To id*&wber of times users clicked a malicious link Mailflow status report v

UELCUET M ailflow status report

. M 0 Threat protection status
B M ICro 5@ URL threat protection

=Microsoft

To identify the number of emails quarantined by ZAP:  Threat protection statuE -

To identify the number of times users clicked a malicious link  Mailflow status report -
in an emaik
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Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique
solution that might meet the stated goals. Some question sets might have more than one correct solution, while others might not have
a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the
TEeView screen.

You have a Microsoft 365 ES subscription.

You create an account for a new security administrator named SecAdminl.

You need to ensure that SecAdminl can manage Office 365 Advanced Threat Protection (ATP) settings and policies for Microsoft
Teams, SharePomt, and OneDrive.

Solution: From the Microsoft 365 admin center, you assign SecAdminl the SharePoint admin role.

Does this meet the goal?

® A Yes
e B. No

Ef#: B

R -

You need to assign the Security Administrator role.

Reference:
https:/docs.microsoft.com/en-us/microsoft-365/security/office- 36 5-security/office- 36 5-atp?view=0365-worldwide
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