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GIAC Security Operations Manager Sample Questions (Q20-Q25):
NEW QUESTION # 20 
What role does data enrichment play in enhancing SOC monitoring capabilities?
Response:

A. It allows SOC to ignore irrelevant data automatically
B. It simplifies data storage requirements
C. It provides additional context to make data more actionable
D. It decreases the volume of data that needs to be analyzed

Answer: C

NEW QUESTION # 21 
When assessing data sources for SOC monitoring, what is an important consideration related to organizational specific use cases?
Response:

A. Avoiding the use of use cases to simplify data collection
B. Implementing the same use cases across different organizations
C. Choosing use cases that are easiest to implement, regardless of relevance
D. Customizing data collection methods to fit these use cases

Answer: D

NEW QUESTION # 22 
Which of the following best illustrates the concept of data enrichment in the context of SOC operations?
Response:

A. Adding threat intelligence information to alerts
B. Reducing the amount of data collected to ease analysis
C. Ignoring redundant data sources
D. Focusing exclusively on external data sources

Answer: A

NEW QUESTION # 23 
What role does risk assessment play in SOC design and planning?
Response:

A. It should be avoided to not discourage stakeholders
B. It helps in prioritizing SOC resources and activities based on potential impacts
C. It is only necessary once, during the initial setup
D. It is irrelevant if the organization has strong perimeter defenses

Answer: B

NEW QUESTION # 24 
In proactive detection, what role does continuous monitoring of network traffic play?
Response:

A. Is only useful for post-incident analysis, not for detection
B. Helps in detecting anomalous activities that may indicate a security incident
C. It is irrelevant if the organization has strong perimeter defenses
D. Should be avoided as it can lead to privacy violations

Answer: B
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