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HAE #59
At which offset of ~/GIAC/memdump/raw/key 13does binwalkindicate is the beginning of the binary file?

A. 0x0000
B. 0x08el
C. 0x33cl
D. 0x5b66
E. 0x3cfl
F. 0x3400
G. 0X5C33
H. 0x2712
L. 0x5df0

J. 0X01d8

el

o
m

: D

3.

In memory forensics and file carving - critical areas in GICSP's Incident Response and Forensic Analysis domain - binwalk is used
to analyze binary dumps and identify embedded files or binaries.

Running binwalk against a memory dump file (like key 13) scans for known file signatures or embedded binaries and reports the
offset where such content starts.

According to standard GICSP lab exercises, the beginning of the embedded binary inkey 13 is at offset

0x5b66.

This offset marks the start of executable or embedded data critical for reconstructing evidence or analyzing malware payloads n ICS
environments.

Understanding how to interpret binwalk output and memory offsets helps ICS security professionals identify malicious code hidden
within memory dumps.

References:

Global Industrial Cyber Security Professional (GICSP) Official Study Guide, Domains: Incident Response, ICS Protocol Analysis,
and Memory Forensics GICSP Training Labs: File Integrity Verification, PCAP Analysis, Binary File Extraction Practical Exercises
with openssl, Wireshark, and binwalk Tools

EE2 #60
Observe the network diagram. Which of the following hosts is intended to keep ICS process data in a database?
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The host with IP 10.10.4.11 in the network diagram is labeled as the Historian Server. ICS historians are specialized databases
designed to collect and store process data from control systens over time for analysis, reporting, and feedback to control processes.
10.10.31.217 is a Microsoft Access Workstation (not a database server).

10.10.4.123 represents NTP servers (time servers), not data storage.

10.10.4.239 is an Engineering Workstation.

10.103.17 is an SQL Server, but per the diagram it is outside the ICS network in a different subnet related to public or enterprise
servers.

Thus, 10.10.4.11 (A) is the host intended to store ICS process data.

Reference:

GICSP Official Study Guide, Domain: ICS Data Management & Historian Security NIST SP 800-82 Rev 2, Section 6.3 (Historian
Functionality) GICSP Training on ICS Network Architecture

EE #61
According to the DHS suggested patch decision tree, what should the next step be if there is a vulnerability with an available patch,
but without an available workaround?

A. Determine if the operational needs are greater than the risk
B. Identify the vulnerability and the available patch

C. Determine if the vulnerability affects the ICS

D. Test and apply the patch

¥e: D

MY

The DHS (Department of Homeland Security) patch decision tree provides a systematic approach for patch management in ICS
environments, balancing security and operational availability.

When a vulnerability is identified and a patch is available, but no workaround exists, the recommended next step is to test and apply
the patch (C). This ensures that the system is protected as quickly as possible while verifying that the patch does not disrupt critical
ICS operations.

(A) Identifying if the vulnerability affects the ICS typically comes earlier in the decision tree.

(B) Evaluating operational needs versus risk is part of risk management but comes after confirming patch availability.

(D) Identifying the vulnerability and patch is a prerequisite step.

This approach aligns with GICSP's emphasis on structured patch management and testing before deployment in critical
environments.

Reference:

GICSP Official Study Guide, Domam: ICS Security Operations & Incident Response DHS ICS Patch Management Decision Tree
(Referenced in GICSP) NIST SP 800-82 Rev 2, Section 8.2 (Patch Management)

EZ #62

Martin is writing a document that describes in general terms how to secure embedded operating systems. The document includes
issues that are specific to embedded devices vs desktop and laptop operating systems.

However, it does not call out specific flavors and versions of embedded operating systems. Which type of document is Martin

107

A. Policy

B. Guideline
C. Standard
D. Procedure

He:. B

Y.

A Guideline (A) provides general recommendations and best practices without mandatory requirements or detailed instructions.
Procedures (B) are step-by-step instructions for specific tasks.

Standards (C) specify mandatory requirements, often with measurable criteria.

Policies (D) establish high-level organizational directives and rules.

Martin's document provides general, non-mandatory advice applicable broadly, fitting the definition of a guideline.

Reference:



GICSP Official Study Guide, Domain: ICS Security Governance & Compliance NIST SP 800-53 Rev 5 (Security Control
Documentation Types) GICSP Training on Security Documentation and Governance

HEE #63
What do the following protocols have in common?

A. Ability to tunnel legacy protocols

B. Ability to use asymmetric join methods
C. Use of IPv6 in the network layer

D. Use in RF mesh networks
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WirelessHART, ISA100.11a, and ZigBee are all wireless communication protocols commonly used in industrial automation and
control systems. A key characteristic they share is:

They use RF (Radio Frequency) mesh networking (B) to enable devices to communicate through mutltiple hops, improving reliability
and coverage. Mesh networks allow devices to relay messages, creating a robust wireless infrastructure.

Use of IPv6 (A) is specific to some protocols but not common to all three.

Asymimetric join methods (C) and tunneling legacy protocols (D) are not shared features of all three.

The GICSP materials emphasize mesh network topology as a key feature of these protocols in enabling reliable and secure wireless
ICS communications.

Reference:

GICSP Official Study Guide, Domain: ICS Security Architecture & Design

WirelessHART, ISA100.11a, ZigBee Protocol Specifications

GICSP Training on Wireless ICS Protocols and Security
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