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Fortinet FCSS_SASE_AD-24 Exam Syllabus Topics:

Topic Details

¢ SASE Deployment: This domain assesses the capabilities of Cloud Security Architects in deploying SASE
solutions. It includes implementing various user onboarding methods, configuring administration settings,

Topic 1
ol and applying security posture checks and compliance rules to ensure a secure environment.

e SIA, SSA, and SPA" This section focuses on the skills of Security Administrators in designing security

profiles for content inspection and deploying SD-WAN and Zero Trust Network Access (ZTNA) using
Topic 2 SASE. Understanding these concepts is crucial for securing access to applications and data across the
network.

¢ SASE Architecture and Components: This section measures the skills of Network Security Engineers and

covers the architecture and components of FortiSASE. It includes integrating FortiSASE into a hybrid
Topic 3 network, identifying its components, and constructing deployment cases to effectively implement SASE
solutions.

e Analytics: This domain evaluates the skills of Data Analysts in utilizing analytics within FortiSASE. It
mvolves identifying potential security threats using traffic logs, configuring dashboards and logging settings,

Topic 4
P and analyzing reports for user traffic and security issues to enhance overall security posture.

Fortinet FCSS - FortiSASE 24 Administrator Sample Questions (Q30-Q35):

NEW QUESTION # 30

Which FortiSASE feature can you use to see a list of Software-as-a-Service (SaaS) applications and health-check metrics for first-
mile connectivity between the geographical points of presence (PoPs) provisioned for your FortiSASE instance and these SaaS
applications?

Response:

A. digital experience monitoring DEM
B. security logs

C. FortiView

D. event logs

Answer: A

NEW QUESTION # 31
Refer to the exhibit.
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The daily report for application usage shows an unusually high number of unknown applications by category.
What are two possible explanations for this? (Choose two.)

A. Deep inspection is not being used to scan traffic.

B. The inline-CASB application control profile does not have application categories set to Monitor
C. Zero trust network access (ZTNA) tags are not being used to tag the correct users.

D. Certificate inspection is not being used to scan application traffic.

Answer: A,.B

NEW QUESTION # 32
Refer to the exhibits.
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Firewall policy configuration
config firewall policy
edit §
set name “Spoke-to-Spoke”
set vuid 44949462-216b-51ee-B3cT-dBE62TdT9451

set srcintf “To_SASE"
set dstintf “To_SASE"
set Bction BCCept
set srcaddr “all”
set dstaddr "all”

set schedule “always”®
set service "ALL"
set comments “WPH: To_SASE (Creat wizard)”

next

edit &

set name “Lo-BGP-HC"
set vuid T5a12e92-216b- ~HBcd@ Jdbact
set srcintf “To_SASE"

set dstintf “SASE | PH'

set action scce
set srcaddr “a
set dstaddr
set schedu
set serv L
next
edit 9 Q
nt\n\‘- ~Spoke - to-Hub”
set uuid M]‘Hln ccbd-5lee-Bdab-bodf ficaloca

set dlnn:f mternala
set action accept
set srcaddr “all”
set dstaddr “all”
set schedule “always”
set service “ALL"

IPsec VPN l:onﬁguraﬂon

# show vpn ipsec phasel-interface To_SASE
config vpn ipsec phasel-interface
edit “To_SASE"
set type dynamic
set interface “wanl”
set peertype any

amn
SERERIE
set proposal aes128-sha256 aes256-sha256 aes128-shal aes256-shal

set add-route disable

set wizard-type hub-fortigate-auto-discovery

set auto-discovery-sender enable (

set ipv4-start-ip 10.11.11.18 e

set ipv4-end-ip 18.11.11.2 e

set i1pv4-netmask 255. 2 %

set unny‘l

set psks pvlFF'c's.pl'-‘zfhvm!vml?uqltmfwwmthzbuq?#
1YkPLkxaNwIo7VL xUBANAwE fm51Taaf 1dM1 /phYvBI3hzUByXg==

next
end

set dpd on-idle
set comments “VPN: To_SASE (Created by VPN wizard)” om

# show vpn ipsec phaseZ-interface To_SASE
config vpn ipsec phase2-interface
edit “To_SASE"
set phaseiname “To_SASE"
set proposal aes128-shal aes256-shal aes128-sha256 aes256-sha256 aes12B8gcm ames256gcm
set comments “VPN: To_SASE (Created by VPN wizard)~
next
end




BGP protocol configuration

#config router bgp
set as 650€1
set router-id 10.1.8.254
config neighbor
edit “18.10.1.3°
set advertisement-interval 1
sel ebgp-enforce-multihop enable
set link-down-failover enable
set remote-as 55887
set route-reflector-client enable
next
end

config neighbor-group
edit “To_SASE"
set capability-graceful-festiart enable
set link-down-faalower enable
set next-hop-sel® énéble

set intecfaCe | T6_SASE"

set remotesas 55007

séL Iﬁitmﬂll-plth both

] set adv-additional-path 4

set route-reflector-client enable

:RMNET
cenfig neighbor-range
edit 1
set prefix 108.11.11.8 255.255.255.0
set neighbor-group “To_SASC"
next
end
config network
edit 1
set prefix 10.198.198.0 255.255.255.8
next
end

A FortiSASE administrator is trying to configure FortiSASE as a spoke to a FortiGate hub. The VPN tunnel does not establish
Based on the provided configuration, what configuration needs to be modified to bring the tunnel up?

A. The hub needs IKEV2 enabled in the IPsec phase 1 settings.

B. NAT needs to be enabled in the Spoke-to-Hub firewall policy.
C. The BGP router ID needs to match on the hub and FortiSASE.
D. FortiSASE spoke devices do not support mode config,

Answer: A

NEW QUESTION # 33
Which two additional components does FortiSASE use for application control to act as an inline-CASB?
(Choose two.)

A. intrusion prevention system (IPS)
B. SSL deep inspection

C. DN filter

D. Web filter with inline-CASB

Answer: A,.B



NEW QUESTION # 34
Which statement describes the FortiGuard forensics analysis feature on FortiSASE?

A. Tt can monitor endpoint resources in real-time.

B. It is a 24x7x365 monitoring service of your FortiSASE environment.

C. It can help troubleshoot user-to-application performance issues.

D. It can help customers identify and mitigate potential risks to their network.

Answer: D

Explanation:

The FortiGuard forensics analysis feature on FortiSASE is designed to help customers identify and mitigate potential risks to their
network . This feature provides detailed insights into suspicious activities, threats, and anomalies detected by FortiSASE. By
analyzing logs, traffic patterns, and threat intelligence, FortiGuard forensics enables administrators to investigate incidents, understand
their root causes, and take proactive measures to secure the network.

Here's why the other options are incorrect:

A . It can help troubleshoot user-to-application performance issues: Performance troubleshooting is typically handled by features like
Digital Experience Monitoring (DEM) or application performance monitoring tools, not forensics analysis.

C . It can monitor endpoint resources in real-time: Real-time endpoint monitoring is a function of endpoint security solutions like
FortiClient or FortiEDR, not FortiGuard forensics analysis.

D. It is a 24x7x365 monitoring service of your FortiSASE environment: While Fortinet offers managed services for continuous
monitoring, FortiGuard forensics analysis is not a dedicated monitoring service. Instead, it focuses on post-incident investigation and
risk mitigation.

Reference:

Fortinet FCSS FortiSASE Documentation - FortiGuard Forensics Analysis

FortiSASE Administration Guide - Threat Detection and Response

NEW QUESTION # 35

Taking FCSS SASE AD-24 practice exans is also important because it helps you overcome your mistakes before the final
attempt. When we talk about the FCSS_SASE AD-24 certification exam, the Fortinet FCSS SASE AD-24 practice test holds
more scoring power because 1t is all about how you can improve your FCSS - FortiSASE 24 Administrator (FCSS_SASE AD-
24) exam preparation. ITPassLeader offers desktop practice exam software and web-based FCSS _SASE AD-24 Practice Tests.
These FCSS_SASE AD-24 practice exams help you know and remove mistakes. This is the reason why the experts suggest taking
the FCSS_SASE AD-24 practice test with all your concentration and effort.
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