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HH #28
How does FortiSASE hide user information when viewing and analyzing logs?

¢ A. By masking log data

¢ B. By hashing log data

¢ C. By tokenization in log data
¢ D. By compressing log data

IEf#: B

iR
FortiSASE hides user information in logs by using hashing, which anonymizes sensitive data such as usernames or IP addresses while
still allowing for consistent tracking and analysis.

HM #29

Your FortiSASE customer has a small branch office in which ten users will be using their personal laptops and mobile devices to
access the nternet.

Which deployment should they use to secure their internet access with minimal configuration?

A. Deploy SD-WAN on-ranmp to secure internet access.

B. Deploy FortiClient endpoint agent to secure internet access.

C. Deploy FortiGate as a LAN extension to secure internet access.
D. Deploy FortiAP to secure internet access.

Ef#: B
fEEL:

Since these are personal devices, there's no dedicated on-site hardware to manage, and the users just need a lightweight agent
installed on their devices. FortiClient connects them directly to the FortiSASE cloud security service, securing internet access with
minimal infrastructure and configuration overhead.

B #30
What are two advantages of using zero-trust tags? (Choose two.)

A. Zero-trust tags can determine the security posture of an endpoint.

B. Zero-trust tags can be used to create multiple endpoint profiles which can be applied to different endpoints
C. Zero-trust tags can be used to allow secure web gateway (SWG) access

D. Zero-trust tags can be used to allow or deny access to network resources

EfE: A\ D

AR :

Zero-trust tags are critical in implementing zero-trust network access (ZTNA) policies. Here are the two key advantages of using
zero-trust tags:

* Access Control (Allow or Deny):

* Zero-trust tags can be used to define policies that either allow or deny access to specific network resources based on the tag
associated with the user or device.

* This granular control ensures that only authorized users or devices with the appropriate tags can access sensitive resources,
thereby enhancing security.

* Determining Security Posture:

* Zero-trust tags can be utilized to assess and determine the security posture of an endpoint.

* Based on the assigned tags, FortiSASE can evaluate the device's compliance with security policies, such as antivirus status, patch
levels, and configuration settings.

* Devices that do not meet the required security posture can be restricted from accessing the network or given limited access.
References:

FortiOS 7.6 Admmnistration Guide: Provides detailed information on configuring and using zero-trust tags for access control and
security posture assessment.

FortiSASE 23.2 Documentation: Explains how zero-trust tags are implemented and used within the FortiSASE environment for
enhancing security and compliance.



B #31
Refer to the exhibit.

inlemel

FortiClient FortiSASE

A company has a requirement to inspect all the endpoint internet traffic on FortiSASE, and exclude Google Maps traffic fiom the
FortiSASE VPN tunnel and redirect it to the endpoint physical Interface.
‘Which configuration must you apply to achieve this requirement?

A. Configure the Google Maps FQDN as a split tunneling destination on the FortiSASE endpoint profile.
B. Configure a static route with the Google Maps FQDN on the endpoint to redirect traffic

C. Change the default DNS server configuration on FortiSASE to use the endpoint system DNS.

D. Exempt the Google Maps FQDN from the endpoint system proxy settings.

Ef: A

fE L

To meet the requirement of nspecting all endpoint internet traffic on FortiSASE while excluding Google Maps traffic from the
FortiSASE VPN tunnel and redirecting it to the endpoint's physical interface, you should configure split tunneling, Split tunneling
allows specific traffic to bypass the VPN tunnel and be routed directly through the endpoint's local interface.

* Split Tunneling Configuration:

* Split tunneling enables selective traffic to be routed outside the VPN tunnel.

* By configuring the Google Maps Fully Qualified Domain Name (FQDN) as a split tunneling destination, you ensure that traffic to
Google Maps bypasses the VPN tunnel and uses the endpoint's local interface instead.

* Implementation Steps:

* Access the FortiSASE endpoint profile configuration.

* Add the Google Maps FQDN to the split tunneling destinations list.

* This configuration directs traffic intended for Google Maps to bypass the VPN tunnel and be routed directly through the endpoint's
physical network interface.

References:

FortiOS 7.6 Administration Guide: Provides details on split tunneling configuration.

FortiSASE 23.2 Documentation: Explains how to set up and manage split tunneling for specific destnations.

R #32
Which two advantages does FortiSASE bring to businesses with microbranch offices that have FortiAP deployed for unmanaged
devices? (Choose two.)

A. Tt elimmnates the requirement for an on-premises firewall

B. It simplifies management and provisioning,

C. It uses zero trust network access (ZTNA) tags to perform device compliance checks.
D. It secures internet access both on and off the network.



EfE: B. D
A -

FortiSASE extends secure internet access to users regardless of their location and streamlines the management and provisioning of
security policies and services for microbranch offices with unmanaged devices.
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