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1.  Karatasi hii ina kurasa nne zenye maandishi yenye sehemu A,B, C,D na E zenye
maswall arobaini na tano (45),
2. Jibu maswall yote katika kila sehemu ya mtihani huw,
3. Jaza taarifa zote katika fomu ya OMR na ukurasa wenye swali la 41 hadi 45

myuma ya fomu ya OMR

4.  Weka Kivuli katika kila tarakimu ya namba yako ya mtihani kwenye nafasi
husika katika fomu ya OMR.

5. Weka kivuli kwenye herufi ya jibu ililo sahihi kwa swali 1 -40. Kwa mfano jibu ni &
weka kivull kama ifuatavyo

| W@ @ ®
6. Ukigundua kuwa herufi uliyowekea kivuli si jibu sahihi futa kivali hicho kwa
umakini kwa kutumia kifuutio safi kabla va kunweka kivull katika herufi mpya,

7. Tumia penseli ya HB tu katika kujibu swali la 1 hadi 40; na kalamu ya bluu au
myewst kwa swall la 41 hadl 45,
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ECCouncil EC-Council Certified DevSecOps Engineer (ECDE) Sample
Questions (Q69-Q74):

NEW QUESTION # 69

(Brady Coleman is a senior DevSecOps engineer at CloudVac Security Private Ltd. He has created a new container named
"eccbrad" from the centos:7 image using the command docker run -i -t --name geeklab centos:7 /bivbash. Now, Brady wants to
nstall the httpd package inside the eccbrad container. Which of the following commands should Brady use to install the httpd
package inside the container?)

A. sudo install-httpd.
B. sudo install httpd.
C. yum install-httpd.
D. yuminstall httpd.

Answer: D

Explanation:

The CentOS operating system uses theyumpackage manager to install software packages. Inside a CentOS- based Docker
container, the correct way to install the Apache HTTP Server is by running yum install httpd.

Containers typically run as the root user by default, making the use of sudo unnecessary. Commands such as install-httpd are mvalid
because yum requires the install keyword followed by the package name separated by a space. Installing required packages inside
containers should be done carefully to avoid bloating images and increasing the attack surface. During the Operate and Monitor
stage, DevSecOps teams must balance functionality with container hardening best practices by installing only necessary components.

NEW QUESTION # 70

(Debra Aniston has recently joined an MNC company as a DevSecOps engineer. Her organization develops various types of
software products and web applications. The DevSecOps team leader provided an application code and asked Debra to detect and
mitigate security issues. Debra used w3aftool and detected cross-site scripting and SQL injection vulnerability in the source code.
Based on this information, which category of security testing tools is represented by w3af?.)

A. SAST.
B. DAST.
C. SCA.

D. IAST.

Answer: B

Explanation:

w3af (Web Application Attack and Audit Framework) is aDynamic Application Security Testing (DAST) tool. It analyzes running
web applications by sending crafted requests and observing responses to identify vulnerabilities such as SQL injection, cross-site
scripting, and authentication flaws. Unlike SAST tools, w3af does not require access to source code and instead operates externally,
simulating real-world attack behavior.

SCA focuses on third-party dependencies, and IAST requires runtime instrumentation within the application.

Since Debra detected vulnerabilities by actively nteracting with the application, w3af clearly represents DAST. DAST tools are
especially valuable during the Build and Test stage, as they validate application behavior fiom an attacker’s perspective before
deployment.

NEW QUESTION # 71

(Andrew Gerrard has recently joned an IT company that develops software products and applications as a DevSecOps engineer.
His team leader asked him to download a jar application from the organization GitHub repository and run the BDD security
framework. Andrew successfully downloaded the jar application from the repository and executed the jar application; then, he
cloned the BDD security framework. Which of the following commands should Andrew use to execute the authentication feature?.)

e A /gradlew -Dcucumber.options="-tags (@authentication -tags @skip".



¢ B. /gradlev -Dcucumber.options="-tags (@authentication -tags ~@skip".
¢ C. /gradlew -Dcucumber.options="-tags (@authentication -tags ~(@skip".
¢ D. /gradlev -Dcucumber.options="-tags (@authentication -tags @skip".

Answer: C

Explanation:

The BDD Security framework is executed through Gradle wrapper commands, and the correct wrapper script on Unix-like systens
is ./gradlew (dot-slash indicates "run the wrapper from the current directory"). Options using /gradlew or /gradlev imply an absolute
path at filesystem root and are typically incorrect for a cloned project. Also, the wrapper name isgradlew, notgradlev. For executing
only the authentication feature (or scenarios tagged for authentication), Cucumber tag expressions are used through the -
Dcucumber.options system property. The command must include --tags (@authentication to select authentication-tagged scenarios.
To skip scenarios tagged "skip," the exclusion operator is used as --tags ~@skip (meaning "exclude @skip").

Options A and B incorrectly include --tags @skip which wouldincludeskipped tests rather than exclude them.

Therefore, ./gradlew -Decucumber.options="--tags (@authentication --tags ~@skip" is the correct choice to run authentication
scenarios while excluding anything marked to skip.

NEW QUESTION # 72

(Dustin Hoffinan has been working as a DevSecOps engineer in an I'T company located in San Diego, California. For detecting new
security vulnerabilities at the beginning of the source code development, he would like to integrate Checkmarx SCA tool with
GitLab. The Checkmarx template has all the jobs defined for pipeline. Where should Dustin incorporate the Checkmarx template file
'https7/raw. githubusercontent.com

/checkmarx- ltd/cx-flow/develop/templates/gitlab/v3/Checkmarx. gitlab-ci.yml ?)

A. gitlab-cicd.yml root directory.
B. gitlab-ci.yml root directory.

C. gitlab.yml root directory.

D. gitlab-cd.yml root directory.

Answer: B

Explanation:

GitLab CI/CD pipelines are defined using a configuration file namedgitlab-ci.yml, which must be placed in the root directory of the
repository. This file controls pipeline stages, jobs, and template inclusions. To integrate Checkmarx SCA using a predefined
template, the template reference must be included in the root- level gitlab-ci.yml file so GitLab can load and execute the defined jobs
automatically. The other filenames listed in the options are not recognized by GitLab as valid pipeline configuration files. Integrating
SCA at the Code stage allows early detection of vulnerable open-source dependencies, reducing remediation cost and preventing
insecure components from progressing further in the DevSecOps pipeline.

NEW QUESTION # 73

(Brett Ryan has been working as a senior DevSecOps engineer in a multinational company that develops web applications. The team
leader of the software development team requested Brett to detect insecure JavaScript libraries in the web application code. Brett
would like to perform the vulnerability scanning on web application with grunt-retire. Which of the following commands would

enable grunt plugin?)

A. grunt-loadNpmTasks('grunt-retire');.
B. grunt.loadNpmTask(' grunt-retire');.
C. grunt.loadNpmiTasks('grunt-retire');.
D. grunt-loadNpmTask(' grunt-retire');.

Answer: C

Explanation:

In Grunt, plugins installed via npm must be explicitly loaded in the Gruntfile to make their tasks available.

This is done using the grunt.loadNpmiTasks() finction, which instructs Grunt to load tasks provided by a specific plugin package.
For the grunt-retire plugin, which scans JavaScript libraries for known vulnerabilities, the correct command is
grunt.loadNpmTasks('grunt-retire');. Options that omit the dot notation or use the singular form loadNpniTask are syntactically
incorrect and will prevent the plugin from loading.



Enabling grunt-retire during the Code stage allows developers to identify insecure third-party JavaScript libraries early, supporting
software composition analysis and reducing the risk of infroducing vulnerable dependencies into the application.

NEW QUESTION # 74
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