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RedHat EX316 Exam Syllabus Topics:

Section Objectives

- Manage networking resources

1. Configure Kubernetes SDN for virtual machine communication
2. Configure external access for virtual machines

3. Connect virtual machines to user-defined networks

4. Configure user-defined networks

5. Configure ClusterIP services for virtual machines

6. Create network policies for virtual machines

Topic 1: Configure Kubernetes networking for virtual
machines

- Configure external connectivity

¢ 1. Work with Multus CNI plugin

Topic 2: Connect virtual machines to external .
¢ 2. Configure multihomed networking

networks o .
¢ 3. Use NMState operator with virtual machines
- Manage storage resources
Topic 3: Configure Kubernetes storage for virtual e 1. Manage snapshots and cloning
machines e 2. Import and export virtual machine images

¢ 3. Configure persistent storage for virtual machines

- Operate production virtual machines

1. Perform live migrations

2. Perform node maintenance and updates
3. Prepare virtual machines for node failures
4. Configure load balancing

5. Configure health probes

Topic 4: Manage virtual machine operations
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- Understand OpenShift Virtualization components

Topic 5: Deploy the OpenShift Virtualization ¢ 1. Deploy OpenShift Virtualization operator using Operator Lifecycle
operator Management
o 2. Understand virtualization architecture and components

- Provision and manage virtual machines

¢ 1. Create and manage virtual machines using web console
e 2. Create and manage virtual machines using CLI
¢ 3. Configure user access to virtual machine resources

Topic 6: Run and access virtual machines
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RedHat Red Hat Certified Specialist in OpenShift Virtualization 5% € EX316
ABE (Q322-Q327):

HM #322
How do you delete a virtual machine snapshot using CLI?

IEf#:

fiR .-

See the Explanation.

Explanation:

1. Run: oc delete vimsnapshot <snapshot-name>

2. Confirm associated volumesnapshots are also deleted.

3. If deletionPolicy: Retain, clean them manually:

oc delete volumesnapshot <name>

4. Use oc get volumesnapshotcontents to clean lefiover contents.

ZR#323
How do you expose an HTTP application running inside a VM via ClusterIP?

Ef#:

AR

See the Explanation.

Explanation:

1. Ensure VM is running a web server (e.g., Apache on port 80).
2. Create a ClusterIP service:

ports:

- protocol: TCP

port: 80

targetPort: 80

3. Use selector: kubevirt.io/domain: <vimrname>

4. From another pod: curl http7//vm-service.default.sve.cluster.local
5. Confirm HTTP response.
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M #324
How do you ensure a VM will auto-recover from a node power failure?

Ef#:

R -

See the Explanation.

Explanation:

1. Use runStrategy: Always

2. Use eviction-strategy: LiveMigrate

3. Use shared storage and muiltiple nodes.
4. Test by powering off one node.

5. VM should restart/migrate automatically.

B #325

How do you expose a VM's service only to a specific namespace?
IEfi#:

R -

See the Explanation.

Explanation:

1. ClusterIP is accessible across namespaces by default.

2. Restrict access using NetworkPolicy.

3. Create policy allowing ingress only from pods in desired namespace.
4. Exanple: from: - namespaceSelector: matchLabels: name: frontend
5. Apply policy in the VM's namespace.

E R #326
How do you list all PVCs used by running VMSs in a namespace?

IEfi#:

fi .-

See the Explanation.

Explanation:

1. List VMs: oc get vim

2. For each VM:

oc get vim <name> -0 jsonpath='{.spec.template.spec.volumes[ *]. persistentVolumeClaim. claimName }'
3. Optionally use: oc get pve -0 wide to find binding,

4. Automate with a script for large environments.

5. Helpful for auditing storage usage.
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