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¢ Understanding DevOps Culture: This module introduces DevOps principles, covering cultural and technical
foundations that emphasize collaboration between development and operations tears. It addresses

FEw 21 automation, CI

¢ CD practices, continuous improvement, and the essential communication patterns needed for faster,
reliable software delivery.

¢ DevSecOps Pipeline - Plan Stage: This module covers the planning phase, emphasizing security
FEwY 22 requirerment identification and threat modeling,. It highlights cross-flinctional collaboration between
development, security, and operations teans to ensure alignment with security goals.

¢ DevSecOps Pipeline - Operate and Monitor Stage: This module focuses on securing operational
FEy 23 environments and implementing continuous monitoring for security incidents. It covers logging, monitoring,
mncident response, and SIEM tools for mamntaining security visibility and threat identification.

¢ DevSecOps Pipeline - Release and Deploy Stage: This module explains maintaining security during release
NEw 24 and deployment through secure techniques and infrastructure as code security. It covers container security
tools, release management, and secure configuration practices for production transitions.

¢ DevSecOps Pipeline - Build and Test Stage: This module explores integrating automated security testing
FEwy 25 into build and testing processes through CI pipelines. It covers SAST and DAST approaches to identify
and address vulnerabilities early in development.
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B #80

(Kevin Willianmson is working as a DevSecOps engineer in an I'T company located in Los Angles, California.

His team has integrated Jira with Jenkins to view every issue on Jira, including the status of the latest build or successful deployment
of'the work to an environment. Which of the following can Kevin use to search issues on Jira?)

e A Structured query language.
e B. Java query language.

e C. Jira query language.

e D. Atlassian query language.

1IEf#: D
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Jira usesAtlassian Query Language, commonly referred to as JQL, to search, filter, and manage issues. This query language allows
users to create advanced searches using fields such as project, status, assignee, priority, and custom attributes. Although often
mformally called Jira Query Language, the official name among the given options is Atlassian Query Language. SQL and Java query
language are unrelated and not used for issue searching in Jira. Using JQL during the Code stage improves traceability between
source code commits, builds, and tracked issues, enabling teams to monitor progress, validate deployment status, and maintain
alignment between development and delivery activities.

H #81
(Steven Smith has been working as a DevSecOps engineer in an I'T company that develops software products related to the financial

sector. His team leader asked him to integrate Conjur with Jenkins to secure the secret credentials. Therefore, Steven downloaded
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Conjur.hpi file and uploaded it in the Upload Plugin section of Jenkins. He declared host and layers, and declared the variables.
‘Which of the following commands should Steven use to set the value of variables?)

A. § conjur variable set -1 < policy-path-of-variable-name > -v < secret-value >.
B. $ conjur variable set -s < policy-path-of-variable-name > -p < secret-value >.
C. $ conjur variable set -p < policy-path-of-variable-name > -s < secret-value >.
D. $ conjur variable set -v < policy-path-of-variable-name > -i < secret-value >.

Ef#: A

TR

In Conjur secret management, variables are first declared in policy files and then populated with actual secret values using the Conjur
CLI The correct command to assign a value to a variable is conjur variable set, where the -1 option specifies the fully qualifiedpolicy
path of the variable name, and the -v option specifies the secret valueto be stored securely. This command writes the secret into
Conjur's encrypted vault and associates it with the declared variable so that Jenkins jobs can retrieve it securely at runtime. The
other options misuse flags or reverse their meanings, which would result in invalid commands or incorrect secret handling, Integrating
Conjur with Jenkins during the Build and Test stage ensures that sensitive credentials such as passwords, API keys, and tokens are
never hard-coded in pipeline scripts or source code. Instead, secrets are dynamically fetched when required, supporting least-
privilege access, auditability, and compliance requirements-critical for financial-sector applications.

H #82

(Kevin Ryan has been working as a DevSecOps engmneer in an MNC company that develops various software products and web
applications. For easy management of secret credentials in CI/CD pipeline, he would like to integrate Azure Key Vault with Jenkins.
Therefore, he created an Azure Key Vault, noted down the credentials displayed on the screen, and created a secret in Azure Key
Vault. Then, he used the secret key from the credentials obtained from creating the vault. Kevin went back to Jenkins and installed
Azure Key Vault plugin. Then, he navigated to Configure System under Manage Jenkins and added the URL for Azure Key Vauilt.
How can Kevin complete the integration of Azure Key Vault with Jenkins?.)

¢ A. By modifying old credentials in Global Credentials (restricted).

¢ B. By creating new credentials in Global Credentials (restricted).

e (. By creating new credentials in Global Credentials (unrestricted).
e D. By modifying old credentials in Global Credentials (unrestricted).

EfE: C
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To complete Azure Key Vault integration with Jenkins, Kevin must createnew credentialsin Jenkins under Global Credentials
(unrestricted). These credentials store the Azure client ID, client secret, tenant ID, and subscription details required by the Azure
Key Vault plugin to authenticate securely. Modifying old credentials can lead to misconfiguration or credential reuse risks, while
restricted credentials may prevent the plugin from accessing secrets across pipelines. Creating new unrestricted credentials ensures
proper authentication and controlled access to secrets during the Code stage, supporting secure secret management across CI/CD
workflows.

ER#83

(Patricia Cornwell has been working as a DevSecOps engineer in an IT company that provides custom software solutions. She
would like to use GitMiner to mine the secret credentials such as usernames and passwords, API credentials, and other sensitive
data from GitHub. Therefore, to start the scanning, she cloned the repo to the local machine by using the git
clonehttp//github.conYUnkLAb/GitMinercommand; then, she moved to the current directory using $ cd GitMiner command. Which
of the following commands should Patricia use to install the dependencies?)

e A pip3 install -q requirement. txt.
e B. pip3 install -d requirement.txt.
e C. pip3 install -mrequirement. txt.
e D. pip3 install -r requirement. txt.

At



GitMiner is a Python-based tool, and like most Python projects, it manages its dependencies through a requirements file named
requirements.txt. The correct way to install all dependencies listed in this file is by using the pip3 install -r requirements.txt command.
The -r flag instructs pip to read package names and versions from the specified file and install them accordingly. The other flags
shown in the options do not correspond to dependency installation from a requirenents file and would result in command errors or
unexpected behavior. Installing dependencies correctly is a prerequisite for running GitMiner successfully.

During the Code stage, tools like GitMiner help identify hard-coded secrets and sensitive information early, reducing the risk of
credential leakage and preventing security incidents later in the DevSecOps pipeline.

H #84

(Gainlnsights is an I'T company that develops mobile applications software. On February 11, 2022, the organization became a victim
of a cyber-attack. The attacker targeted the organization's application and compromised some important fnctionality. After the
incident, the DevSecOps team of Gainlnsights identified the cause of the security issue, resolved it, and noted it for future reference.
Based on this information, which of the following set of tests was conducted by Gainlnsights?.)

A. White box testing.

B. Security acceptance tests.
C. Security smoke tests.

D. Blaneless post-mortem.

Ef#E: D
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Ablameless post-mortenis conducted after a security incident to analyze what happened, why it happened, and how similar incidents
can be prevented in the future-without assigning individual blame. The key indicators in the scenario are that the team identified the
cause, resolved the issue, and documented lessons learned for future reference. Security acceptance tests and smoke tests are pre-
release validation activities, while white-box testing focuses on code-level analysis rather than incident review. Blameless post-
mortens are a cornerstone of DevSecOps culture, encouraging transparency, continuous learning, and systemic improvement during
the Operate and Monitor stage.
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