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Oracle 1z0-1104-25 Exam Syllabus Topics:

Topic

Details

Topic 1

¢ Detecting, Remediating, and Monitoring OCI Resources: This section of the exam measures the skills of

OCI Administrators and emphasizes monitoring and maintaining security posture across cloud resources. It
focuses on the use of Cloud Guard, security zones, and the Security Advisor. Candidates also need to
understand how to identify rogue users with threat mtelligence, as well as use monitoring, logging, and event
services for continuous visibility into performance and security.

Topic 2

Protecting Infrastructure - Network and Applications: This section of the exam measures the skills of
Cloud Security Professionals and covers methods for securing networks and applications on OCI. Topics
include network security groups, firewalls, and security lists, while also focusing on the use of load
balancers for availability. The section further addresses the configuration of OCI certificates and web
application firewalls to strengthen infrastructure security.

Topic 3

Implementing Identity and Access Management (IAM): This section of the exam measures skills of OCI
Admmnistrators and focuses on identity and access controls. It covers JAM domains, users, groups, and
compartments, as well as the use of TAM policies to manage access to resources. Candidates are also
tested on configuring dynamic groups, network sources, and tag-based access control, along with
managing MFA, sign-on policies, and activity monitoring,
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¢ OCI Security Introduction: This section of the exam measures the skills of Cloud Security Professionals
and covers the basics of security in Oracle Cloud Infrastructure. It introduces the shared security

Topic 4 responsibility model, the core principles of security design, and the use of foundational security services to

secure deployments on OCL
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Oracle Cloud Infrastructure 2025 Security Professional Sample Questions

(Q33-Q38):

NEW QUESTION # 33

Task 6: Create Load Balancer and Attach Certificate

Create a Load Balancer with the name PBT-CERT-LB-01 i subnet I B-Subnet-PBT-CERT-SNET-02 Create a Listener for the
load balancer, where:

Name: PBT-CERT-LB LTSN 01

Protocol: HTTPS

Port: 443

Attach the certificate PBT-CERT-01-<username> to the load balancer

Attach the security list PBT-CERT-LB-SL-01 to subnet LB-Subnet-PBT-CERT-SNET-02 See the solution below in Explanation.

Answer:

Explanation:

Task 6: Create Load Balancer and Attach Certificate

Step 1: Create the Load Balancer

* Log in to the OCI Console.

* Navigate toNetworking>Load Balancers.

* ClickCreate Load Balancer.

* Enter the following details:

* Name: PBT-CERT-LB-01

* Compartment: Select your assigned compartment.

* Load Balancer Type: SelectPublic.

* Virtual Cloud Network: Select PBT-CERT-VCN-01.

* Subnet: Select LB-Subnet-PBT-CERT-SNET-02.

* Shape: Choose a shape (e.g., 10 Mbps, adjust based on needs).

* ClickNext.

* Leave backend sets and listeners as default for now (we'll configure the listener next).
* ClickCreate Load Balancerand wait for it to be provisioned.

Step 2: Create a Listener

* Once the load balancer is created, go to theLoad Balancerspage and click on PBT-CERT-LB-01.
* UnderResources, clickListeners.

* ClickCreate Listener.

* Enter the following details:

* Name: PBT-CERT-LB LTSN 01

* Protocol: SelectHTTPS.

* Port: Enter 443.

* Certificate: ClickAdd Certificate, then select the PBT-CERT-01<username> certificate (e.g., PBT-CERT-
0199008677labuser01) created in Task 5.

* Leave other settings (e.g., SSL handling) as default unless specified.
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* ClickCreate.

Step 3: Configure the Backend Set

* In the PBT-CERT-LB-01 details page, underResources, clickBackend Sets.

* ClickCreate Backend Set(if not already created).

* Enter basic details (e.g., name like PBT-CERT-BS-01).

* Add a backend server:

* TP Address: Use the private IP of PBT-CERT-VM-01 (find this in the instance details under Compute>Instances).
* Port: 80 (HTTP, as configured on the web server).

* Protocol: HTTP.

* ClickCreate.

Step 4: Attach the Security List to the Subnet

* Navigate toNetworking>Virtual Cloud Networks.

* Select PBT-CERT-VCN-01 and clickSubnets.

* Click on LB-Subnet-PBT-CERT-SNET-02.

* UnderSecurity Lists, ensure PBT-CERT-LB-SL-01 is attached. Ifnot:

* ClickEdit.

* Remove the default security list and add PBT-CERT-LB-SL-01.

* ClickSave Changes.

Step 5: Verify the Configuration

* Ensure the load balancer health status is OK (check underBackend Sets>Health).
* Test by accessing httpsz//<load-balancer-public-ip> in a browser (replace with the public IP from the load balancer details).

NEW QUESTION # 34

"A business has a hybrid cloud infrastructure with Oracle Linux instances running in OCI and on-premises.
They want to reduce the amount of bandwidth used when patching systems.

‘Which component of OS Management Hub can help to reduce the bandwidth usage for patching?

A. Profiles"

B. Dynamic groups

C. Management stations
D. Management agents

Answer: A

NEW QUESTION # 35

An OCI administrator notices that a compute instance running in the production compartment is unable to create Object Storage
buckets using the OCI CLI command:

oci os bucket create --name mybucket --compartiment-id <compartment OCID> --auth instance_principal The error message
returned states:

"NotAuthorizedOrNotFound: You are not authorized to perform this action." The administrator verifies that the instance has Internet
access and can reach OCI endpoints.

‘What then could be causing the issue?

A. The bucket name is already in use, causing a conflict.

B. The policy is written at the root compartment instead of the production compartment.
C. The instance is not part of any Dynamic Group or the matching rule is incorrect.

D. The instance is using the wrong OCI CLI authentication method.

Answer: C

NEW QUESTION # 36

"Your company is building a highly available and secure web application on OCI. Because of increasing malicious web-based
attacks, the security team has mandated that web servers should not be exposed directly to the Internet.

How should you architect the solution while ensuring fault tolerance and security?

e A Deploy at least three web servers in different fault domains within a private subnet. Place a public load balancer in a public
subnet, but skip WAF configuration.



¢ B. Deploy at least three web servers in different fault domains within a public subnet, each with a public IP address. Deploy
Web Application Firewall (WAF), and configure an origin for each public IP.

¢ C. Deploy at least three web servers in different fault domains within a public subnet. Use OCI Traffic Management service
for DNS-based load balancing."

¢ D. Deploy at least three web servers in different fault domains within a private subnet. Place a public load balancer in a public
subnet and configure a back-end set for all web servers. Deploy Web Application Firewall (WAF) and set the load balancer
public IP address as the origin.

Answer: D

NEW QUESTION # 37

During your investigation of a load balancer issue, you discovered that all back-end servers associated with one of the affected
listeners were reported as unhealthy. However, when you checked the back-end servers, they seemed to be working just fine.
‘What might be causing this issue?

A. Overloaded back-end servers
B. Misconfigured health check
C. Incorrect subnet configuration
D. Incorrect DNS configuration
E. Misconfigured security rule

Answer: B

NEW QUESTION # 38
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