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Microsoft MD-102 A& Z:

| 27
e Prepare infrastructure for devices: This topic focuses on adding devices to Microsoft Entra ID and enrolling
A1 devices to Microsoft Intune.

Protect devices: In this topic, aspiring administrators get knowledge about configuration of endpoint
FH 2 security and management of device updates by using Intune.

Manage applications: This section covers skills to manage application implementation, manage updates,
FH 3 and manage performance to support the performance of users to meet the needs of business organizations.

Manage and maintain devices: This section deals with managing, troubleshooting, and safeguarding various
=M 4 devices. It also covers methods to ensure that they meet organizational policies and security standards.
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A& #311

You have a Microsoft 365 subscription that contains the devices shown in the following table.
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You need to configure the Microsoft Edge settings for each device.

‘What should you use? To answer, drag the appropriate Intune features to the correct devices. Each feature may be used once, more
than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

-

Y.

Explanation:

A screenshot of a computer Description automatically generated

Windows:
https//learn.microsoft.conven-us/deployedge/configure-edge-with-intune# ~text=Y ou%20can%20configure%o2 Android:
https:/developer.android.comywork/managed-configurations
Applehttps//developer.apple.comylibrary/archive/samplecode/sc2279/Introduction/Intro. html

AE #312

You have a Microsoft 365 subscription and use Microsoft Intune.

You have the Endpoint Privilege Management (EPM) elevation settings policy shown in the following exhibit.

No EPM elevation rules policies are configured.

Use the drop-down menus to select the answer choice that completes each statement based on the mformation presented in the
graphic.

NOTE: Each correct selection is worth one point.

He:

MY
Explanation:

EAE #313

You have a Microsoft 365 subscription. The subscription contains 1,000 computers that run Windows 11 and are enrolled in
Microsoft Intune.

Youplan to create a conmpliance policy that has the following options enabled:

* Require Secure Boot to be enabled on the device.

* Require the device to be at or under the machine risk score.

Which two Compliance settings should you configure? To answer, select the appropriate settings in the answer area.

NOTE: Each correct selection is worth one point.

He:

ME:

Explanation:

Device health

https/learn.microsoft.comyen-us/menvintune/enroliment/windows-enroliment-status Microsoft Defender for Endpoint
https://learn.microsoft. comven-us/menvintune/protect/conpliance-policy-create-windows#microsoft-defender- for-endpoint

EE #314

You have a Microsoft 365 subscription.

All computers are enrolled in Microsoft Intune.

You have business requirements for securing your Windows 11 environment as shown in the following table.

‘What should you implement to meet each requirement? To answer, select the appropriate options in the answer are a. NOTE: Each
correct selection is worth one point.

-



AE #315

You have a Microsoft 365 ES subscription that contains a user named User! and a web app named Appl.
App1 must only accept modern authentication requests.

You plan to create a Conditional Access policy named CAPolicyl that will have the following settings:

* Assignments

* Users or workload identities: User1

* Cloud apps or actions: Appl

* Access controls

* Grant: Block access

You need to block only legacy authentication requests to Appl. Which condition should you add to CAPolicy1?

A. Filter for devices

B. User risk

C. Client apps

D. Sign-in risk

E. Device platforns

qe: C

MY

you can use the client apps condition to block legacy authentication requests to App11. Legacy authentication is a term that refers to
authentication protocols that do not support modern authentication features such as muilti-factor authentication or conditional
access2. Examples of legacy authentication protocols include Basic Authentication, Digest Authentication, NTLM, and Kerberos2.
To block legacy authentication requests, you need to configure the client apps condition to include Other clients, which covers any
client that uses legacy authentication protocols13. References: 1: Conditional Access: Block legacy authentication | Microsoft Learn
https//learn.microsoft.conven-us/menvidentity-protection/conditional-access/block- legacy-authentication 2:

What is legacy authentication? | Microsoft Learn
https7//learn.microsoft.comen-us/menvidentity-protection/conditional-access/legacy-authentication 3: Client apps condition in Azure

Active Directory Conditional Access | Microsoft Learn
https7//learn.microsoft.com/en-us/menvidentity-protection/conditional-access/client-apps-condition
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