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¢ Al Risk Management: This section of the exam measures the skills of Al Risk Managers and covers
FEw 21 assessing enterprise threats, vulnerabilities, and supply chain risk associated with Al adoption, including
risk treatment plans and vendor oversight.

¢ Al Governance and Program Management: This section of the exam measures the abilities of Al Security

Governance Professionals and focuses on advising stakeholders in implementing Al security through
ey 72 governance frameworks, policy creation, data lifecycle management, program development, and incident
response protocols.

¢ Al Technologies and Controls: This section of the exam measures the expertise of Al Security Architects

and assesses knowledge in designing secure Al architecture and controls. It addresses privacy, ethical, and
hEv 73 trust concerns, data management controls, monitoring mechanisms, and security control implementation
tailored to Al systems.

ISACA Advanced in Al Security Management (AAISM) Exam 52 & AAISM
B (Q219-Q224):

H #219
An organization's CIO provided the Al steering committee with a list of Al technologies in use and tasked them with categorizing the
technologies by risk. Which of the following should the committee do FIRST?

A. Begin grouping similar Al products and solutions together

B. Identify vulnerabilities related to the technologies in use

C. Assess risk levels based on risk appetite and regulatory requirements
D. Ensure the Al technologies are included in the asset inventory

Ef#: D

L2

AAISM governance practices state that before categorizing technologies by risk, the first step is to ensure that all Al systens are
documented in the organizational asset inventory. A complete nventory provides the foundation for subsequent risk analysis,
accountability, and governance. Grouping solutions, identifying vulnerabilities, and assessing risk levels come afterward, once
mventory accuracy is established. Without confirming that the technologies are recorded in the inventory, risk categorization may
miss critical assets.

References:

AAISM Study Guide - Al Governance and Program Management (Al Inventories as a Prerequisite to Risk Analysis) ISACA Al
Security Management - Asset Visibility and Risk Categorization

B #220
An organization plans to use Al to analyze the shopping patterns of its customers to predict interests and send targeted, customized
marketing emails. Which of'the following should be done FIRST?

A. Train the marketing department
B. Update the terms of service

C. Obtain customer consent

D. Verify customer email addresses

Ef: C

Rt

The first action, before any processing of personal data for Al-driven profiling and targeted communications, is to establish a lawful
basis for processing. Under AAISM-aligned privacy governance, explicit and informed consent is prioritized for new or sensitive
uses such as interest profiling and targeted marketing,

Consent ensures purpose limitation, transparency, and user control prior to model ingestion and campaign activation. Training tears,
updating terms of service, or verifying contact details are important, but they do not provide legal authority to process data;
therefore, they follow after consent is obtained.

References: Al Security Management (AAISM) Body of Knowledge - Privacy Governance and Lawful Basis; Purpose Limitation
and Transparency; Consent Management in Al-enabled Marketing. AAISM Study Guide - Data Protection Controls for Al



Profiling; Consent Capture and Record-Keeping,

R #221
Which of the following should be the PRIMARY objective of implementing differential privacy techniques in Al models leveraging
fraud detection systems?

A. Protecting individual data contributions while allowing statistical analysis
B. Reducing computational resources required for the model training phase
C. Increasing model training speed for an efficient launch

D. Enhancing the accuracy of predictions to desired levels

IEf#: A

AR

Differential privacy ains to protect the privacy of any single individual's data contribution while still enabling useful aggregate learning
and statistical analysis. Noise mechanisis are calibrated so that results remain informative for modeling (e.g., fraud patterns) without
revealing whether any particular person's data was included or enabling inference about them. Accuracy, speed, and compute
efficiency can be secondary considerations, but the primary objective is privacy protection with utility preserved.

References: Al Security Management™ (AAISM) Body of Knowledge: Privacy-Preserving ML; Differential Privacy Objectives
and Mechanisis. AAISM Study Guide: Individual Contribution Protection; Utility- Privacy Trade-offs and Calibration in Applied
Models.

HA #222
‘When addressing privacy concerns related to Al systems, which of the following is the GREATEST significance of user consent for
an organization?

A. Tt allows the organization to process user data in the Al system
B. It enables users to delete and modify their personal data

C. It prevents unauthorized access to data within the Al system
D. It helps the organization detect biases and ensure faimess

EfE: A

A -

Within AAISM's privacy governance, consent is a lawful basis that authorizes processing of personal data for defined purposes. Its
principal significance is granting the organization the authority to process user data in Al workflows in line with stated purposes and
limits. While fairness (A) and security controls (C) are essential, they are distinct obligations; data subject rights such as
rectification/erasure (B) exist regardless of consent and are not "enabled" by it. Therefore, the greatest significance of consent is that
it legally permits processing under declared purposes and constraints.

References: Al Security Management™ (AAISM) Body of Knowledge - Privacy & Data Protection in Al; Lawful Basis and
Purpose Limitation. AAISM Study Guide - Consent, Transparency, and Data Subject Rights; Privacy-by-Design Controls in Al
Pipelines.

B #223
Which BEST describes the role of model cards in Al solutions?

A. They visualize Al model performance

B. They help developers create synthetic data

C. They document training data and Al model use cases
D. They automatically fine-tune Al models

Ef#: C

R -

AAISM explains that model cards provide structured documentation about Al models, including;
* intended use cases

* training data characteristics

* ethical considerations



* known limitations

* risk factors

* performance benchmarks

They are not visualization tools (A), do not create synthetic data (C), and do not tune models (D).
References: AAISM Study Guide - Al Transparency & Model Cards.
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