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B #53

You are designing a campus network with a three-tier hierarchy and need to ensure secure connectivity between locations and

traveling employees.
INSTRUCTIONS

Review the command output by clicking on the server, laptops, and workstations on the network.

Use the drop-down menus to determine the appropriate technology and label for each layer on the diagram.
Options may only be used once.

Click on the magnifying glass to make additional configuration changes.

Ifat any time you would like to bring back the mnitial state of the simulation, please click the Reset All button.
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Distribution layer
Access layer

Select layer ~
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H #54
An organization wants to evaluate network behavior with a network monitoring tool that is not inline. The organization will use the
logs for further correlation and analysis of potential threats. Which of the following is thebestsolution?

A. Syslog to a common dashboard used in the NOC

B. SNMP trap with log analytics

C. SSL decryption of network packets with preconfigured alerts
D. NetFlow to feed into the SIEM

Ef#: D

fEEL:

NetFlow provides detailed, flow-level metadata (source/destination IPs, ports, protocols, byte counts, timestamps) without sitting
mline. By exporting these records into your SIEM, you gain centralized logging and can correlate network behaviors with other
security events for threat detection and analysis.

B #55
A network administrator receives a ticket from one of the company's offices about video calls that work normally for one minute and
then get very choppy. The network admnistrator pings the video server from that site to ensure that it is reachable:

Ping 10.172.16.16

Pinging 10.172.16.16 with 32 bytes)of data:

Reply from 10.172.16.16: bytes=32 *time=40ms TTL=53
Reply from 10.172.16.16: bytes=32 time=1lms TTL=53
Reply from 10.172.16.16: Bytes=32 time=672ms TTL=53
Reply from 10.172.16.16¢ Wytes=32 time=1llms TTL=53
Reply from 10.172.16 16+ bytes=32 time=117ms TTL=53
Reply from 10.172.¥oNT16: bytes=32 time=849%9ms TTL=53
Reply from 10.172.36.16: bytes=32 time=s s _TTL=53

éme2

Reply from 10.172.%6.16: byt mtlg 2 ATL-SS

‘Which of the following ismostlikely the cause of the video call issue?



A. Latency

B. Throughput
C. Jitter

D. Loss

Ef: C

it
The wildly varying ping response times (from 11 ms up to 849 ns) indicate high packet-delay variation, which causes the video
stream to become choppy after a short period. That fluctuation in latency is known as jitter.

HM #56

A network architect is designing a solution to secure the organization's applications based on the security policy. The requirements
are:

Users must authenticate using one set of credentials.

External users must be located in authorized sites.

Session timeouts must be enforced.

Network access requirements should be changed as needed.

Which of the following best meet these requirements? (Choose two.)

A. Role-based access

B. Static IP allocation

C. Single sign-on

D. Risk-based authentication
E. Muitifactor authentication

F. Conditional access policy

iFf@g: C. F

fE L

Single sign-on: Provides users with one set of credentials for authentication across all applications, simplifying access and reducing
password fatigue.

Conditional access policy: Enforces location-based restrictions for external users, configurable session timeouts, and dynamic
network access controls that can be updated as requirements evolve.

R #57
A network administrator is troubleshooting a user's workstation that is unable to connect to the company network. The results of
commands the administrator runs on the workstation are shown below:

c:\>ipconfig /all

Windows IP Configuration

Ethernet adapter Ethernet IL:
Physical Address. 4 o9 128=-21-11-33-44-5A
DHCP Enabled. o~ Gn¥» " : Yes
IPv4 Addresgsgshe . . . : 10.21.12.8
Subnet Mas® . . . . . : 255.255.255.0
Default Gatewaly e~wrr Ld4A1.12.254

A router on the same network shows the following output:

farp -a

Internet Address Bhiysical Address
10.21.12.254 12-34-56-78-9a-bc
10.21.12.255 ff-ff-ff-ff-ff-£ff
10.21.12. 12-21-11-2F-1E-11

1020125 1a-21-11-31-74-4C

2

102 1203 1a-21-11-1B-2C-44
8

1¢. 28591 Y 12-21-11-43-10-BB



Which of'the following is themostlikely cause of the issues?

A. TP address conflict

B. Asynchronous routing
C. DHCP server down
D. Broadcast storm

Ef#: A
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