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CompTIA SecurityX Certification Exam Sample Questions (Q288-Q293):
NEW QUESTION # 288 
Anorganization has noticed an increase in phishing campaigns utilizingtyposquatting. A security analyst needs to enrich the data for
commonly used domains against the domains used in phishing campaigns. The analyst uses a log forwarder to forward network logs
to the SIEM. Which of the following would allow the security analyst to perform this analysis?

A. Implement adashboardon the SIEM that shows the percentage of traffic by domain.
B. Develop aquerythat filters out all matching domain names.
C. Create aparserthat matches domains.
D. Use acron jobto regularly update and compare domains.

Answer: A

Explanation:
Enriching data to compare domains requires actionable visibility. Let's analyze:
A). Cron job:Automates updates but doesn't analyze in the SIEM.
B). Parser:Processes logs but doesn't provide comparison insights.
C). Filter query:Excludes matches, opposite of enrichment.
Reference:CompTIA SecurityX (CAS-005) objectives, Domain 2: Security Operations, covering SIEM analysis.

NEW QUESTION # 289 
A developer needs to improve the cryptographic strength of a password-storage component in a web application without completely
replacing the crypto-module. Which of the following is the most appropriate technique?

A. Key encryption
B. Key stretching
C. Key rotation
D. Key splitting
E. Key escrow

Answer: B

Explanation:
The most appropriate technique to improve the cryptographic strength of a password-storage component in a web application
without completely replacing the crypto-module is key stretching. Here's why:
Enhanced Security: Key stretching algorithms, such as PBKDF2, bcrypt, and scrypt, increase the computational effort required to
derive the encryption key from the password, making brute-force attacks more difficult and time-consuming.
Compatibility: Key stretching can be implemented alongside existing cryptographic modules, enhancing their security without the
need for a complete overhaul.
Industry Best Practices: Key stretching is a widely recommended practice for securely storing passwords, as it significantly improves
resistance to password-cracking attacks.
References:
CompTIA Security+ SY0-601 Study Guide by Mike Chapple and David Seidl
NIST Special Publication 800-63B: Digital Identity Guidelines - Authentication and Lifecycle Management OWASP Password
Storage Cheat Sheet

NEW QUESTION # 290 
A security officer performs due diligence activities before implementing a third-party solution into the enterprise environment. The
security officer needs evidence from the third party that a data subject access request handling process is in place. Which of the
following is the security officer most likely seeking to maintain compliance?

A. Privacy regulations
B. E-discovery requirements
C. Certification requirements
D. Information security standards
E. Reporting frameworks

Answer: A



Explanation:
The best answer is C. Privacy regulations . A data subject access request process exists to support an individual's right to access
their personal data. Regulators and official privacy guidance define this as a core privacy right. The UK ICO explains that the "right
of access, commonly referred to as subject access, gives individuals the right to obtain a copy of their personal data" , and Article 15
GDPR establishes the same right in law. Because the security officer is asking a third party to prove it can handle these requests, the
officer is clearly validating compliance with privacy law and related data protection obligations.
This also aligns with CompTIA SecurityX's GRC focus on compliance requirements, program documentation, and data governance.
A third party that processes personal data for the enterprise must be able to respond appropriately to access requests from data
subjects, so confirming that process is a due diligence activity tied to regulatory privacy compliance rather than e-discovery,
certification, or generic reporting frameworks.
Why the other options are incorrect:
A). Information security standards may require good practices, but DSAR handling is specifically about privacy rights. B. E-
discovery requirements relate to legal discovery and litigation processes, not an individual's privacy access rights. D. Certification
requirements and E. Reporting frameworks are not the primary reason an organization must support subject access requests. The
clearest and most accurate answer is privacy regulations.
References:
ICO guidance on subject access requests and the right of access.
UK/EU GDPR Article 15, right of access by the data subject.
CompTIA SecurityX official exam objectives summary, GRC domain.
CompTIA SecurityX CAS-005 exam objectives PDF mirror.

NEW QUESTION # 291 
The security team is looking into aggressive bot behavior that is resulting in performance issues on the web server. After further
investigation, the security engineer determines that the bot traffic is legitimate. Which of the following is the best course of action to
reduce performance issues without allocating additional resources to the server?

A. Configure the WAF to rate-limit bot traffic.
B. Update robots.txt to slow down the crawling speed.
C. Monitor legitimate SEO bot traffic for abnormalities.
D. Block all bot traffic using the IPS.

Answer: B

Explanation:
robots.txt provides a way to politely request that well-behaved bots reduce their crawling speed.
The Crawl-delay directive can be used to specify a delay (in seconds) between successive requests. This approach directly
addresses the performance issue by reducing the load caused by the bots without completely blocking them or requiring complex
WAF configurations.

NEW QUESTION # 292 
A security analyst received a report that an internal web page is down after a company-wide update to the web browser Given the
following error message:
Which of the following is the best way to fix this issue?

A. Blocking all non-essential pons
B. Disabling all deprecated ciphers
C. Rewriting any legacy web functions
D. Discontinuing the use of self-signed certificates

Answer: D

Explanation:
The error message"NET::ERR_CERT_WEAK_SIGNATURE_ALGORITHM" indicates that the web browser is rejecting the
certificate because it uses a weak signature algorithm. This commonly happens with self-signed certificates, which often use outdated
or insecure algorithms.
Why Discontinue Self-Signed Certificates?
Security Compliance: Modern browsers enforce strict security standards and may reject certificates that do not comply with these
standards.
Trusted Certificates: Using certificates from a trusted Certificate Authority (CA) ensures compliance with security standards and is



less likely to be flagged as insecure.
Weak Signature Algorithm: Self-signed certificates might use weak algorithms like MD5 or SHA-1, which are considered insecure.
Other options do not address the specific cause of the certificate error:
A: Rewriting legacy web functions: Does not address the certificate issue.
B: Disabling deprecated ciphers: Useful for improving security but not related to the certificate error.
C: Blocking non-essential ports: This is unrelated to the issue of certificate validation.
References:
CompTIA SecurityX Study Guide
"Managing SSL/TLS Certificates," OWASP
"Best Practices for Certificate Management," NIST Special Publication 800-57
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