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Refer to Exhibit:

You are tasked with reviewing a new FortiAnalyzer deployment in a network with multiple registered logging devices. There is only
one FortiAnalyzer in the topology.
‘Which potential problem do you observe?

A. The archive retention period is too long.

B. The disk space allocated is insufficient.

C. The analytics retention period is too long,

D. The analytics-to-archive ratio is misconfigured.
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Understanding FortiAnalyzer Data Policy and Disk Utilization:

FortiAnalyzer uses data policies to manage log storage, retention, and disk utilization.

The Data Policy section indicates how long logs are kept for analytics and archive purposes.

The Disk Utilization section specifies the allocated disk space and the proportions used for analytics and archive, as well as when
alerts should be triggered based on disk usage. Analyzing the Provided Exhibit:

Keep Logs for Analytics: 60 Days

Keep Logs for Archive: 120 Days

Disk Allocation: 300 GB (with a maximum of 441 GB available)

Analytics: Archive Ratio: 30% : 70%

Alert and Delete When Usage Reaches: 90%

Potential Problens Identification:

Disk Space Allocation: The allocated disk space is 300 GB out of a possible 441 GB, which might not be insufficient if the log
volure is high, but it is not the primary concern based on the given data. Analytics-to- Archive Ratio: The ratio of 30% for analytics
and 70% for archive is unconventional. Typically, a higher percentage is allocated for analytics since real-time or recent data analysis
is often prioritized. A common configuration might be a 70% analytics and 30% archive ratio. The misconfigured ratio can lead to
insufficient space for analytics, causing issues with real-time monitoring and analysis.

Retention Periods: While the retention periods could be seen as lengthy, they are not necessarily indicative of a problem without
knowing the specific log volume and compliance requirements. The length of these periods can vary based on organizational needs
and legal requirements. Conclusion:

Based on the analysis, the primary issue observed is the analytics-to-archive ratio being misconfigured. This misconfiguration can
significantly impact the effectiveness of the FortiAnalyzer in real-time log analysis, potentially leading to delayed threat detection and
response.

Reference: Fortinet Documentation on FortiAnalyzer Data Policies and Disk Management.

Best Practices for FortiAnalyzer Log Management and Disk Utilization.

HP#72
Which two statements about the FortiAnalyzer Fabric topology are true? (Choose two.)

¢ A The supervisor uses an API to store logs, incidents, and events locally.
¢ B. Logging devices must be registered to the supervisor.

¢ C. Downstream collectors can forward logs to Fabric members.

¢ D. Fabric members must be in analyzer mode.

IEf#: B. D
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* Understanding FortiAnalyzer Fabric Topology:

* The FortiAnalyzer Fabric topology is designed to centralize logging and analysis across multiple devices in a network.

* It nvolves a hierarchy where the supervisor node manages and coordinates with other Fabric members.

* Analyzing the Options:

* Option A:Downstream collectors forwarding logs to Fabric members is not a typical configuration. Instead, logs are usually
centralized to the supervisor.

* Option B:For effective management and log centralization, logging devices must be registered to the supervisor. This ensures
proper log collection and coordination.

* Option C:The supervisor does not primarily use an API to store logs, incidents, and events locally. Logs are stored directly in the
FortiAnalyzer database.

* Option D:For the Fabric topology to fimction correctly, all Fabric members need to be in analyzer mode. This mode allows them
to collect, analyze, and forward logs appropriately within the topology.

* Conclusion:

* The correct statements regarding the FortiAnalyzer Fabric topology are that logging devices must be registered to the supervisor
and that Fabric members must be in analyzer mode.

References:

* Fortinet Documentation on FortiAnalyzer Fabric Topology.

* Best Practices for Configuring FortiAnalyzer in a Fabric Environment.
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What is a key consideration when managing playbook templates for SOC autormation?

A. The comprehensiveness and adaptability of the templates
B. The color coordination of playbook interfaces

C. The popularity of templates among SOC analysts

D. The entertainment value of playbook simulations

EfE: A

HA #74
During a security incident analysis, if an adversary's behavior is identified as 'Credential Dumping, it maps to which MITRE
ATT&CK technique?

A.T1110
B. T1059
C. T1566
D. T1003
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Refer to the Exhibit:

GET_EVENTS
Get Events

STARTER ke Run Report

Ei?iﬂTHRET ) b wunheport

CREATE_INCIDENT

Create Incident

An analyst wants to create an incident and generate a report whenever FortiAnalyzer generates a malicious attachment event based
on FortiSandbox analysis. The endpoint hosts are protected by FortiClient EMS mtegrated with FortiSandbox. All devices are
logging to FortiAnalyzer.

Which connector must the analyst use in this playbook?

e A, Local connector

¢ B. FortiClient EMS connector
e C. FortiSandbox connector

e D. FortiMail connector

EfE: C

s

* Understanding the Requirements:

* The objective is to create an incident and generate a report based on malicious attachment events detected by FortiAnalyzer from
FortiSandbox analysis.

* The endpoint hosts are protected by FortiClient EMS, which is integrated with FortiSandbox. All logs are sent to FortiAnalyzer.

* Key Components:

* FortiAnalyzer: Centralized logging and analysis for Fortinet devices.

* FortiSandbox: Advanced threat protection system that analyzes suspicious files and URLs.

* FortiClient EMS: Endpoint management system that integrates with FortiSandbox for endpoint protection.



* Playbook Analysis:

* The playbook in the exhibit consists of three main actions:GET _EVENTS,RUN_REPORT, andCREATE INCIDENT.
* EVENT _TRIGGER: Starts the playbook when an event occurs.

* GET_EVENTS: Fetches relevant events.

* RUN_REPORT: Generates a report based on the events.

* CREATE _INCIDENT: Creates an incident in the incident management system

* Selecting the Correct Connector:

* The correct connector should allow fetching events related to malicious attachments analyzed by FortiSandbox and facilitate
integration with FortiAnalyzer.

* Connector Options:

* FortiSandbox Connector:

* Directly integrates with FortiSandbox to fetch analysis results and events related to malicious attachments.

* Best suited for getting detailed sandbox analysis results.

* Selected as it is directly related to the requirement of handling FortiSandbox analysis events.

* FortiClient EMS Connector:

* Used for managing endpoint security and integrating with endpoint logs.

* Not directly related to fetching sandbox analysis events.

* Not selected as it is not directly related to the sandbox analysis events.

* FortiMail Connector:

* Used for email security and handling email-related logs and events.

* Not applicable for sandbox analysis events.

* Not selected as it does not relate to the sandbox analysis.

* Local Connector:

* Handles local events within FortiAnalyzer itself.

* Might not be specific enough for fetching detailed sandbox analysis results.

* Not selected as it may not provide the required integration with FortiSandbox.

* Implementation Steps:

* Step 1: Ensure FortiSandbox is configured to send analysis results to FortiAnalyzer.

* Step 2: Use the FortiSandbox connector in the playbook to fetch events related to malicious attachments.

* Step 3: Configure theGET EVENTSaction to use the FortiSandbox connector.

* Step 4: Set up theRUN_REPORTandCREATE INCIDENTactions based on the fetched events.

References:

* Fortinet Documentation on FortiSandbox Integration FortiSandbox Integration Guide

* Fortinet Documentation on FortiAnalyzer Event Handling FortiAnalyzer Administration Guide By using the FortiSandbox
connector, the analyst can ensure that the playbook accurately fetches events based on FortiSandbox analysis and generates the
required incident and report.
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