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Certificate Validity Period: |2 years
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HR #39

A Generative Al Engineer is deploying a customer-facing, fine-tuned LLM on their public website. Given the large mvestment the
company put into fine-tuning this model, and the proprietary nature of the tuning data, they are concerned about model inversion
attacks. Which of the following Databricks Al Security Framework (DASF) risk mitigation strategies are most relevant to this use
case?
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https://www.jpexam.com/Databricks-Generative-AI-Engineer-Associate_exam.html

A. Use secure model features with Databricks Feature Store

B. Apply attribute-based access controls (ABAC) to limit unauthorized access

C. Leverage Databricks access control lists (ACLs) to configure permissions for accessing models
D. Tmplement Al guardrails to allow users to configure and enforce compliance

Ef#: D

R

Model inversion attacks occur when an attacker uses the model's outputs to reconstruct the sensitive training data used during the
fine-tuning process. To mitigate this in a public-facing application, implementing Al Guardrails is the most relevant strategy.
Guardrails act as a programmable "filter" between the LLM and the end-user. They can be configured to detect if a model's
response contains patterns that look like proprietary training data or PII (Personally Identifiable Information). While ACLs (B) and
ABAC (D) protect the model's infrastructure (who can invoke the APT), they do not inspect the content of the output, which is
where the inversion attack actually manifests. Databricks provides integrated guardrail capabilities (via Mosaic Al Gateway)
specifically to enforce compliance and prevent the leakage of sensitive internal knowledge that may have been baked into the model

weights during fine-tuning.

B #40
A Generative Al Engineer I using the code below to test setting up a vector store:
from databricks.vector_search.client import VectorSearchClient

vsc = VectorSearchClient ()

vsc.creat e_encipc:-int (
name= “vector_ search, best”,
endpoint type=. PSTANDARD”
) databricks
Assuming they intend to use Databricks managed embeddings with the default embedding model, what should be the next logical
function call?

e A vsc.similarity search()

e B. vsc.create direct access index()
e C. vsc.get index()
e D. vsc.create delta sync index()

IEf#: D
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Context: The Generative Al Engineer is setting up a vector store using Databricks' VectorSearchClient. This is typically done to
enable fast and efficient retrieval of vectorized data for tasks like similarity searches.

Explanation of Options:

* Option A: vsc.get_index(): This function would be used to retrieve an existing index, not create one, so it would not be the logical
next step immediately after creating an endpoint.

* Option B: vsc.create_delta sync_index(): After setting up a vector store endpoint, creating an index is necessary to start
populating and organizing the data. The create_delta sync_index() fimction specifically creates an index that synchronizes with a
Delta table, allowing automatic updates as the data changes. This is likely the most appropriate choice if the engineer plans to use
dynamic data that is updated over time.

* Option C: vsc.create_direct access_index(): This fimction would create an index that directly accesses the data without
synchronization. While also a valid approach, it's less likely to be the next logical step if the default setup (typically accommodating
changes) is intended.

* Option D: vsc.similarity search(): This fimction would be used to perform searches on an existing index; however, an index needs
to be created and populated with data before any search can be conducted.

Given the typical workflow in setting up a vector store, the next step after creating an endpoint is to establish an index, particularly
one that synchronizes with ongoing data updates, henceOption B.

HE #41
A Generative Al Engineer is ready to deploy an LLM application written using Foundation Model APIs. They want to follow
security best practices for production scenarios Which authentication method should they choose?



A. Use an access token belonging to service principals

B. Use a frequently rotated access token belonging to either a workspace user or a service principal
C. Use OAuth machine-to-machine authentication

D. Use an access token belonging to any workspace user

EfE: A
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The task is to deploy an LLM application using Foundation Model APIs in a production environment while adhering to security best
practices. Authentication is critical for securing access to Databricks resources, such as the Foundation Model API. Let's evaluate
the options based on Databricks' security guidelines for production scenarios.

Option A: Use an access token belonging to service principals

Service principals are non-human identities designed for automated workflows and applications in Databricks. Using an access
token tied to a service principal ensures that the authentication is scoped to the application, follows least-privilege principles (via
role-based access control), and avoids reliance on individual user credentials. This is a security best practice for production
deployments.

Databricks Reference: "For production applications, use service principals with access tokens to authenticate securely, avoiding
user-specific credentials” ("Databricks Security Best Practices," 2023). Additionally, the "Foundation Model API Documentation"
states: "Service principal tokens are recommended for programmatic access to Foundation Model APIs." Option B: Use a
frequently rotated access token belonging to either a workspace user or a service principal Frequent rotation enhances security by
limiting token exposure, but tying the token to a workspace user introduces risks (e.g., user account changes, broader permissions).
Including both user and service principal options dilutes the focus on application-specific security, making this less ideal than a
service-principal-only approach. It also adds operational overhead without clear benefits over Option A.

Databricks Reference: "While token rotation is a good practice, service principals are preferred over user accounts for application
authentication" ("Managing Tokens in Databricks," 2023).

Option C: Use OAuth machine-to-machine authentication

OAuth M2M (e.g,, client credentials flow) is a secure method for application-to-service communication, often using service
principals under the hood. However, Databricks' Foundation Model API primarily supports personal access tokens (PATSs) or
service principal tokens over full OAuth flows for simplicity in production setups. O Auth M2M adds complexity (e.g., managing
refresh tokens) without a clear advantage in this context.

Databricks Reference: "OAuth is supported in Databricks, but service principal tokens are simpler and sufficient for most API-based
workloads" ("Databricks Authentication Guide," 2023).

Option D: Use an access token belonging to any workspace user

Using a user's access token ties the application to an individual's identity, violating security best practices. It risks exposure if the user
leaves, changes roles, or has overly broad permissions, and it's not scalable or auditable for production.

Databricks Reference: "Avoid using personal user tokens for production applications due to security and governance concerns”
("Databricks Security Best Practices," 2023).

Conclusion: Option A is the best choice, as it uses a service principal's access token, aligning with Databricks' security best practices
for production LLM applications. It ensures secure, application-specific authentication with minimal complexity, as explicitty
recommended for Foundation Model API deployments.

HA #42

A Generative Al Engineer has created a RAG application to look up answers to questions about a series of fantasy novels that are
being asked on the author's web forum. The fantasy novel texts are chunked and embedded into a vector store with metadata (page
number, chapter number, book title), retrieved with the user's query, and provided to an LLM for response generation. The
Generative Al Engineer used their intuition to pick the chunking strategy and associated configurations but now wants to more
methodically choose the best values.

‘Which TWO strategies should the Generative Al Engineer take to optimize their chunking strategy and parameters? (Choose two.)

e A Pass known questions and best answers to an LLM and instruct the LLM to provide the best token count. Use a summary
statistic (imean, median, etc.) of the best token counts to choose chunk size.

¢ B. Create an LLM-as-a-judge metric to evaluate how well previous questions are answered by the most appropriate chunk.

Optimize the chunking parameters based upon the values of the metric.

C. Add a classifier for user queries that predicts which book will best contain the answer. Use this to filter retrieval

D. Change embedding models and compare performance.

E. Choose an appropriate evaluation metric (such as recall or NDCG) and experiment with changes in the chunking strategy,

such as splitting chunks by paragraphs or chapters.

Choose the strategy that gives the best performance metric.
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HP #43
A Generative Al Engineer has already trained an LLM on Databricks and it is now ready to be deployed.
Which of'the following steps correctly outlines the easiest process for deploying a model on Databricks?

¢ A Save the model along with its dependencies in a local directory, build the Docker image, and run the Docker container

¢ B. Wrap the LLM's prediction finction into a Flask application and serve using Gunicorn

¢ C. Log the model using MLflow during training, directly register the model to Unity Catalog using the MLflow API, and start
a serving endpoint

¢ D. Log the model as a pickle object, upload the object to Unity Catalog Volume, register it to Unity Catalog using MLflow,
and start a serving endpoint

Ef#: C
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* Problem Context: The goal is to deploy a trained LLM on Databricks in the simplest and most integrated manner.

* Explanation of Options:

* Option A: This method involves unnecessary steps like logging the model as a pickle object, which is not the most efficient path in
a Databricks environment.

* Option B: Logging the model with MLflow during training and then using MLflow's API to register and start serving the model is
straightforward and leverages Databricks' built-in functionalities for seamless model deployment.

* Option C: Building and running a Docker container is a complex and less integrated approach within the Databricks ecosystem
* Option D: Using Flask and Gunicorn is a more manual approach and less integrated compared to the native capabilities of
Databricks and MLflow.

OptionBprovides the most straightforward and efficient process, utilizing Databricks' ecosystem to its full advantage for deploying
models.
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