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312-50v13 Zertifikat schneller und leichter erhalten, als Sie durch die anderen Webseiten.

ECCouncil Certified Ethical Hacker Exam (CEHv13) 312-50v13
Prüfungsfragen mit Lösungen (Q519-Q524):
519. Frage 
A Certified Ethical Hacker (CEH) is auditing a company's web server that employs virtual hosting. The server hosts multiple domains
and uses a web proxy to maintain anonymity and prevent IP blocking. The CEH discovers that the server's document directory
(containing critical HTML files) is named "certrcx" and stored in /admin/web. The server root (containing configuration, error,
executable, and log files) is also identified. The CEH also notes that the server uses a virtual document tree for additional storage.
Which action would most likely increase the security of the web server?

A. Changing the server's IP address regularly
B. Implementing an open-source web server architecture such as LAMP
C. Moving the document root directory to a different disk
D. Regularly updating and patching the server software

Antwort: D

Begründung:
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CEH guidance for web server hardening prioritizes controls that reduce exploitable conditions across the broadest set of threats.
While obscuring paths (for example, unusual directory names like "certrcx" or storing content under "/admin/web") may slightly slow
down casual discovery, CEH emphasizes that security through obscurity is not a reliable control. If an attacker can identify the server
root, document root, and virtual directory structure (through misconfigurations, directory listing, error leakage, backup exposure, or
known-path enumeration), then the real risk becomes unpatched vulnerabilities in the web server, modules, libraries, and underlying
OS.
Regularly updating and patching the server software is the most direct, high-impact countermeasure because it closes known
vulnerabilities attackers routinely exploit (RCE, privilege escalation, auth bypass, path traversal, request smuggling, etc.). CEH
materials also stress that virtual hosting expands the attack surface (multiple sites, shared services, shared misconfigurations), making
systematic patching and configuration management even more important.
Option A (moving the document root to a different disk) may help with organization and, in some cases, recovery planning, but it
does not inherently reduce vulnerabilities. Option C (changing IPs) is not a security control; it may complicate blocking lists but
doesn't fix the underlying weakness. Option D (using LAMP) is an architectural choice, not a security measure by itself-an open-
source stack can still be insecure if misconfigured or unpatched.
Therefore, CEH-aligned best practice is regular patching and updates.

520. Frage 
Your company performs penetration tests and security assessments for small and medium-sized businesses in the local area. During a
routine security assessment, you discover information that suggests your client is involved with human trafficking.
What should you do?

A. Ignore the data and continue the assessment until completed as agreed.
B. Copy the data to removable media and keep it in case you need it.
C. Immediately stop work and contact the proper legal authorities.
D. Confront the client in a respectful manner and ask her about the data.

Antwort: C

Begründung:
Per CEH v13 Official Courseware - Module 01: Introduction to Ethical Hacking, ethical hackers and penetration testers are bound
by legal and professional standards. When illegal activities such as human trafficking are discovered:
The ethical response is to cease operations and report the findings to the appropriate legal authorities.
Continuing work, ignoring the findings, or confronting the client personally is both unprofessional and may potentially expose the
tester to legal liability.
Reference: CEH v13 eCourseware - Module 01: Introduction to Ethical Hacking # "Legal Implications and Reporting
Requirements" CEH v13 Code of Conduct for Certified Ethical Hackers

521. Frage 
Within the context of Computer Security, which of the following statements describes Social Engineering best?

A. Social Engineering is the act of getting needed information from a person rather than breaking into a system
B. Social Engineering is a training program within sociology studies
C. Social Engineering is the means put in place by human resource to perform time accounting
D. Social Engineering is the act of publicly disclosing information

Antwort: A

522. Frage 
Tony is a penetration tester tasked with performing a penetration test. After gaining initial access to a target system, he finds a list of
hashed passwords.
Which of the following tools would not be useful for cracking the hashed passwords?

A. netcat
B. Hashcat
C. John the Ripper
D. THC-Hydra



Antwort: A

Begründung:
In CEH v13 Module 05: System Hacking, once an attacker gains access to hashed passwords, cracking tools are employed to
reverse or brute-force them.
Tool Breakdown:
John the Ripper: A powerful password cracking tool that supports many hash formats.
Hashcat: GPU-based, extremely fast password hash cracking tool.
THC-Hydra: Used for online attacks (e.g., SSH, FTP brute force).
Netcat: Not a password cracking tool - it's a network utility used for:
Remote shell connections
Banner grabbing
File transfers
Port scanning
Therefore:
C). Netcat is the correct answer - it is not used for password cracking.
Reference:
Module 05 - Password Cracking Techniques and Tools
CEH Labs: Using Hashcat and John the Ripper on Extracted Hashes

523. Frage 
You are an ethical hacker contracted to conduct a security audit for a company. During the audit, you discover that the company's
wireless network is using WEP encryption. You understand the vulnerabilities associated with WEP and plan to recommend a more
secure encryption method. Which of the following would you recommend as a Suitable replacement to enhance the security of the
company's wireless network?

A. Open System authentication
B. WPA2-PSK with AES encryption
C. MAC address filtering
D. SSID broadcast disabling

Antwort: B

Begründung:
WEP encryption is an outdated and insecure method of protecting wireless networks from unauthorized access and eavesdropping.
WEP uses a static key that can be easily cracked by various tools and techniques, such as capturing the initialization vectors, brute-
forcing the key, or exploiting the weak key scheduling algorithm1. Therefore, you should recommend a more secure encryption
method to enhance the security of the company's wireless network.
One of the most suitable replacements for WEP encryption is WPA2-PSK with AES encryption. WPA2 stands for Wi-Fi
Protected Access 2, which is a security standard that improves upon the previous WPA standard. WPA2 uses a robust encryption
algorithm called AES, which stands for Advanced Encryption Standard. AES is a block cipher that uses a 128-bit key and is
considered to be very secure and resistant to attacks2.
WPA2-PSK stands for WPA2 Pre-Shared Key, which is a mode of WPA2 that uses a passphrase or a password to generate the
encryption key. The passphrase or password must be entered by the users who want to connect to the wireless network. The key is
then derived from the passphrase or password using a function called PBKDF2, which stands for Password-Based Key Derivation
Function 2. PBKDF2 adds a salt and a number of iterations to the passphrase or password to make it harder to crack3.
WPA2-PSK with AES encryption offers several advantages over WEP encryption, such as:
* It uses a dynamic key that changes with each session, instead of a static key that remains the same.
* It uses a stronger encryption algorithm that is more difficult to break, instead of a weaker encryption algorithm that is more
vulnerable to attacks.
* It uses a longer key that provides more security, instead of a shorter key that provides less security.
* It uses a more secure key derivation function that adds complexity and randomness, instead of a simple key generation function
that is predictable and flawed.
Therefore, you should recommend WPA2-PSK with AES encryption as a suitable replacement to enhance the security of the
company's wireless network.
References:
* Wireless Security - Encryption - Online Tutorials Library
* WiFi Security: WEP, WPA, WPA2, WPA3 And Their Differences - NetSpot
* WPA2-PSK (Wi-Fi Protected Access 2 Pre-Shared Key)
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